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Abstracts

In recent years, The number of companies that have been collecting personal infor-
mation for marketing purposes has grown. Then, they have been reselling it to other com-
panies, banks, institutions. In this way, enterprises, financial and public institutions cre-
ate huge collections of nonpublic data that are valuable information for taking marketing
enterpises. By targetting appropriately profiled product and service offer at a selected
group of receivers; trading partners and potential clients, a greater effectiveness used in
the marketing strategy is achieved suitably Thereupon, multifaceted and informational
personal data base, which are built in institutions, enterpises and social networking sites,
become a valuable source of informaton used for the marketing purposes. The develop-
ment of information processing and dissemination techniques through the Internet is de-
termined by the many conveniences for beneficiaries, customers and users of services
offered by the Internet. On the other hand, the development of information technologies
on the Internet carries the risk of loss or theft of information by an unauthorized entities.
The process of facilitating information online generates a number of threats related to
identity theft, capturing nonpublic data by hackers, and accomplishing conversion of
funds in the electronic system banking. In response to these threats, specific entities ex-
pand security systems for remote facilitating of information and making transactions via
the Internet.

Keywords: Internet, social networking sites, internet companies, technology companies,
information facilitating, website, internet server, information service, cyberspace.
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Streszczenie

W ostatnich latach rosnie liczba firm, ktore zbierajq dane osobowe w celach marke-
tingowych a nastepnie je odsprzedajq innym firmom, bankom, instytucjom. W ten sposob
przedsigbiorstwa, instytucje finansowe i publiczne tworzq ogromne zbiory danych nie-
jawnych stanowigce wartosciowq informacje na potrzeby podejmowanych przedsiewzieé
marketingowych. Poprzez kierowanie stosownie sprofilowanej oferty produktowej lub
ustugowej do scisle wyselekcjonowanej grupy odbiorcow, kontrahentow, segmentu doce-
lowego potencjalnych klientéw uzyskuje si¢ wigkszqg skutecznosé zastosowanej strategii
marketingowej podczas kampanii reklamowych. W zwiqzku z tym budowane w instytu-
cjach, przedsiebiorstwach, w tym takze w internetowych portalach spolecznosciowych
rozbudowane wieloaspektowo i informacyjnie bazy danych osobowych stajq si¢ cennym
zasobem informacji wykorzystywanej na potrzeby marketingu. Rozwoj technik przetwa-
rzania i udostepniania informacji poprzez Internet zdeterminowany jest wieloma udogod-
nieniami dla beneficjentow, klientow i osob korzystajqcych z oferowanych przez Internet
ustug informacyjnych. Z drugiej strony z rozwojem technologii informacyjnych funkcjo-
nujgcych w Internecie wigze sig takze ryzyko utraty bqdz kradziezy informacji przez pod-
mioty nieuprawnione. Proces udostgpniania informacji poprzez Internet generuje wiele
zagrozen zwigzanych z przestepstwami kradziezy tozsamosci, przechwytywania przez ha-
kerow danych niejawnych oraz dokonywania malwersacji srodkow pienigznych w syste-
mach elektronicznej bankowosci. W odpowiedzi na te zagrozenia poszczegolne podmioty
rozbudowujq systemy bezpieczenstwa zdalnego udostepniania informacji oraz dokony-
wanych transakcji realizowanych za posrednictwem Internetu.

Stowa kluczowe: Internet, portale spotecznosciowe, firmy internetowe, firmy technolo-
giczne, udostepnianie informacji, strona internetowa, serwer internetowy, serwis infor-
macyjny, bezpieczenstwo w cyberprzestrzeni.

AHHOTALIMSA

B nocneonue 20061 pacmem uucno komnauuil, Komopule coOUparOm NepcoHalbHbIe
OaHHble 8 MAPKEMUH208bIX YEAX, d 3amemM npooaiom ux OpyeuM KOMAAHUAM, OAHKaM U
yupexcoenusim. Takum o06pazom, npeonpusmus, QUHAHCOBbIE U 20CYOAPCMBEHHbIE
yupescoeHus co30a10m 02pOMHble KOMIeKYUU CeKPemHblX OAHHbIX, NpeooCmAasiss
Yeunyro  ungopmayuro Ol HYHCO  MapKemuHeosvlx — npeonpusmui.  Tlonyuas
Haonexcawum  00pazom NpoOQUIUPOSAHHbIL  RPOOYKM  UAU  NPEONOdCeHUe  YCIye
MuamenbHO OMOOPAHHOU 2pynne noxyyameinell, NOOPAOYUKOS, Uele8020 Ce2MeHmd
NOMEHYUAbHbIX — KIUEHMOs,  Nosvlulaemcs  3QPGekmuenocms — MapKemuH20801
cmpamezuu, NPUMEHAEMOU 80 8peMsi PEeKIAMHbIX Kamnanuil. B cesasu ¢ smum 6azvl
OAHHBIX, CO30AHHBIE 8 YUPENHCOCHUSX, NPEONPUAMUSX, BKIIOUAS CAUMbl COYUATLHBIX
cemeil, MHO20ZDAHHYIO U UHDOPMAMUBHYIO 0A3Y OAHHBIX, CHIAHOBANMCA YEHHbIM
Pecypcom uHopmayuu, UCNOIb3YeMOU 8 MapKemMuHe08bix yenax. Paspabomka memooos
obpabomxu u obmena ungopmayuel uepe3 Humepnem onpeodensemcs MHOSUMU
803MOJICHOCMAMY 071 DeHeuyuapos, KIUEHMO8 U  JH0O0eU,  UCHOAb3VIOUUX
ungopmayuonnvle yciyeu, npeonazaemuvie Mnmepnemom. C opyaoii cmopousl, pazsumue
UHGOpMAYUOHHBIX MexXHON02Ul, yHKYuOHUPYIowux 6 nmepueme, makoice CONPA#CEHO
C pUCKOM nOmepu iU Kpasxcu UH@opmayuu co Cmopousl HeCAHKYUOHUPOBAHHBIX TUY.
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Ipoyecc npedocmasnenus ungopmayuu yepes Mnmepnem cozoaem MHOICECMEO YepPO3,
CBA3AHHBIX C Kpadicell JUYHBbIX OAHHBIX, XAKePO8, 3a2POMONCOEHHBIX CeKPemHblMU
OAHHBIMU, U OEHENHCHBIX PACPAm 8 3J1eKMPOHHbIX OAHKOBCKUX cucmemax. B omeem Ha
MU YePo3bl OMOEIbHbIE OP2AHUZAYUU PpA3padamvléarom cucmemsl 6e30nacHocmu 0is
yOaneHHo2o obMeHa uHpopmayuen U MPAH3AKYUAMU, OCYUWECMEIAeMbIMU  Yepe3

HUnmepnem.
Knioueswie cnosa: Hnmepnem,

mexHoJjiocudecKkue Komnaruu, 0bMeH

coyuanbhvie
unpopmayueti,

cemu, UHmMepPHen-KOMNaHuu,

eeO-caum,  6eb-cepesep,

unpopmayuoHHblll cepsuc, 6e30nACHOCMb 8 KUbEpNpoCmpancmee.

Introduction

In recent years, the role of improving the lo-
gistics and security of information systems
have been increasing together with the de-
velopment of acquisition techniques, and
the multicriterial processing of information
accumulated in the constantly growing
online data bases of social networking sites,
where citizens share information some-
times even very personal. In addition, the
number of companies that collect personal
information for marketing purposes and
then resell it to other companies, banks, in-
stitutions is increasing. Increasingly, the
collection of personal data is not limited to
basic information such as name, gender and
age, but also refers to other categories of
private information pertaining to particular
citizens such as shopping preferences, in-
terests, place of work, income level etc. [S.
Gwozdziewicz 2014, s. 73]. This way com-
panies, financial and public institutions cre-
ate huge collections of nonpublic data com-
posing valuable information for the need of
marketing enterprises. By directing an ap-
propriately defunct product or service offer
at a strictly targeted audience, trading part-
ners and at the segment of potential custom-
ers, it is more effective to achieve the
greater effectiveness used in strategy mar-
keting during advertising campaigns. Ad-
vertising campaigns conducted in this way
generate a significant reduction of the costs
of necessary marketing activities, in the sit-
uation of targeting this offer at a strictly de-
fined segment of prospective purchasers [J.

Sarnowski, D. Prokopowicz 2015, s. 137].

Therefore, expanded multiperspectively
and informationally data bases, built in in-
stitutions, enterprises and also in social net-
working sites, become a valuable resources
of information used marketing. Data bases
of personal details, which grows informa-
tively and measurably valuably, enforce
sustaining their expenditures on entities to
ensure the required level of security. In case
of Internet companies, including social net-
working sites, Internet- hosting companies,
web sites and e-mail services, telecoms,
public institutions with an electronic access
to profiled services and electronic agencies
of banks and other financial institutions,
there is a significant risk of an unauthor-
ized access to personal data by hackers
working on commission of companies and
competing institutions [S. Gwozdziewicz,
D. Prokopowicz 2016a, s. 229-230]. The
growing number of these types of nonpub-
lic databases created by entities also active
on the Internet and the ever-expanding
range of information collected in data bases
may generate an increase of the risk of an-
nouncing citizen’s personal data on the In-
ternet [D. Prokopowicz 2009, s. 65]. There-
upon, entities maintaining and extending
this type of databases, are forced to spend
more on improving the technical security of
nonpublic data in order to reduce the poten-
tial of appearing categories named above
such as: the risk of loss, theft or announc-
ing of personal data on the Internet.
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1. Information security in the context
of developing social networking sites
In economic systems of highly developed
and developing countries, both business en-
tities and the sector of public institutions
play a particularly important role in meet-
ing the needs of the society and indirectly
the whole economy. After more than a
quarter-century of the development of the
Polish economy in the market conditions
and processes of adapting to the European
Union system standards, one of the spheres
of public services offered in Poland is ful-
filling the information needs of citizens [D.
Wocior red. 2016, s. 48]. Decision-making
processes indirectly influence on the pace
of the socio-economic development of the
country in enterprises and in the sector of
public institutions such as financial man-
agement [M. Muchacki 2014, s. 27].

As a result, in recent years, new catego-
ries of the ITC system’s risk on the Internet
have emerged as a derivative of the rapidly
growing and continuously growing large
collections of the nonpublic data generated
by companies offering specific products or
services to Internet users. For several years,
this type of data warehouse have functioned
as a collection of information defined as
Big Data and so called. Clouds computing.
Facebook, Twitter, Instagram, YouTube,
and other networking sites are currently
having the largest data collection of this
type about the Internet users. Because each
of these commercial entities creates their
own database about the Internet users,
hence so called sensitive data bases about
users are being stored now in many places
in the global network [M. Gorka red. 2014,
s. 93]. Internet corporations acting globally,
offer Internet users free use of their ser-
vices, including social networking plat-
forms [S. Gwozdziewicz, D. Prokopowicz
2016¢, s. 82-83]. They also create special

software programs called robots that ana-
lyze available information about particular
users and collect personal information for
marketing purposes. Probably a small frac-
tion of the Internet users know how far this
commercialized surveillance carried by the
Internet companies has taken place. The ac-
tivity of these entities increases the poten-
tial scale of risk associated with the possi-
ble decrease of the security of nonpublic in-
formation collected in electronic databases
and transferred via ICT systems [M. Mato-
sek 2015, s. 112].

Unfortunately, under Polish conditions,
there are not so much verified and con-
firmed quantitive data in terms of effective
hackers attacks performing on other’s enti-
ties IT systems via the Internet [A.
Dmowski, D. Prokopowicz 2006, s. 77-78].
Wrobel quotes that the question of the legal
responsibility is related to the issues of the
security information systems and the infor-
mation resources are included in these sys-
tems. It has already been significantly de-
scribed by American researchers. On the
other hand, in Poland, this issues is not still
undertaken in researches, what is connected
with a limited resource of analytic data [P.
Wrébel 2014, s. 186-187]. On the basis of
researches done in Western countries, a rel-
atively high level of information leakiness
of ICT systems has been demonstrated. Ac-
cording to the 2011 Websense Research re-
port drawn up on the basis of 2,000 differ-
ent types of economic entities and institu-
tions operating in the US, Canada, Britain,
and Australia employing at least 250 com-
puter users in the period of one year, there
have been many worrying events that may
suggest many gaps in security systems and
in procedures developed erroneously. In
37% of the surveyed entities, the employee
contributed to the loss of certain nonpublic
information and data that could result or re-
sulted in advert events for some entity. In
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20% of the surveyed organizations nonpub-
lic information was consciously and ille-
gally copied and stolen by employees. They
were also stolen from internal 1T systems of
companies and institutions. Also in 20% of
the surveyed entities nonpublic data was
sent to social networking sites. Besides, in
internal 1T systems of 35% surveyed enti-
ties there appeared Trojan horses, mali-
cious programs like malware or other types
of viruses [Websense Research Raport,
2011, s. 11].

2. Global tendency in terms of the
security conducted in social network-
ing sites processing and transfer of
data

The dynamic development of Internet
services accelerated the process of the in-
formational globalization but also created a
wider field for hackers and terrorist organi-
zations. Everyday, globally, there arise
many new viruses, that are repeatedly capa-
ble of attacking the IT systems of many
companies, public institutions, banks, and
home computers. On the other hand, new
securities measures are also created for at-
tacked information systems every day. This
type of rivalry does not always take the
form of a zero-scoring game [D. Prokop-
owicz 2016, s. 21-22]. Currently, the legal
norms functioning in UE are not fully ade-
quate to the prevailing standards of digiti-
zation of offices and enterprises, and the in-
frastructure of the sensitive branches in the
national economy. Energetics , transport,
crisis management centers, offices and fi-
nancial system belong to branches in the
economy that are threatened by cyberterror-
ists attack [A. Dmowski, D. Prokopowicz
2010, s. 326].

In connection with the immigration cri-
sis in Europe and the war in Syria, the me-
dia in Europe are dominated by reports
suggesting that Islamic fundamentalists are
currently responsible for attacks. However,

globally, the sources of terrorist attacks are
more diverse, taking into account the na-
tionality, culture and religion that is the cul-
prit of the attacks . As terrorism is more and
more concerned with the global medium of
the Internet and the phenomenon of cyber-
terrorism can cause not less negative effects
than "traditional" acts of terror, so the
global spin of this issues is also important
[A. Suchorzewska 2010, s. 19-20]. Ana-
lyzes refering to the global approach to ter-
rorism show that Islamic fundamentalism
can only be linked to every fifth terrorist at-
tack in recent months. Apart from Islamic
fundamentalism, terrorist attacks are still
assassinated by different types of neo-Nazi
and leftists organizations, groups of sepa-
ratist and fundamentalist associated with
different religious currents. Krzysztof
Cieslak, who is an expert of the research
centre on Collegium Civitas terrorism, indi-
cated that cyberterrorism took a shot at fi-
nancial sector ,which doesn’t need to re-
strict to hacking on bank accounts. It was
during Bank Security Forum that held on
10th May 2016 in Warsaw. The threat of
cyberterrorism in regard of bank may be
different. So far in the structures of the right
public services, teams constituted for the
current monitoring of potential threats, in-
cluding crisis management teams, have
changed the nature of the process of con-
trolling and managing potential threats in
recent years. Current threats caused by the
forces of nature, failures of energy installa-
tions and water pipes and other facilities
give way to potential terrorist or even cyber
terrorist threats [K. Machowski 2016, s.
14].

Therefore, in recent years, new catego-
ries of cybersecurity risk of IT systems have
emerged as a derivative of the rapidly grow-
ing and ever-expanding large data sets
about users, customers that are created by
economic entities on the Internet. Recently,
these large data sets have functioned in the
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so-called data cloud developed on a data
warehouse of a given entity. The analysts of
this issue predict that the largest collections
of data on Internet users are currently had
and persistently developed by online com-
panies like Google, Facebook, Twitter, In-
stagram, YouTube and others. In connec-
tion with it, the data of Internet users, in-
cluding so-called sensitive personal details
are currently stored in many locations, on
servers of different companies and institu-
tions [M. Gorka red. 2014, s. 93]. The larg-
est Internet companies, that offer a free use
of social networking sites, create special
programs called robots, with the help of
which they analyze online data sets and
then copy, convert and collect it in their
own data warehouses. Probably still, most
people on Earth do not know how far this
commercialized surveillance of Internet

companies has taken place [S.
Gwozdziewicz, D. Prokopowicz 2016¢, s.
81].

Internet users are generally unaware of
the scale of potential use of their personal
data by online companies that do marketing
business on behalf of other entities. Online
companies such as Google, Facebook,
Twitter, Instagram, YouTube get the most
part of their revenues from advertisings on
their social networking sites. On the user’s
accounts of these social networking sites,
there are displayed advertisings appropri-
ately profiled according to the preferences
of the user and his personal characteristic
[T. Trejderowski 2013, s. 165]. These pref-
erences are sometimes defined by the user
at the stage of setting up an account on a
given social networking site. Later, while
using a particular account, specially created
robots will scan preferences of a given user
about the areas of interest and the type of
content ad they would like to receive [J.
Kos-Labedowicz 2015, s. 52].

In addition, the robots that work on
these portals collect certain data about the

user and create multi-faceted personal pro-
files in databases of the mentioned online
concerns. Because the number of users of
these portals is not even millions, and even
billions are data warehouses secured with
the possible latest security techniques and
with encryption of data sent on the Internet,
including personal data [J. Kosinski 2015,
S. 146]. These warehouses are created for
the huge resources of information. Most
online companies that run a commercial
and advertising business , collect data about
user’s websites by installing in their brows-
ers so called Cookies, ie background pro-
grams, that collect data about users of some
webpage [S. Gwozdziewicz, D. Prokop-
owicz 2016c, s. 83-84].

3. The need to improve risk man-
agement systems and adjust the legal
regulations to the technological pro-
gress of online information technolo-
gies
In accordance with current legal regula-
tions, Internet users generally know about
this trade to be possible, they may or may
not have to agree to it at the beginning of
the website of the company or institution
[K. Machowski 2016, s. 14]. Theoretically,
because of the prevalence of this solution,
Internet users are more likely to forget or
ignore this possibility of deciding on how
these cookies work. Consequently, each
web user of a global village, more or less
consciously, consent to build their digital
profile in warehouses of online concerns,
other companies and institutions [B. Sza-
ruga-Domanska, D. Prokopowicz 2016].

The most extended personal profiles,
also known as avatars of particular online
users, are built in data warehouses of online
concerns mentioned above. Other im-
portant parameters affecting the scope of
information generated by an avatar ,are the
frequency of use of the global network, the
scope of information provided, and the
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number and type of browsed pages. It is
now assumed that each user of the Internet
and in particular a user browsing a wide va-
riety of sites and having an account on so-
cial networking sites, has an Internet equiv-
alent- an avatar, whose characteristic is
found in databases of the mentioned exam-
ples of Internet concerns [A. Gatach, S.
Hoc, A. Jedruszczak, P. Kowalik i inni
2015, s. 243].

It is also widely acknowledged that In-
ternet users and users of other news media
care for the protection of their privacy, inti-
macy that is important in everyday exist-
ence and in the use of these dynamically de-
veloping media. However, the scale of pro-
gress made in ICT and in the offer of online
companies has depreciated the real oppor-
tunities of user privacy of certain online in-
formation services available on the Internet.
Progress in this area has significantly out-
run the technique that should provide pri-
vacy protection. The awareness of Internet
users is in this respect still negligible. This
is because it is in the interest of these Inter-
net concerns who bother to build the most
informationally well-formed personal pro-
files in the form of avatars in their data
warehouses [J. Grzywacz 2016, s. 81].

In recent years, collecting information
about Internet users for developing infor-
mation avatars has been facilitated by the
next stage of technological development.
This next stage of progress in the develop-
ment of global Internet media is determined
by the widespread technology of platforms
built in the clouds computing [C. M. Olszak
2014, s. 47], that is data warehouses accu-
mulating huge collections of data with the
possibility to process them and with an ac-
cess to mobile devices. Sometimes there is
also the issue of physical distribution of
data warehouses in different places of a
given country, continent or in a global view.
The issue of distributing the components of
the data warehouse system is determined by

the security of data storage, the need for
data backup and by the mirroring of data
warehouses physically located in different
parts of the globe. Internet users, thanks to
the widespread cloud computing technol-
ogy, have the convenience of an access to
their social networking sites accounts from
various mobile devices with the Internet ac-
cess [A. Krasuski 2012, s. 127].

It is commonly assumed that, in keeping
with the needs of most Internet users, the
protection of personal data is this domain of
human existence in the current digital revo-
lution, which should be also provided by
online companies. According to the Basic
Law, that is the Constitution, the protection
of personal data is one of the fundamental
rights of every citizen and also the Internet
user. The dynamic advance in technology
and In the range of an offer of Internet ser-
vices have caused a partial erosion of the
real operation of this law. This is because
either Internet users are not fully aware of
avatars built in the warehouses of the Inter-
net concerns or new ICTs no longer allow
to reserve the full privacy of citizens in in-
formation societies. The Internet compa-
nies such as Google, Facebook, Twitter, In-
stagram, and YouTube collect other data
about users of their social networking sites
every day [S. Gwozdziewicz, D. Prokop-
owicz 2016c, s. 84-85]. They constantly de-
velop avatars that already existed, this is
electronic equivalents of individual citizens
and Internet users. How and when will
these data be used, except for the current
advertising activities of these corporations,
unfortunately Internet users do not know
[L. Libuda 2016, s. 95]. They cannot even
know it even if these companies, online
companies that own social networking
sites, do not know how these constantly
growing information collected in data
warehouses will be used for 10 years.

As a result, technological advances
change the relationships between Internet
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users and personal data owners about indi-
vidual citizens. When the disclosure of a vi-
olation of citizens' right to privacy and to
the issue of the institutional protection of
personal data, Internet users generally re-
gard it as a lack of action guaranteed in the
Constitution. Internet companies justify
their collection of personal data about Inter-
net users by consenting citizens to this prac-
tice [S. Gwozdziewicz, D. Prokopowicz
2016b, s. 65]. Besides, another institutional
element that is to provide the required level
of protection of personal data is the adapta-
tion of regulation by law to the normative
standards of the European Union, that Po-
land is a member. Accordingly, the legal
norms that exist in Poland concerning the
protection of personal data should be ad-
justed to the regulation of European Union
Law and also to the regulation of interna-
tional law [P. Hotyst, J. Pomykata 2011, s.
13]. So there is the question whether these
institutional and legal solutions that cur-
rently exist do not contribute to lulling into
a false sense of security of Internet users in
analyzing the security of nonpublic infor-
mation, including the personal data col-
lected and used by the Internet companies
in a specific way?

Internet users should not forget that the
legal protection of personal data as a part of
the institutional electronic security system
for the collection and transmission of non-
public information cannot always provide
real full protection of information that citi-
zens transmit to individual commercial
companies and institutions that are in oper-
ation on the Internet. Citizens usually as-
sume that providing security to information
is the responsibility of companies and insti-
tutions [A. Gatach, A. Jedruszczak, B.
Nowakowski 2013, s. 116]. These entities
should be obliged to do so, as they control
most of the information resources stored in
national ICT systems and networks. In ad-
dition, domestic and foreign operators offer

their services and products to consumers, so
they should provide customers with the pro-
tection of their personal data for the pur-
poses of the transaction. The legal norms
that should oblige those entities to protect
nonpublic data is for example the Law of
16 July 2004, Telecommunication Law and
the Law of 18 July 2002 on providing ser-
vices by electronic means [D. Prokopowicz
2017, s. 94-95].

According to the text of Article 10 (1)
of this Act, Internet companies and institu-
tions may not send commercial communi-
cation that has not been ordered to individ-
uals with the help of any electronic means
of communications . On the basis of legal
norms in Poland, it is also forbidden to use
teleinformatic systems, techniques and de-
vices without the consent of the user of
these systems for marketing purposes [D.
Wocidr red. 2016, s. 68]. The ban also ap-
plies to the use by commercial operators of
automatic calling systems created for the
purposes of doing direct marketing busi-
ness if the final user hasn’t agreed with it.
These regulations provide the most elemen-
tary level of protection for nonpublic data
while realizing certain commercial and fi-
nancial transactions, but they may be insuf-
ficient towards the perpetual advance in te-
leinformatic technology used by Internet
service providers, and especially those that
usually offer cost-free usage of social net-
working services [A. Buss 2008, s. 74].

Therefore, inthe dozen or so years, sig-
nificant progress has been made in elec-
tronic data transmission systems, which has
been determined mainly by the develop-
ment of information and communication
technology. Technological advance in the
fields described above, have also led to the
implementation of modern IT solutions in
the processes of enterprise management to
improve their economic efficiency. Compa-
nies operating in Poland in the pursuit of
market and business success try to build
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their competitive advantage by implement-
ing new IT solutions to their business. More
and more companies and financial institu-
tions use business analysis conducted on
their IT platforms for Business Intelligence
Solutions.

On these platforms, the information
needed for management decision-making
processes is constantly updated, archived,
categorized and used to develop Business
Intelligence analytics reports. Research has
shown that Business Intelligence analyses
make it easier for managers to perform
analysis of large collections of business-re-
lated data in real time. Consequently, the
opinion that Business Intelligence solutions
are becoming more and more useful in the
processes of organization management [J.
Grzegorek, D. Prokopowicz 2017, s. 224].
In recent years, global Internet corpora-
tions, such as Google and Facebook, have
been trying to combine Big Data technol-
ogy, computing data in the cloud compu-
ting, creating business intelligence plat-
forms and doing researches and implemen-
tation for the creation of an artificial intelli-
gence.

4. Summary
The reconstruction of the SME sector in Po-
land in the 1990s was an important factor in
the context of the effective development of
the market economy in Poland. On the other
hand, the development of information tech-
nology determines the need of tweaking the
rules forming the security of electronic
transfer of data on the Internet. When the
number of Internet users grows quickly, the
importance is in improvement of IT sys-
tems in the security of transactions, the risk
analysis and bearing the costs of the system
solutions. It has to maintain the high level
of security and the protection of nonpublic
data. The issue of improving system secu-
rity solutions is particularly important in the
case of the most common hacker attacks on

online banking systems [B. Domanska-Sza-
ruga 2013, s. 269-270].

In addition, as a result of the growth of
transnational capital flows and trade, the
share of financial transactions settled elec-
tronically also has increased. In addition, as
Poland is a member of the European Union,
Polish regulations on the security of elec-
tronic data transfer and protection of non-
public information are adapted to the nor-
mative EU standards. This process is also
part of the improvement of external regula-
tions by law and is linked to the progressive
globalization of financial systems [J.
Kosinski 2015, s. 141].

Accordingly, the progressive economic
globalization and, therefore, the growing
link between the Polish economy and the
world, means that the improvement of na-
tional regulations concerning the mainte-
nance of a certain level of security of infor-
mation systems and protection of nonpublic
data takes place, among other things, as a
process of adapting Polish legislation to Eu-
ropean Union regulation [D. Prokopowicz
2012, s. 27]. On the other hand, this is not a
factor ensuring a full adequacy of legal
norms in relation to the dynamically devel-
oping electronic banking offering of finan-
cial institutions and services provided by
online companies. Currently, it is assumed
that the current legal regulations only pro-
vide the most elementary level of protection
of nonpublic data while processing specific
commercial and financial transactions, but
may be insufficient with the ever-evolving
technology of information and communica-
tion technology used by Internet service
providers, especially those who usually of-
fer the usage of social networking services
without any costs.

In the context of the ongoing digitiza-
tion of companies, offices and institutions,
it is now accepted that, as most Internet us-
ers need, the protection of personal data is
the domain of human existence that should
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be ensured by the Internet. According to the
provisions of the Constitution, the protec-
tion of personal data is one of the basic
rights of every citizen, and therefore also
the right of the Internet user. Perpetual
technological advance and services offered
by Internet companies have caused a partial
eradication of the real operation of this law
on Internet users’ side [A. Gatach, A.
Jedruszczak, B. Nowakowski 2013, s. 121].
This is because either Internet users are not
fully aware of avatars built in data ware-
houses or the new IT technologies no longer
allow to keep the full privacy of citizens in
information societies.
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