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Abstract:

Cybercrime is clearly linked with financial relations: for some, it is profit, for others — expens-
es or big losses. The article contains the research of the essence, causes, consequences and
counteraction to computer fraud in Ukraine and countries of the world, as well as research of
financial flows that accompany these processes. However, the authors tried to analyze quanti-
tatively and qualitatively the dynamics of cybercrimes. It also focuses on bodies that provide
cybersecurity and normative legal documents in this area. The authors concluded that cyberse-
curity in Ukraine has not been sufficiently developed yet, which requires adopting the experi-
ence of cybercrime prevention in the advanced countries of the world and enhanced coopera-
tion between international law enforcement agencies.
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Streszczenie:

Cyberprzestepczo$¢ jest niewatpliwie zwigzana z relacjami finansowymi: dla niektorych jest to
zysk, dla innych - wydatki, a jeszcze dla innych sa to duze straty. Artykut obejmuje badanie
istoty, przyczyn, konsekwencji i §rodkow zaradczych zwigzanych z oszustwami komputero-
wymi na Ukrainie i innych krajach, a takze badania przeptywow finansowych towarzyszacych
tym procesom. Jednoczes$nie autorzy probowali analizowac ilo§ciowo i jakosciowo dynamike
cyberprzestgpczosci. Skupiono si¢ rOwniez na organach, zapewniajacych bezpieczenstwo
cybernetyczne i dokumentach zawierajacych regulacje w tej dziedzinie. Autorzy doszli do
wniosku, ze bezpieczenstwo cybernetyczne na Ukrainie nie jest jeszcze wystarczajaco rozwi-
nigte, co wymaga przejecia doswiadczenia w zwalczaniu cyberprzestepczosci od zaawansowa-
nych krajow i wzmocnionej wspolpracy migdzy migdzynarodowymi organami $cigania.

Stowa kluczowe: cyberprzestepczosé, bezpieczenstwo cybernetyczne, oszustwa, przeciwdzia-
tanie, stosunki finansowe

Statement of the problem in general outlook and its connection with important
scientific and practical tasks.

The development of computer and Internet technologies is an absolute achievement
and a preference for modern society: business opportunities are expanding, trade has
become global, payments are made through international payment systems, the world
has become open and free for communication between people. At the same time, the
Internet has caused the emergence of new types of crime, which before this date did
not exist, and made possible the transformation and growth of existing types of
crime. The various fraudulent criminal schemes, which are based on fraudulent mon-
ey takeover of Internet users, are especially actively developed and improved.

Analysis of latest research where the solution of the problem was initiated.

The problem of cybercrime and the growing range of its threats undeniably has an
economic background and financial motivation. This requires reaction and cohesive-
ness of the governments of all countries and cyber police units to prevent and mini-
mize harm from cyber-attacks. Hence, the theoretical and practical aspects of cyber-
crime and the areas of counteraction to it are best investigated by national cybercrime
bodies and outlined in national strategies and doctrines: Cybersecurity Doctrine of
the Republic of Poland” (National Security Bureau, 2009), Cyber Security Strategy
for Germany (Federal Ministry of the Interior, 2011), Cyberspace Protection Policy
of the Republic of Poland (Ministry of Administration and Digitization, Internal
Security Agency, 2013), ‘Strategia cyberbezpieczenstwa Rzeczypospolitej Polskiej
na lata 2016-2020° ( Ministry of Digital Affairs International Strategy for Cyber-
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space, 2016), Prosperity, Security, and Openness in a Networked (Washington,
2011), National Cyber Security Policy (New Delphi, 2013) and others.

In Ukraine, a separate department of the National Police, which publishes all statisti-
cal information (Official site of the National Police), deals with the problem of cy-
bersecurity. Among the scholars who are investigating the current state and direc-
tions of combating cybercrime in Ukraine, it is worth highlighting O.S. Bondarenko
(Bondarenko O.S., 2018), M. Kravtsova (Kravtsova M., 2018), L. Kovtun (Kovtun
L.Yu, 2015) and others. However, the over-rapid development of information tech-
nology generates new types of cybercrime, which makes a permanent study of this
topic relevant and requires constant resistance to cyberattacks for consumer safety.

Aims of paper. Methods.

The purpose of the paper is to investigate the financial component of cybercrime as a
huge cash flow that has mobilized through illegal activities and has pointed to a real
financial sector that directly affects the criminal situation and financial security of
countries and violates their national security.

In the process of conducting the study, it is necessary to use a set of statistical data on
the main indicators, which provide a chance to make a global assessment of the state
of the financial impact of cybercrime on the national financial systems. For this pur-
pose, it is necessary to analyze the losses of the world economy from cybercrime and
the annual expenses of the countries to fight against virtual criminals. It’s also worth
investigating the change in the share of these indicators relative to the indicators of
global GDP and GDP of the countries. Thus, the use of economic and statistical
methods will allow us to draw conclusions about the current state of financial risks
caused by cybercrime and to identify existing problems in the information environ-
ment in order to develop advanced security areas.

Exposition of main material of research with complete substantiation of ob-
tained scientific results. Discussion.

All crimes committed in the information space with the use of computers, infor-
mation technologies, and global networks are generalized under the name "cyber-
crime".

Cybercrime has become a problem in the twenty-first century in connection with the
lively modernization of technology and society, and its evolution has been rapidly
developing. Every day the criminals find creative ways of programming devastating
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viruses, theft of intellectual property, theft of personal data, access to financial in-

formation and the closure of corporate computer systems.

The development of cybercrime is directly related to the development of global com-

puter networks and covers all sectors of social existence:

e public and political activity (stealing important information to attract attention or
increase social pressure on someone, or to suspend someone's activity);

o the activities of state institutions (espionage of hackers - cyber-espionage);

o the financial sector (an illegal receipt of funds from bank accounts (phishing) and
crimes with financial instruments);

o the information technologies sector (stealing personal data, the creation of harm-
ful or virus programs for use in cyberattacks);

e national security (cyberterrorism), etc.

All this raises the price of cybersecurity for the state and business, which overcomes

the effects of breaks much more expensive than their warning. Billions of dollars are

lost annually, repairing systems that have been hit by cybercrime attacks. Some

cyberattacks against vital systems sometimes disconnect the operation of hospitals,

banks, and rescue services throughout the country.

According to IBM Security and Ponemon Institute, the average price of even a small

leak of information (from 2500 to 100 thousand accounts) is 3.87 million USD, and a

high leak costs at least 40 million USD (IBM. Detect and advanced persistent securi-

ty threats, 2018).

Changes in legislation cause increase in the price of information leak - according to

the new European General Data Protection Regulation (GDPR), there is a fine for

each case of the leak (regardless of the reasons). Therefore, according to Gartner,

world cybersecurity costs in 2018 amounted to 114 billion USD, and in 2019 - 124

billion USD (through risk management and increased attention to the protection of

personal data) (Re-Hashed: 2018 Cybercrime Statistics).

The main reason for the development of cybercrime is the high profitability. Existing

research shows that cybercrime ranks third after trafficking in weapons and drugs by

enrichment. For example, according to estimates of the Accounting Chamber of the

United States, the annual income of criminals only from the theft and fraud commit-

ted through the use of computer technology through the Internet reaches 5 billion

USD (Bondarenko O., 2018).

Such facts require the study of the financial component of cybercrime since huge

cash flows are mobilized through illegal actions and directed to a real financial sec-
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tor, which directly affects the criminal situation and financial security of the states
and violates their national security.

According to the joint report by the McAfee Cybersecurity Company and the Center
for Strategic and International Studies (CSIS), the global economy losses from cy-
bercrime in 2017 amounted to about 600 billion USD, or 0.8% of global GDP, that
1.35 times exceeded the world losses in 2014 (445 billion USD) (McAfee Labs
Threats Report, 2018). In 2018, more than 43% of all enterprises were victims of
cybersecurity violation. By 2021, losses from cybercrime will increase to 6 trillion
USD a year (6 trillion USD) (21 Terrifying Cyber Crime Statistics, 2018). This testi-
fies to the crazy scale of cybercrime; which target is all countries of the world - both
civilized and less civilized.

The global trend of cybercrime is the fraudulent use of mobile devices: 60% of fraud
is carried out on mobile devices; 80% - from mobile apps. First of all, cyber crimi-
nals through mobile phones have access to mobile banking of victims (deceived).

In the USA, Great Britain and China, Smart Home is becoming the most vulnerable
to cybercrime attacks. The USA has 28% of smart home appliances, while the United
Kingdom and China - 7%. Since most smart home appliances are connected through
a computer network, it makes them vulnerable to cyber-attacks, and houses are open
to crime (21 Terrifying Cyber Crime Statistics, 2018).

The most popular cybercrime in the world is phishing - a method of Internet fraud,
whereby hackers force users to transfer confidential information for its further use for
illegal purposes: obtaining loans under a false name, receiving money from a bank
account, paying expenses with someone's credit cards, etc. [kovtun]. Nearly 30% of
all e-mails, according to the Verigon's 2018 Data Breach Investigations report, are
phishing emails Strategy for Cyber Security of Montenegro to 2017), and 12% of
users open links and fall into the trap of cybercriminals.

Certainly, in Ukraine, cybercrime does not have such scope as in the highly devel-
oped countries. First of all, this is connected with the solvency and wealth of the
country's population. However, world trends in this area ado not set aside any coun-
try. If even five years ago the regulations of the Criminal Code (CC) of Ukraine
regarding crimes in the use of electronic computing machines (computers), automat-
ed systems, computer networks or telecommunication networks were practically not
used, now they are becoming more widespread.

The dynamics of the cybercrime level in Ukraine since 2009 has been growing, alt-
hough in some years there has been a reduction. In 2009, 217 crimes in the computer
use were registered in Ukraine, in 2010 - 190, in 2011 - 131, in 2012 - 138, in 2013 -
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595, in 2014 - 443 , in 2015 - 598, in 2016 - 865, in 2017 - 2573, in January-August
2018 - 1885 crimes (Kravtsova M., 2018).

Special phishing activity in Ukraine has been observed since 2015. According to the
Ukrainian Interbank Association of Payment System Members, the largest number of
fraudulent resources were recorded in Ukraine in 2016 - 174 phishing sites; in 2017 -
108, in 2018 - 131.

The number of detected cyber-security crimes in Ukraine increases on the average by
2.5 thousand annually. Therefore, a new unit was created in the structure of the Na-
tional Police of Ukraine - the Cyber Police Department, which deals with cyber-
crime, develops a methodology and acquires knowledge from foreign partners.
According to the Department of Cyberpolice of Ukraine, in 2017 there were 3810 of
applications for the theft of money from bank cards. It is 70% more than in 2016. In
total, for 2017, 670 million UAH was stolen from bank cards, including 510 million
UAH due to social engineering methods, and 160 million UAH due to Internet fraud.
The scale of theft in 2017 has increased twice compared with 2016 and 8 times com-
pared with 2015 (The National Police, 2018).

In 2017, the Department of Cybercrime Police accompanied about 7 thousand crimi-
nal proceedings, 4.5 thousand of which - exclusively cybercrime. In 2017, bills of
indictment were directed against 726 persons.

In 2018, the Department of Cyberpolice of the National Police of Ukraine found
about 6 thousand of crimes committed in the area of high-tech information technolo-
gy, including:

e 2398 in the field of payment systems;

e 1325 - crimes committed in the field of cybersecurity;

e 1598 in the field of e-commerce;

e 680 - in the field of illegal content.

During 2018 the Cyberpolice of Ukraine was prevented from spreading 4 massive
cyberattacks in the territory of the state and suspended activities of more than 40
unauthorized websites. Within the framework of international cooperation, 8 transna-
tional hacker groups were exposed and more than 30 international operations took
place (The National Police, 2018).

The average amount of losses for each Ukrainian user in 2018 amounted to 2478
UAH, and slightly decreased compared to 2017, where those losses amounted to 2
543 UAH, which is 1.8 times more than in 2016, and 3 times more than in 2015 [19]

(Fig. 1).
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The specificity of viruses, spam and phishing messages is that they do not leave a
typical track information, mask harmless software or letters that are capable of self-
reproduction and self-distribution, can be modified and changed in the process of
existence, independently destroy their traces of existence and, as a rule, are used by
remote access. All of these signs and a significant increase in the volume of pay-
ments on the Internet lead to the growth of cybercrime and the growth of its profita-
bility in Ukraine and around the world.

In general, in 2018, international cybercrime generated more than 1.5 trillion USD in
profits (Re-Hashed. Cybercrime Statistics, 2018). Each year, the volume of losses
from cybercrime and, accordingly, the level of its profits are increasing. This necessi-
tates the development of a series of measures to counter this criminal activity and
develop cybersecurity tools for all computer users.

Fig. 1. The average amount of fraudulent operation in 2015-2018 in Ukraine,
UAH.
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Source: (Bondarenko O., 2018)

The world leader in the fight against cyber threats in the United States of America,
which in recent years has created a set of technological and research opportunities
and partnership relations for pursuing cyberspace in all continents.

The FBI is the leading federal agency for investigating cyber-attacks of criminals and
terrorists. The threat is constantly increasing. Cyber intrusions become more com-
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mon, dangerous and complex. The FBI has significant investigative resources

throughout the country and around the world to investigate the infrastructure and

agents responsible for these crimes and prosecute and recover the assets.

The FBI anti-cybercrime structure includes:

— Cyber Division at FBI headquarters;

— Specially trained cyber squads at FBI headquarters and in each of the 56 field
offices, staffed with "agents and analysts who protect against investigate comput-
er intrusions, theft of intellectual property and personal information, child por-
nography and exploitation, and online fraud";

— New Cyber Action Teams that “travel around the world on a moment’s notice to
assist in computer intrusion cases” and that “gather vital intelligence that helps us
identify the cybercrimes that are most dangerous to our national security and to
our economy;

— Our Computer Crimes Task Forces nationwide that combine state-of-the-art tech-
nology and the resources of our federal, state, and local counterparts;

— A growing partnership with other federal agencies—including the Department of
Defense, the Department of Homeland Security, and others—which share similar
concerns and resolve in combating cybercrime (FBI. Cyber Crime. 2019).

In addition to the FBI, in the USA in 2008, the National Cyber Investigative Joint

Task Force (NCIJTF) was established to overcome cybercrime. As a unique multi-

agent cyber center, the NCIJTF has the primary responsibility for coordinating, inte-

grating and sharing information for cyber-threats research, analysis, and development
of intelligent information for authorities (National Cyber Investigative Joint Task

Force, 2019).

In 2013, Europol established the European Center for Cybercrime (ECC) to strength-

en the response of law enforcement agencies to cybercrime in the EU to protect Eu-

ropean citizens, business and governments from crime on the Internet (European
cybercrime center, 2018). The main strategic product of ECC in the fight against

cybercrime is IOCTA (Internet organized crime threat assessment), which provides a

unique oriented police assessment of new threats and key events in cybercrime dur-

ing the year.

At the same time, every country in Europe is trying to fight against cybercrime and

prevent such Internet crimes.
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In particular, in Poland, three main strategic documents have been developed and
implemented, which are entirely devoted to cybersecurity, its goals, and organiza-
tional structure:

— Policies to protect the cyberspace of the Republic of Poland, published in June
2013 (Ministerstwo Administracii i Cyfryzacji, MAC and Agencja Bezpiec-
zenstwa Wewnetrznego, ABW);

— The Cyber Security Doctrine of the Republic of Poland, published in January
2015 (Biuro Bezpieczenstwa Narodowego, BBN).

— The Cybersecurity Strategy of Poland for 2016-2020 (Ministry of Digital. Strate-
gia cyberbezpieczenstwa RP, 2016).

In addition, since 2014 Poland has implemented the Strategy of National Security of

the Republic of Poland (Strategia Bezpieczenstwa Narodowego Rzeczpospolitej

Polskiej, SBNRP), which states that "ensuring Polish security in cyberspace, includ-

ing the security of the cyberspace of the Republic of Poland, is one of the main tar-

gets related to the security of the state™. The document identifies a set of actions and
preventive measures to overcome the threats in cyberspace.

The Member States of the European Union have taken steps to adapt their internal

legal provisions to Directive 2016/1148. In Poland, on July 5, 2018, the Act on the

National Cyber Security System was established (Journal of Laws 2018, item 1560).

Thanks to the new law, 3 national CSIRTs were established in Poland (GOV, MON

and NASK); legal definitions of cybersecurity, incident (critical, serious, significant,

public entity, handling and incident management), risk, risk estimation, risk man-
agement, IT system, digital service, key service were established. In the last two
years (2017/2018), cybersecurity has become the precursor of NATO policy as well.

At the summit in Warsaw, NATO announced cyberspace as another area of military

operations and declared intensification of cooperation with the European Union,

extending cooperation with the industry and expanding NATO's internal structures -

Cyber Range. Alliance members have repeated their declarations from the Newport

summit that cyber-attacks can be just as damaging as conventional activities and that

cyber defense is an integral part of the collective defense of the Alliance. The NATO
summit in Warsaw also pledged to further implement the Enhanced Policy on Cyber

Defense and to take advantage of the latest technological advances to strengthen

NATQO's defense capabilities in virtual space (Gwozdziewicz S., pp. 161-162, 2019).

Similar documents have been approved and implemented in many countries
of Europe and the world:
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— Cyber Security Strategy for Germany, 2011 (Federal Ministry of the Interior.
Cyber Security Strategy for Germany, 2011);

— National Cyber Security Strategy of Hungary, 2013 (Prime Minister’s Office.
National Cyber Security Strategy of Hungary, 2013);

— Strategy on Cyber Security of Montenegro to 2017 (Strategy for Cyber Security
of Montenegro to 2017, 2013);

— The concept of cybersecurity of India (National Cyber Security Policy) (National
Cyber Security Policy, 2013);

— International Strategy for Cyberspace. Prosperity, Security, and Openness in a
Networked World (International Strategy for Cyberspace, 2011);

— Action Plan 2010-2015 for Canada's Cyber Security Strategy (Government of
Canada’s. Action Plan 2010-2015 for Canada’s Cyber Security Strategy, 2013),
etc.

Unfortunately, in Ukraine, cybersecurity is not sufficiently developed, which requires
adopting the experience of cybercrime prevention in the advanced countries of the
world. In particular, the OSCE helps the country overcome the threat of cybercrime,
which includes support for the development of new cyber police, promotion of inter-
national cooperation between different authorities in combating crimes committed
using information technologies, training of specialists in cybersecurity areas, etc.

At the same time, the cybersecurity of Ukraine requires more and strengthened coop-

eration between international law enforcement agencies, private sector companies,

academia, and other relevant concerned parties.

It is very important that law enforcement agencies could cooperate with the Internet

security industry to restrict criminal activity and source of its income from infor-

mation crimes.

Law enforcement agencies should continue to explore the possibility of investiga-

tions, analytics, and police emerging from new technologies such as artificial intelli-

gence (Al) and machine learning. Such tools will be invaluable for combating mod-
ern crime and for intelligence police.

Conclusions.

Thus, having studied the problem of cybercrime and the range of its threats, we
have reached the conclusion of the economic background and financial motiva-
tion of all crimes in computer technology. Cybercrime brings significant finan-
cial benefits, while in terms of profitability it ranks third in the world after traf-
ficking in drugs and weapons - its profit is estimated at 1.5 trillion USD. At the
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same t

ime, the losses caused by this criminal hacking activity grow annually and

are forecasted at the level of 6 trillion USD in 2021! This confirms the presence

of the
sivene
minim

financial aspect in cybercrime and requires the counteraction and cohe-
ss of governments of all countries and cyber police units to prevent and
ize harm from cyber-attacks.
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