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Abstract. The article presents fundamental issues related to vital problems with a view to research
on internal security, namely — opportunities, challenges, risks and threats. The reason for
treating these phenomena in such a way is the fact that they most often occur together. It also
seems important that today there is a substantial perception and awareness of opportunities,
challenges, risks and threats. This can be achieved by making information and knowledge widely
available. A significant source of the latter is scientific research which provides systematically
improved and highly objective collections of reliable information about reality together with the
methods for their skilful and effective use. The considerations presented are based on a review
of the Polish and foreign literature used in security research conducted within the framework
of security sciences. It has been used to present basic identification problems and mutual
relationships among opportunities, challenges, risks and threats. The analysis presented indicates
a lack of uniformity in the perception of the concept of risk. Completely different is the situation
with regard to identifying opportunities, challenges, risks and threats. There are here many
common areas referring mainly to sources and effects. The considerations presented have made
it possible to identify mutual cognitive and utilitarian relations between the subject phenomena.
The conclusions of the article include a summary of the above-mentioned considerations.
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Introduction

The scientific literature recognises opportunities, challenges, risks and threats
as those shaping the nature of each actor’s security environment. Any existence
can be threatened and, therefore, in order to ensure a proper functioning of the
country and its citizens, each of these needs to be guaranteed in advance by the
relevant actors.' This is reflected in a strategic approach and strategic documents.
The essence of risk prevention is to be knowledgeable about risks, thus forming
the basis for designing relevant algorithms, in case they can occur. In this context,
it seems appropriate to state that these phenomena concern each human being,
group or organisation. Therefore, the sphere of consciousness is important, which

! Socha R, Kaczmarczyk B, Teoretyczne aspekty zarzadzania kryzysowego, [in:] Chojnacki W,
Kaczmarczyk B (Eds), Optymalizacja proceséw zarzadzania kryzysowego. Luban, 2011,
pp. 48-49.
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should be understood as a specific state of mind or consciousness in the perception
of the phenomena or ‘an internal and objective state of being aware of something,
a state of vigilance’.? Humanity is faced with more and more opportunities, chal-
lenges, risks and threats. This, in turn, complicates the process of meeting one
of its basic needs — security.? Without satisfying this need, a person becomes
deprived of the full basis (conditions) for a proper functioning, including personal
development, which, at the same time, has a direct, significant and, unfortunately
destructive impact on the general condition of communities and even on humanity
as a whole.*

Opportunities and Challenges

Opportunities should be seen as temporary or short-term opportunities which
help to achieve the goals set. In this respect, it is important to be able to identify
them accurately and quickly and, consequently, take advantage of them when
undertaking activities. Challenges, on the other hand, are problems the solution
to which lies in the fact that it is difficult for the security actor to choose between
the two equally important arguments. Undoubtedly, any attempt to take up chal-
lenges increases the probability of opportunities to occur in the future. If they are
ignored, the process of shaping security slows down or has a negative impact
on it. So, there can be clearly seen a chain of relations between the challenge and
opportunity. Noteworthy are also the research findings quoted by Andrzej Dawid-
czyk, carried out by the renowned centres®, whose activity focuses on researching
the state environment in relation to the identification of conditions crucial for its
security. As a result of this research, security challenges for the 21st century have
been identified and they are as follows:

— a rapid development of nuclear technology and other types of weapons

of mass destruction, and universal access to them;

— development of research into technology that enables us to affect the
planet;

— avery dynamic development in the field of space exploration carried out not
only by the states but also supra-state organisations, including criminal and
terrorist ones;

— revolutionary changes in quantum mechanics; i.e. computer and bimolecular
revolutions;

— deepening exploration of the surface and ocean waters of the deep sea;

— changes in geology and climate;

— rapid demographic changes worldwide;

2 Strelau J (Ed.), Psychologia. Podrecznik akademicki. Gdansk, 2000, p. 78.

3 Jarmoszko S, Ku pedagogii bezpieczeristwa w mikroskali, [in:] Wisniewski B, Fehler W
(Eds), Edukacja obronna spoteczeristwa. Biatystok, 2006, p. 46.

4 Jarmoszko S, Odmiany ryzyka spotecznego w kontekscie proceséw globalizacji — préba
konceptualizacji, [in:] Pajak K, Zduniak A (Eds), Edukacyjne wyzwania poczatku XXI wieku.
Warsaw-Poznan, 2003, pp. 104-114.

5 Including, amongst others: Harvard University, RAND Corp., National Defence University,
Hudson Institute.
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— changes in the geopolitical and geostrategic system of the world.6
The term ‘risk’ also plays an important role in the above-mentioned considera-
tions.

Risk and Its Contexts

The term ‘risk’ is closely linked to that of ‘damage’ and refers to the probability
with which a particular type of damage caused by an existing threat can occur.
Itis important to take into consideration the scale of damage in order to assess the
probability of its occurrence. Risk is perceived as ‘an activity in which at least one
of the elements involved or the probability of its occurrence is unknown. The prob-
ability can be measurable or only felt by the risk-taker, and the perception of the risk
constitutes an integral part of the decision-maker’s emotional state’’

According to Ricky W Griffin, risk is a situation in which at least one of the
elements involved is unknown but the probability of its occurrence is known
(or the probability of the occurrence of more than one element, if there are more
elements). The probability can be measurable or felt only by the decision-maker.
Risk conditions only exist if past experience with similar events can be compared
with the present situation. Problems arising from a risky situation can be solved
if its elements are measurable. It can be achieved by using, for instance, the theory
of probability or statistical methods’® Other sources state that ‘a risky state is a situ-
ation where the availability of different options and potential benefits associated
with each of them are known with an estimated probability’?

According to the definitions discussed, risk ought to be understood as a certain
kind of threat, which means that different phenomena are not going to happen
in harmony with the previously accepted plan. Simultaneously, it should be noticed
that ‘risk includes potential and hidden danger or hazard''® When analysing the
situation outlined above, it should be taken into consideration that unforeseen
circumstances may always arise which may lead to the planned activities not being
carried out as expected and, as a consequence, to a completely different turn
of events from that anticipated.

Risk may also be determined as ‘a state of a situation, e.g. risk of security is a state
of a security situation, the signs of which may suggest a threat to security of the
entity. On the international level it means, for example, the threat to a coun-
try’s independence, and on the internal level — the threat to lives of citizens, to the
stability of the political development, to democratic freedoms, etc. to such an extent
that they could endanger the security of the whole world. The risk is characterised
by a varying level of probability of occurrence, as well as by an unpredictable

¢ More: Dawidczyk A, Bezpieczenstwo panstwa na poczatku XXI wieku. Wazniejsze
problemy, [in:] Jemiota T, Rajchel K (Eds), Bezpieczenstwo narodowe i zarzgdzanie kryzysowe
w Polsce w XXI wieku — wyzwania i dylematy. Warsaw, 2008, pp. 19-22.

7 Penc J, Strategie zarzqdzania. Warsaw, 1994, p. 11.

8 Encyklopedia organizacji i zarzadzania. Warsaw, 1982, p. 456.

° Griffin R.W, Podstawy zarzgdzania organizacjami. Warsaw, 1996, p. 271.

1 Sabak Z, Krélikowski J, Ocena zagrozen bezpieczenstwa Rzeczypospolitej Polskiej.
Warsaw, 2002, p. 36.
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duration of the process of transforming from the moment of activation into a real
threat."

When discussing the risk issues, the sociological perspective of human risk seems
to be avery interesting one, particularly at the moment when a society is entering the
phase of the so called late modernity. One of the features of this concept is the appear-
ance of new forms of risk, which as a rule has been a part of the social life for ages.

As Ulrich Beck notices, in our times risk is of a completely different quality.”? The
current reality is packed with technological solutions, therefore, risk is unnoticed
in the contact with the natural environment. For this reason, it can be said that a soci-
ety lives in the world of the manufactured risk. One may get the impression that not
only anindividual person, but also experts do not control the situation any more. One
cannot get released from it, nor effectively secure. We have to live in its presence.®

Anthony Giddens sees the profile of the contemporary risk in the objective and
subjective context. In the first sense he indicates the global expansion of risk which
more and more frequently touches millions of people in the world. The risk affects
everyone without exception. It goes beyond traditional class differences, it is the
threat to the poor and rich, to the educated and uneducated, to the healthy and the
sick, to politicians and citizens, to the young and elderly. It can be noticed that this
situation is constantly gaining universalism, with the consequence that there are
no exceptions. The phenomenon of intensification accompanies the above as well,
the sign of which are dangers directed at human life.

The Object-subject Scope of Risks

A threat is a situation which may lead to damage. Therefore, the essence of the
threat situation, as Tadeusz Tomaszewski rightly sees it, consists in the fact that
a person anticipates occurrence of damage which they will suffer (or may suffer)
if they do not protect themselves against the damage.”* When discussing damage,
the loss of life, health or property is usually taken into consideration. In fact, these
are not the only sorts of damage which may happen as a consequence of a threat.
In order to provide a better understanding of the issue, it is essential to highlight
the following types of damage:

— physical, which is a permanent or temporary damage to health or health

disorder, e.g. body injury, an ilness, pain, suffering or discomfort;

— relating to psyche, which is for example negative self-perception, unpleasant
emotional experiences, such as fear, shame or guilt, as well as behavioural
disorders;

— in the area of social relationships consisting in unfavourable interpersonal
relations, such as discrimination, stigmatisation, ostracism, which leads
to the loss of a good name;

" Ibid., pp. 36-37.

2 More: Beck U, Risikogesellschaft. Frankfurt/M.: Suhrkamp, 1986; Sztompka P, Socjologia.
Analiza spoteczenstwa. Cracow, 2010, p. 580.

13 Sztompka P, op. cit., pp. 575-577.

* Borkowski J, Dyrda M, Kanarski L, Rokicki B, Stownik terminéw z zakresu psychologii
dowodzenia i zarzadzania. Warsaw, 2000, p. 104.
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— legal, such as prosecution, arrest or trial;

— financial, connected with direct or indirect economic losses;

— relating to the human dignity, which is violating privacy and habits.15

In the context of the discussion so far, the opinion of Stanistaw Dworecki often
quoted in scientific literature seems essential and it states that ‘a threat is a com-
bination of internal events or in international relations in which conditions are
likely to be reduced or lost to an undisturbed existence and internal development
or in which the sovereignty of a country and its partner’s treatment in international
relations are undermined or lost as a result of political, psychological, economic,
military, etc. violence''® The analysis of the above definition shows that the risk
is, in general terms, a situation where there is a high probability that a certain
phenomenon will cause significant difficulties which are seen as global challenges.

A hazard can also be seen in a narrower and wider sense. The first occurs when
‘inaperson afearoftheloss of highly valued valuesis born, with his or her own lifein the
first place’’” Therefore, arisk is understood as a situation of which the subjectis aware.'®
In the broader sense, ‘risks also include situations of which the subject is not aware””®

In the philosophical sense, a threat is considered as a situation ‘when a person
is threatened with some kind of evil, because it is only evil that causes fear and
terror’?® From the psychological point of view, a threat appears in situations where
there is a threat of physical (loss of life, disability, iliness), social (disgrace, humili-
ation, ostracism) or ideological (possibility of losing values highly valued by the
individual) nature.!

The related literature also refers to the safety risk of an individual, the essence
of which is to indicate the existence of individual sensitivity to risks, which consists
of two groups of factors: the nature of the threatening situation and the character-
istics of an individual. More dangerous situations are those that immediately cause
negative consequences, such as: beating, assault, burglary, injury, theft, extortion.
Less dangerous, on the other hand, are those with long-term effects (drug use,
alcohol addiction and smoking).?

The perception of threats by individuals is influenced primarily by beliefs about
the location of control, ideas about the causes of an undesirable situation, taking
into account temperament which results in perceiving more threats. To sum up, the
individual threat is ‘a situation in which there are shortages which cause discomfort
in life, in the scope of goods and values valued by an individual and necessary for
their safe existence and development’.?

> Ethical and Policy Issues Involving Human Participants. Volume |. Report and Recomme-
dations of the Bioethics advisory Commission, Bethesda, 2001, [in:] Czarkowski M, Zagrozenie,
ryzyka i szkoda w badaniach klinicznych. Warsaw, 2005, pp. 71-72.

e Dworecki S, Zagrozenia bezpieczenstwa panstwa. Warsaw, 1994, p. 61; Stownik ter-
mindéw z zakresu bezpieczenstwa narodowego. Warsaw, 1996, p. 89.

7 Hotyst B, Wiktymologia. Warsaw, 1997, pp. 64-65.

8 Ibid,, p. 65.

2 Ibid.

2 |bid.

21 Ibid.

2 Ibid., p. 38.

= Ibid.
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A threat to social groups, in turn, is a situation in which relatively long-lasting and
widely occurring difficult life situations happen among individuals, smaller or larger
groups of people which cause conflicts or disturbances in their lives.* Therefore,
these are all natural disasters, technical failures, intentional or unintentional human
activities.

A threat can also be understood as “an event caused by random (natural) or non-
random (intentional) causes, which has a negative impact on the functioning
of a given system or causes adverse (dangerous) changes in its internal or external
environment. Accumulated and unresolved threats may lead to crisis situations
both in the system under consideration and in a specific system environment”.?®

There is also a view that the sequence of disasters in which the effect or con-
sequences of the first disaster are the cause of another disaster.?® Analysing the
above content, taking into account that a disaster as defined in the Polish Lan-
guage Dictionary is: “an event causing tragic consequences” and “a total failure
of an undertaking”? it should be stated on the basis of the analysis of events from
the past, that this very often happens. For example, flooding generates ecological
and epidemiological disasters, and a railway disaster becomes a cause of death, loss
of health, and environmental disaster in the first place.

The origins and effects of a hazard are important in the consideration of the
risk. The main causes of natural and technical hazards include: the forces of nature,
that is water, fire, earth, air, space, the organic world, and human activity against
the laws of nature and against man. Environmental disasters, accidents and armed
conflicts may occur as a result of the action of natural and human forces. Threats
can also be epidemics, pandemics of human, animal and plant diseases, injuries,
poisoning. The effects of a threat depend on the type of threat and its severity,
as well as on the individual circumstances on which they operate. In this reasoning,
the notion of victimogenic potential takes on significance, which means “such a sys-
tem of individual, group and social macro-structure characteristics, institutional
organisation, state organisation and features of living conditions that leads to the
occurrence of a threat”.?®

When a threat is understood as a mental or legal condition in which the indi-
vidual is not certain that they will be supported by another person or through
a well-functioning legal system, it should be perceived as: a threat of expulsion
from school, a threat of marriage breakdown, a threat to contemporary civilisation.

In the professional literature we can also find “civilization threats”, which are
unwanted, by-products of technological development of societies. The increas-
ing standard of living of people is closely linked to the interference of the natural
environment. The world is immersed in huge amounts of waste, waste water and

¢ Fehler W, Zagrozenie — kluczowa kategoria teorii bezpieczenstwa, [in:] Jatoszynski K,
Wisniewski B, Wojtuszek T (Eds), Wspdtczesne postrzeganie bezpieczenstwa. Bielsko-Biata,
2007, pp. 38-39.

% Ficon K, Inzynieria zarzadzania kryzysowego. Podejscie systemowe. Warsaw, 2007, p. 76.

% Kopec¢ T.W, Zarzadzanie bezpieczerstwem powiatéw, miast i gmin w zakresie ochrony
Srodowiska. Zagrozenia, 2000, No. 3-4, p. 5.

¥ Stownik jezyka polskiego. Warsaw, 2006, p. 183.

% Hotyst B, op. cit., p. 90.
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exhaust gases, which generate new sources of danger to human health and life.?
Waste, or rather landfill, is a problem for the whole world.?® The source of waste
is industry, mining, agriculture and the place where people live today. A significant
proportion of waste, in particular from the chemical, pharmaceutical and energy
industries, is toxic and poses a direct and long-standing risk to human health and
life.3! At the end of the twentieth century, a particularly dangerous phenomenon
appeared concerning the introduction of waste, impurities and toxic substances
into the territory of some countries. Rich countries are looking for waste importers
because their countries have strict environmental regulations, high costs of storage,
landfill and waste disposal. The main focus of the search is on poor countries which,
for economic reasons, agree to illegal transactions. The transaction is beneficial
for both parties, so the procedure in question had, and still has, a raison d’étre.
Therefore, highly toxic substances are transported to a region of a country in viola-
tion of the law in force, where they are hidden in the ground or stored in a manner
that violates all safety rules. Certainly, there are many such “ecological bombs” and
their number is practically impossible or very difficult to locate.*

In the field of bio-sciences, there is a talk of global threats to changes in the
biosphere. They are characterised by a tendency to expand when they no longer
cover a large area or the Earth. They have a particularly harmful effect on the living
conditions of people and other organisms, on economic development and on peo-
ple’s ability to choose their way of life. Global threats include the greenhouse effect
and climate change, ozone depletion in the atmosphere, shrinking forest areas,
desertification, extinction of plant and animal species, water, air and soil pollution,
industrial waste, the cross-border shipment of waste, nuclear war and environmen-
tal disasters and wars.*

The definitions of ‘occupational risk’ and ‘significant risk’ also deserve attention.
According to the order of the Minister of Labour and Social Policy, an occupational
hazard should be understood as a condition of the working environment which
may cause an accident or illness, whereas a “significant hazard” is a situation which
may cause serious and irreversible damage to health or death, occurring in particu-
lar during the performance of particularly hazardous work.

According to Janusz Sztumski, three attitudes can be distinguished in the
approach to threats. The first is a fatalistic one, recognising the inevitability of the
threats that have occurred and giving faith in the existence of supernatural forces
that determine its order. Those who adhere to this principle do not see the pos-
sibility of any risk prevention. This philosophy is also adhered to in the second
fideistic approach, and attention is also drawn to the influence of certain activities,
such as: praying, making sacrifices or casting spells to these supernatural forces,
which in turn will eliminate the dangers. The last third attitude, scientific, is based
on rational examination and systematic research as well as application in practice

% Mataczynski M, Zagrozenia ekologiczne. Zagrozenia, 2001, No. 1, p. 4.

30 More: Kaczmarczyk B, Zarzadzanie zasobami osobowymi Strazy Granicznej na szczeblu
terenowym w warunkach zagrozenia panstwa. Rozprawa doktorska. Warsaw, 2009, pp. 55-56.

31 Zieba R, Instytucjonalizacja bezpieczenstwa europejskiego. Warsaw, 2001, p. 111.

32 Janusz M, Sawczak S, Zagrozenia XXI wieku. Wroctaw, 2007, p. 18.

3 Encyklopedia szkolna — Biologia. Warsaw, 1999, p. 1178.
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of social life, knowledge gained in this way in identifying, preventing and combat-
ing threats is the one which effectively enables action for the benefit of security.®*

Conclusions

Man faces more and more opportunities, challenges, risks and threats. This
in turn complicates the process of meeting one of its basic needs — security. With-
out security, man is deprived of the full basis (conditions) for a proper existence,
including personal development, which at the same time has a direct, significant
and, unfortunately, unconstructive impact on the general condition of societies, and
even of the entire mankind.*® The classification of the above mentioned phenomena
has long been the responsibility of people from science and practice. Their discus-
sion is ongoing and will continue, so it is impossible to close down their catalogues.
Their classification is difficult and complex due to their subjectivity as well as their
complexity. The circumstances presented above allow us to conclude that the
concepts contained in the title of this paper are in a close cause-and-effect relation-
ship, and therefore their separate consideration is based on science and erroneous
practice. It is certain that these circumstances will lead to, and will continue to lead
to, a thorough, systematic scientific exploration of the concepts in question.
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Streszczenie. W niniejszym artykule zaprezentowano zasadnicze zagadnienia dotyczqce istotnych problemdw z punktu widzenia
badari bezpieczeristwa wewnetrznego, tj. szans, wyzwar, ryzyka i zagrozeri. Podstawq takiego potraktowania zjawisk jest fakt
czestego wspdlnego ich wystepowania. Wazne wydaje sie rowniez to, Ze dzis percepcja i Swiadomos¢ szans, wyzwari, ryzyka
i zagrozeri jest na bardzo wysokim poziomie. Powyzszy stan mozna osiqgnqc dzieki powszechnej dostepnosci do informagji
i wiedzy. Niebagatelnym Zrédtem tej ostatniej sq badania naukowe, ktdre dostarczajq systematycznie doskonalonych i wysoce
Zzobiektywizowanych zbioréw wiarygodnych informacji o rzeczywistosci wraz z metodami ich umiejetnego i skutecznego
wykorzystania. Przedstawione rozwazania autorzy sformutowali na podstawie przegldu literatury polskiej i zagranicznej
wykorzystywanej w badaniach bezpieczeristwa prowadzonych w ramach nauk o bezpieczeristwie. W artykule zaprezentowano
podstawowe problemy identyfikacyjne oraz wzajemne relacje miedzy szansq, wyzwaniem, ryzykiem i zagrozeniem. Przeprowadzona
analiza wskazuje na brak jednolitosci postrzegania pojecia zagroZenie. Zupetnie inaczej przedstawia sie sytuacja w zakresie okresleri
szans, wyzwar i ryzyka. Tu bowiem wystepuje wiele wspélnych obszaréw odnoszqcych sie w gtdwnej mierze do Zrddet i skutkow.
Zaprezentowane rozwazania pozwolify na wskazanie wzajemnych relacji poznawczych i utylitarnych miedzy przedmiotowymi
zjawiskami. W konkluzji artykutu dokonano podsumowania prezentowanych rozwazan.

Pe3tome. B Hacmoaweli cmambe npedcmasieHsl 0CHOBHbIE 80NPOCHI, KACAIOUJLECA BaXHbIX NPOBEM C MOYKU 3peHUA ucciedo-
BaHUSA 8HYMpeHHeli 6e3onacHocmu, m.e.: B03MOXHOCMeL, 86130808, pUckos U y2po3. OcHoBoL O (030aHUA MAKo20 ONUCAHUSA
CMano mo, YMo OHU Yalye 8ce20 BCMPedaromca emecme. BaxHbIM Kaxemca makxe mom axkm, ymo ce200Hs gocnpusmue
U NOHUMAHUe 803MOXHOCMel], 86130808, PUCKOB U Y203 HA 04eHb BbICOKOM yPO8He. BbilueykasaHHbIL yposerb MoXHO docmue-
Hymb 611a200apsa WUpoKoMy pacnpoCcmpaHeHUto UHGOPMAYUU U 3HAHUL. 3HAYUMeNTbHBIM UCMOYHUKOM 3HAHUL A6AMCA
HayyHble UCCIed08aHus, Komopsle npedocmasAAom NOCMOAHHO YC0BEPLUEHCMBOBAHHYIO U BbICOKO 06BEKMUBLPOBAHHYI
docmosepHyto uHGopmayuio o delicmaumesnbHOCMU gmMecme ¢ Memodamu ymeno2o U SHPexkmusHoz0 ee Ucnonb308aHUA.
[TpedcmasnenHvle paccyxderus 6biu chopmynuposarsl NOCe 0630pa nonbekoll u 3apybexHoll numepamypel, ucnosb3yemoli
8 UCCTIe008aHUAX Ge30NacHoOCMU, NPOBOOUMBIX 8 PAMKAX HAYK 0 Be3onacHocmu. B cmamoe npedcmassieHsl ocHogHble npo-
6nembl udeHmuGUKayUU U 83aUMOOMHOUIEHUS MeX0y B03MOXHOCMAMU, BbI308aMU, PUCKAMU U yepo3amu. [IposedeHHbili
GHANU3 yKa3biedem Ha omcymcmaue eUHO06PA3Us 8 NOHUMAHUL MePMUHA «y2po3a». (08epUIEHHO NO-0py20My 8biNIAOUM
cumyayus, eciiu peds udem 06 onpedesieHuu 03MOXHOCMeL, Npo6iiem u pUcKos, Mak Kak cyujecmayem Heckobko 06uux cep,
CBA3AHHBIX 2/1ABHBIM 06PA30M C UCMOYHUKAMU U nocedcmauAMU. [lpedcmagieHHsle paccyxdeHus no3eo/uu onpedenums
63AUMHble N03HABAMeNbHbIE U yMUAUMAPHbIe OMHOLEHUS MexXdy OaHHbIMU ABNIEHUAMU. B3akoyumensHol yacmu cmamou
npeocmasiexbl Umoau 0aHHbIX paccy)deHud.

(mj)
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