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Nagios and Icinga are very popular IT infrastructure monitoring systems. Several 
commercial systems are also based on or evaluated from them. The paper presents 
the experiences with Icinga in the Institute of Computer Science WUT. Practical us-
age revealed some system shortages related to many worthless plugins, configura-
tion problems and the Icinga modules itself. They are addressed in this paper by 
some extensions developed towards deeper diagnostic analysis of the monitored sys-
tems and mobile and Internet of Things systems  monitoring support. 
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1. Introduction 

The companies’ IT infrastructure is constantly growing. Despite of huge step 
forward in performance every few years, the complexity of the systems, especially 
in the software domain is bigger and bigger. Virtualization, among other ad-
vantages, was supposed to simplify IT resource management. However, having 
new possibilities, users tend to utilize them. As a result, the number of deployed 
systems and complexity of interconnections between them is much higher than 
several years ago. Along with that, users are more and more attracted by possibili-
ties to use mobile devices, like smartphones and tablets. Bring Your Own Devices 
(BYOD) vision become a reality – companies widely use mobile devices. Here 
arises the problem of monitoring not only the static but also mobile infrastructure. 
Its specificity rest in a power source and connectivity: temporal unavailability in 
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the company network is normal. However, the devices should be somehow moni-
tored toward their dependability and usage profile monitoring. 

In recent years the Internet of Things (IoT) concept is more and more popular. 
A plenty of IoT-dedicated solutions are available on the market. At the same time, 
the number of interconnected systems at homes become quite high. Due to their 
Internet connectivity and interoperability with various flavors of cloud solutions 
their security and dependability (e.g. reliability, safety, data availability) are hot 
topics. The manageability problem in this case is usually omitted as (it has to be 
stressed that) the most of home users are not even aware of the possible problems 
[1]. As the home infrastructure becomes quite complex, that is surely a challenge 
for the next years. 

Monitoring the IT infrastructure has several advantages. First of all the owner 
is aware how the systems are utilized – he can, for instance, move virtual applianc-
es between hardware nodes to balance and optimize performance, estimate and 
predict resources for projects in a future and plan the necessary purchases. Second-
ly, the monitoring can give hard evidence of temporal system misbehavior. Such 
situations were faced several times in the Institute of Computer Science: providing 
raw measurements of service quality proved users complains and pushed adminis-
trators to look for problem origins (see Fig. 1). In top of the figure there is a one-
year overview of the ping response for one of our Institute’s server. As can be seen, 
starting from the August many intermittent disturbances were caught by the Icinga. 
Problems were significantly escalated in September. In practice, users were com-
plaining about the temporary communication problems. The lower graph focuses 
on the interesting time period. Identification of the exact time helped administrators 
to point the failing router that was installed at that time. 
 

 
Figure 1. Ping response characteristics for Institutes server over the one year (top graph) 

and selected period (lower graph) 
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Finally, correlation of events, service quality measurements and system relat-
ed diagnostic info (e.g. performance data, error logs) can help to detect, diagnose 
and point the problem origins. However, that requires online monitoring on the 
monitored node and availability of the diagnostic data for the long term in monitor-
ing system. Complex analysis of the system state has to be made on the monitored 
node to detect local anomalies but the long term historical data is necessary to al-
low analysis of correlated anomalies across all the IT infrastructure. 

The paper discusses the above mentioned problems on the basis of practical 
experience of using Icinga monitoring system in the Institute of Computer Science 
of Warsaw University of Technology. The paper is organized as follow: the next 
section presents an overview of the Icinga monitoring system. Its advantages and 
drawbacks are discussed. Section 3 focuses on some important problems identified 
in practice. Some solutions towards mobile device monitoring are presented in 
Section 4 while complex Windows diagnostic concept is described in Section 5. 
The paper concludes in Section 6. 

2. Icinga overview 

Icinga was introduced in 2009 as a fork of the Nagios system. Comparing to 
its predecessor, it has several functional improvements and architectural ad-
vantages. All the plugins developed for the Nagios are also compatible with Icinga, 
so, at the project startup the set of covered monitoring functionality was already 
huge. The basic concept of monitoring is the same as in Nagios.  

Icinga web interface is developed in more contemporary technology (it uses 
AJAX) than Nagios. The user security model is more sophisticated: users can be 
limited to specific systems and services and take only particular kind of administra-
tive actions. These polices are defined at the web application level. Also the way of 
communication between the monitoring core and the web interface has changed: it 
is not a file but the abstraction layer – now the monitoring core can be placed inde-
pendent on physically different machine than the web interface. The data is kept in 
the autonomous database that can also be placed on dedicated machine. For now, 
the supported database engines are MySQL, PostgreSQL, and Oracle. 

Architectural changes described so far has led to modular system. Moreover, 
the number of monitoring cores is no longer limited to one. In very large and com-
plex network configurations it is now possible to place several monitoring core 
modules in distributed manner as well as with redundancy (high availability clus-
ters) [3]. In effect, even a large number of monitored systems or global scale com-
panies with many branch offices over the world can be covered easily by several 
independent core modules.  

The main Icinga module is its Core responsible for processing data about sys-
tems and services. These data can be collected in active or passive way. Active 
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checks are implemented by periodic execution of check commands defined in the 
configuration file for a given system or service. Usually, such command can be 
simply the execution of an application (an Icinga monitoring plugin) with specific 
arguments. In passive mode the external system can report asynchronously its state 
using so-called external-command file of the Icinga (actually it is a named pipe). 
The remote system or service can be checked actively through the NRPE (Nagios 
Remote Plugin Executor) service installed on the target machine or passively with 
NSCA service (see Fig. 2).  
 

 

 
Figure 2. Active and passive checks of remote system/service. Source: [3] 

 
As a part of the check command any application or a script execution can be  
invoked, however, they should keep the guidelines for plugin development given  
in [3]. There are three kind of data passed from the plugin to the Icinga Core: 

• Exit code of the plugin provides general system/service status (i.e. OK, WARN-
ING, CRITICAL, UNKNOWN, UP, DOWN), 

• Text data – minimum single line of text should be sent to the standard output of 
the plugin:  
o The first part (before the | character - 0x7C ASCII code) should be human-

readable description of the system/service state 
o The second, optional part (after | character) is so-called performance data 

in a format of key=value pairs.  

The performance data part, although optional, is crucial in the light of the previously 
mentioned diagnostics and historical data analysis because the Icinga Web module 
(default user interface) presents only the current state and the  changes of the sys-
tem/service state in history (when the state changed). Moreover, the user will not 
know how the system/service behaved during unacceptable state (i.e. CRITICAL). 
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Fortunately, the Icinga provides a mechanism to export (in real-time) the ob-
tained performance data for external (from Icinga point of view), additional pro-
cessing. At the same time, the Icinga Web can also be extended with modules. One 
of the most useful is inGraph [5]. As its name suggests, it is basically module for 
reporting in the form of sophisticated graphs (user can define graph templates, 
customize views, etc.). However, it collects the performance data in a separate 
database through the ingraph-collector service. In this way, the Icinga user can 
analyze the historical performance data. inGraph is not perfect: the presented data 
while changing the time window scale (e.g. from one week to one month) is some-
how aggregated and averaged – depending on the type of the data it can be mis-
leading for the user. Some information, important for diagnostic analyses, can be 
missed in different views. There is no possibility to present on a single graph or a 
timeline both: status changes and the performance data. 

Both, active and passive checks have some drawbacks. Active checks are in 
fact periodic samples executed typically every ten minutes. If the check result is 
not OK then the check is repeated several times (usually ten) more frequently (eve-
ry minute or seconds – depending on the configuration for a given system or ser-
vice). If the system/service state is still not ok then the frequent checks are not 
made any more and the item’s state is considered as permanently bad. As a result, 
the user will see in the item’s state history only the state from the frequent checks. 
The next item’s state available for him will be the one obtained after the item’s 
state change. Another issue is that in periodic sampling any potentially interesting 
for the user situations will not be caught. Most of the transient fluctuations will 
most likely to occur just between the checks. From the diagnostic point of view 
more suitable are passive checks – online and continuous monitoring module of the 
target system/service will report the issues as they occur. However, the NSCA ser-
vice has some major drawbacks (discussed in Section 3). 

The check command concept is very simple but powerful. The user can use 
various ways to check the target system or a service. Checking plugin can use 
agentless checking with the built-in services in the target system, like: 
• Inteligent Platform Management Protocol (IPMI) to get information out of the 

Baseboard Management Controller (BMC) of the system board (sensors provid-
ing measures like temperatures, voltages, fan speeds, and system events – sys-
tem boot events, hardware errors, etc.), 

• Simple Network Management Protocol (SNMP) – giving the access to tree-like 
structure (MIB – Management Information Base) of system parameters and 
control fields, 

• Windows Management Instrumentation (WMI) – a set of protocols and exten-
sions providing an operating system interface implementing Web-Based Enter-
prise Management (WBEM) and Common Information Model (CIM) standards 
– it allows to manage (locally and remotely) Windows resources (hardware –
like network adapters, physical devices, sensors – and software, like processes, 
opened files, etc.), 
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• Target service specific protocols – by measuring the time needed to communi-
cate with the service, e.g. ping. DNS, Active Directory, HTTP, SMTP, IMAP, 
SSH responses. 

Checking plugin can also use on-target agents to gather data unavailable in other 
ways (like S.M.A.R.T. data for hard drives, status of backups, application specific 
data etc.). Regardless to the way the check is implemented, each method inherits its 
drawbacks, like security issues, configuration problems or just inchoate set of data 
to describe complex system state. Some of them are discussed in Section 3. Despite 
of that, it is worth noting that the whole Icinga software is free and still in devel-
opment. So, there is still a lot of work to be done. Nevertheless, with a good will 
end little effort it is a very powerful and useful system. 

3. Practical problems 

There is a huge number of checking plugins developed for the Nagios and  
Icinga. As for the 22nd of October 2015 the official Icinga plugin site [11] reported 
573 plugins. However, it has to be stressed that most of them are very trivial (like 
checking the free file system space or operating memory) or simply low quality 
plugins. There is a plenty of plugins covering the same functional checking. That 
might confuse a new Icinga user. Most of plugins reports only single aspect of the 
monitored system – that is useless in further dependability analysis and identifica-
tion of unwanted system behaviors. For example, if the system is used as a testing 
platform in software development companies it is not bad if the system’s CPU 
utilization goes high as the testing goes on. There are many usage scenarios in 
which it is even desired to have maximum CPU load at some instants while at the 
others CPU load should be very low. Analyzing only single property is not enough 
for such systems. So, more sophisticated plugins are needed. They should be con-
vergent: observe many different aspects of the system to decide wherever the cur-
rent state is or not a critical or correct. Moreover, plugins can report only a coarse 
class of the system/service state (see Section 2). There is no workaround to extend. 

The other problem is necessity of manual configuration of the check com-
mands. Sometimes, for some different system instances the one has to exclude 
some parameters. We faced that in the case of IPMI plugin. On some of our sys-
tems the BMC reported failed fans while these fans are simply not existing – how-
ever, the BMC cannot be reconfigured to omit them. 

Check command can provide some performance data but the size of it is lim-
ited to 8KiB. In some cases it is not enough – for instance, to report system 
memory dumps. That means limited capabilities for further analysis.  

One of the most important aspect of checking plugins is their security and 
how they can affect the dependability and security in particular of the whole infra-
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structure. The one has to be aware that accessing remotely a system or a service the 
network ports and particular protocols are opened. For instance, Supermicro BMC 
firmware bug lets anyone to download PSBlock file with BMC user names and 
their passwords in plain text [4]. So, deciding to use some protocols or plugins it 
has to be well prepared in the infrastructure. Dependability is another issue – for 
instance, IPMI on many systems is not perfectly implemented. From time to time, 
checking some systems’ state through the IPMI reports “unknown user”, “BMC 
busy” or simply timeouts without any reasons. 

Another security issue concerns the NSCA module. Its security model is very 
poor. The communication with the reporting agents is encrypted with symmetrical 
cypher but there is no other authentication of the reporting agent beside knowing 
the encryption key. The key is calculated basing on the shared password written in 
the configuration file. Revealing that password compromise the whole infrastruc-
ture. It is important, as there is no control if the reporting agent sends the data for 
the host it is running on – it can report any data for any host or service. moreover, 
in the communication protocol there is no acknowledgement of the sent data – 
reporting agent simply sends the data and is not informed if they were accepted by 
the Icinga. 

In the light of mobile device monitoring the most important disadvantage is 
improper handling of the timestamps for passively reported data. NSCA assigns the 
timestamp from the instant of data delivery by remote host – not the timestamp of 
data creation. In effect, the data is wrongly placed in the time series. The NSCA 
simply does not properly handle historical, off-line buffered data. This is the main 
motivation for implementing our own, new version of NSCA module (presented in 
Section 4). 

Finally, Icinga and its extensions present only collected information. Unfortu-
nately, there is no information about periods of unavailability. User will not see 
any messages about periods during which no data was reported about monitored 
system or service. Moreover, there are no extensions to correlate event-driven data 
with performance ones nor modules to collect workstations’ users remarks about 
noticed problems. We addressed this issue in a prototype of FEETS system pre-
sented in [6]. 

4. Mobile device monitoring 

Monitoring mobile device we face the problem of its temporal unavailability 
in company intranet. The device can temporarily be unreachable for the Icinga 
instance as the device can be used in the field, for instance, during the user’s jour-
ney through the subway, disconnected from the network or simply out of company 
network. However, we are interested in collecting the device performance and 
events despite its temporal connectivity issues. That means, the monitoring per-
formed on the mobile device should be locally buffered till the Icinga connectivity 
restoration. As the resources available on the device (IoT device, smartphone, tab-
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let etc.) are usually limited and the connection time window might be very narrow, 
in many cases it would be reasonable to carefully filter the buffered data to be re-
ported or preprocess them (e.g. aggregate some collected data). Such approach is 
not reasonable only for mobile devices – for instance, if the workstation loose net-
work connection, the one is still interested in how the workstation behaved during 
that time.  

To solve these problems the new version of the NSCA module was developed 
as part of the diploma work [7]. The solution proposed there introduced a new pro-
tocol to communicate with the remote agent. This protocol supports authentication 
of the monitoring nodes, asymmetric cryptography that solves the problem of sys-
tem comprising by getting the shared key. At the same time, the new NSCA mod-
ule can verify if the contacting agent is allowed to report the data from the specific 
system and given service. The asymmetric algorithm is used only to set the sym-
metric key for the current session. That saves the resources in further communica-
tion (important in mobile devices). The whole data is validated for integrity using 
SHA2 function and packets acknowledged. The timestamp provided by the agent 
with the performance data is now correctly passed to the Icinga – it is the only pa-
rameter that orders the performance data in the timeline, no matter what is the or-
der of the sent data as it was in the original NSCA implementation. As a result, the 
most valuable information (about the most recent state of the device) can be sent 
first to the Icinga while the locally buffered historical data can be sent later. 

In [8] the monitoring agent for Android devices is presented that uses new 
NSCA module. Figure 3 presents exemplary graphs (made in inGraph) of the bat-
tery life in the Android phone and the strength of the Wi-Fi signal. 
 

 

 
Figure 3. Android phone battery and Wi-Fi signal levels over the time. Source: [7] 
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5. Complex monitoring of Windows systems 

Microsoft Windows operating system family offers a very rich set of perfor-
mance, event and diagnostic data. Unfortunately, there is no Icinga plugin which 
would cover complex analysis scenarios towards workstation diagnosis. In [10] the 
DiMAS system was introduced which was dedicated to collect hard disks 
S.M.A.R.T. attributes from the Institute’s workstations. In [6] the architecture of 
the complex monitoring system was proposed. It supposes to process convergent 
analysis of the system state, detect anomalies, and collect user notes.  

The unique concept of the on-line monitoring and diagnostics, suitable for Ic-
inga, can use on-line system performance analysis (i.e. Windows performance 
counters) as shown in Fig. 4. To limit the reported data amount, the on-site analysis 
can do fine-grained system checking. The performance counters can be easily re-
calculated for different periods. If no anomaly is detected for a coarse period only 
the coarse performance data will be sent to the Icinga (marked as longer green ar-
rows). However, the fine-grained data is buffered locally for at least one coarse 
period. In case of any anomaly detection the buffered performance data can be 
reported (from the buffer) with higher (fine-grained) frequency back to the depth of 
the buffer. That will hopefully store more detailed data from the instant of anomaly 
occurrence. Moreover, a deeper diagnostic procedure is initiated.   
 

 
Figure 4. Fine and coarse grained performance data analysis and system  

diagnostic concept 
 
All the contemporary Windows editions (at least from the Vista edition) pro-

vide sophisticated analytical module built-into the performance monitor tool (per-
fmon). Beside the well-known performance monitoring the sets of data to be col-
lected can be defined. Two of them are already defined – one of them is “System 
Performance”. It collects NT Kernel events and some vital performance counters. 
Data collection can be initiated manually, scheduled or invoked from the command 
line. Gathering of data lasts for a predefined time (in this case for one minute). 
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After that the data analysis is automatically made and synthetic report generated. 
The report is in a HTML and XML files. It consists many useful information  
hard to obtain other way. For example, the set of presented data consists (but not 
limited to): 
• The most CPU intensive process, service 
• The most disk intensive process and file operation 
• The most network intensive process, interface and connection 
• CPU, disk, memory, and network loads 

Such rich set of information can help to identify the problems and bottlenecks in 
the system, so, it would be good to allow workstation users to initiate such analysis 
on demand. However, the size of the collected data as well as the size of the final 
report is bigger than the limit of the Icinga’s plugin. So, to collect such data in  
Icinga more complex changes must be done (i.e. downloading and storing reports, 
integrate access to these reports in the Icinga web interface). The work is in pro-
gress right now as an engineering diploma project. However, similar functionality 
is already implemented as a prototype of proprietary monitoring system [9].  

6. Conclusion 

Contemporary operating systems have many built-in diagnostic utilities. It is 
obvious that single parameter is not the right way of system state characterization. 
Unfortunately, most of the monitoring systems, especially from the free-software 
community, still base their operation on simple periodic checks. In the paper, one 
of the most sophisticated freeware monitoring system – Icinga – is discussed. Some 
of the identified drawbacks and shortages presented in the paper has been success-
fully solved through system extensions and plugins. Some complex solutions, not 
integrated with Icinga so far, are already tested on other prototype systems. In par-
ticular, the new way of Windows workstation monitoring and diagnosis is present-
ed in the paper as well as the Icinga support for mobile devices. 

Despite of drawbacks, it has to be stressed that the Icinga system proved to be 
a very useful tool in practice. Several times it helped to identify the problems in the 
Institutes infrastructure (e.g. intermittent failures of the routers, fiber channel quali-
ty, attacks on the servers). Further work will focus on thereinafter integration of the 
introduced monitoring concepts to extend analytical capabilities of the Icinga. 
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