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Pawel Trusz

Camera identification based on PRNU' analysis

Introduction

In accordance to the 2017 report prepared by the Public Opinion Research Centre
‘Mobile phone usage’?92% of adult Polish citizens used mobile phones and 57% of
them used smart phones. The number of smart phone users is still on the rise. Only
between 2015 and 2017 it increased by 7 percentage points. Telephones (this group
includes not only traditional mobile phones, but also technically more advanced
smart phones), apart from their basic function, i.e. conducting conversations (100%
respondents), were used for sending and receiving messages (78%),taking photos
(62%), and recording movies (36%). Comparing these data with the report of
POLSKA.JEST.MOBI entitled ‘Smartphonisation in Poland in 2018’ it should be
pointed out that the number of smart phone owners has increased from 62% (2016)
to 64% (2018). According to the data mentioned in the report, smart phone users
in Poland spend 2 hours per day exploiting its various functions, which places our
country above the average rate in the Southern and Western Europe (around 2 hours),
but below the average rate estimated for the overall population of the planet (over
2.5 hours).? Taking into consideration the comparison and the undeniable fact that
most people have access to photo cameras — starting from compact cameras through
mirrorless cameras and finally reflex cameras — and take photos or record movies
with them, it should be kept in mind that some of these files may be used as evidence
in criminal cases e.g. offences against the sexual liberty and morality, committed to
the detriment of the minors. Therefore, it is necessary to answer a question whether
those files could be made with a device seized in the course of an investigation. This
report shows the results of research, which are to answer the foregoing question. The
analysis was carried out on the basis of graphic files produced by five camera devices
in mobile phones. Identification process of the recording device was conducted on

' The article was written in the framework of the Project No. PL/2017/PR/0005 entitled ,,The
terminal for device identification and verification of authenticity of video records” co-financed by
the European Union from the State Program of Internal Security Fund.

2 Korzystanie z telefonéw komérkowych, Komunikat z badan nr 99/2017, CBOS, Warszawa 2017,
pp- 1-2.

3 M. Mikowska, A. Skalna, K. Siwinski, POLSKA.JEST.MOBI 2018, part: Smartfonizacja w Polsce w
2018 roku, prepared with Kantar TNS, 4 edition, pp. 5, 10. Also: POLSKA JEST MOBI 2018.pdf.
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the basis of the analysis of a model of the PRNU* image noise that is unique for each
sensor model.’

In order to perform such a task, several evidence photos and more than 2.500
natural and flat field reference photos were taken with the use of available devices.
Flat field photos can be taken using natural or artificial lightening. Not only can
a homogenous and evenly lit artificial screens be photographed but also celestial
sphere in the sunlight (without disruptive objects such as clouds, aircrafts).
The next stage was to calculate the noise patterns of the PRNU sensor pattern noise
for the previously taken photos. The patterns were determined based on the FSTV
method.® Next, they were compared with respect to each of the camera models
that were under analysis. The result of the comparison was the PCE correlation
coefficient.’

Image acquisition

The source camera identification requires the understanding of the acquisition
process of the observed object into a digital file. Image 1 shows a pattern of
the typical track of capturing the observed reality and recording it into a graphic file.
Such a track includes the observed physical object, optical system of the recorder,
CCD/CMOS sensor with CFA, DSP (processing the image in accordance with the
chosen parameters and the recording in the chosen graphic format). The last element
is a graphic file saved in the device’s memory or external storage device, such as
a memory card.

M. Goljan, J. Fridrich, T. Filler, Large scale test of sensor fingerprint camera identification,
Conference Paper in Proceedings of SPIE — The International Society for Optical Engineering,
2009, p. 3.

E. Kalaimannan, P. Sengupta, V. Sameer, R. Naskar, Source anonymization of digital images:
a counter-forensic attack on prnu based source identification techniques, ADFSL Conference
on Digital Forensics, Security and Law, 2017, p. 97; E. Alles, Z. Geradts, C. Veenman, Source
Camera Identification for Low Resolution Heavily Compressed Images, International Conference
on Computational Sciences and its Applications ICCSA, 2008, p. 559.

B. Werkhoven, P. Hijma, C. Jacobs, J. Maassen, Z. Geradts, H Bal., 4 jungle computing approach
to common image source identification in large collections of images, Digital Investigation 2018,
nr 27, p. 3.

M. Brouwers, R. Mousa, Automatic comparison of photo response non uniformity (PRNU) on
Youtube, “System and Network Engineering”, January 2017, p. 3.
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Image 1. Typical image acquisition pattern.

¢

Source: Own study based on Vikas K., Shobhit K., Shukla N., Image Acquisition and Techniques to Per-
form Image Acquisition, https://www.researchgate.net/publication/318500799 Image Acquisition_and
Techniques_to_Perform Image Acquisition/download [access: 512019].

Pic. 1. Example of a CCD sensor.

Source: https://www.fixyourcamera.org/nikon
-d50/nikon-d50-review-teardown-276-ccd-sen-
sor/ [access: 10 12019].

CCD sensors (charge coupled device)
produced since 1969 are built of a silicon
that contains photosensitive
elements that capture light and save it as
photons. The sensor is divided into pixels,
the number of which is specified by
the producer. Picture 1 shows an example
of such a sensor.

Analogically to the CCD sensor,
CMOS sensor (complementary metal
oxide semiconductor) is characterized by
a certain number of pixels located on its

wafer

The element of the pattern shown
above that special attention should be paid
to - due to its role in the process of creating
a link between the photo and the camera or
in determination whether specific graphic
files were taken using a single or a few
devices, is the sensor, or more precisely,
the noise pattern. Two types of sensors
that should be distinguished among those
used in photo cameras or popular smart
phones are CMOS (along with its other
versions like Exmor, LiveMos) and CCD.

—

_—
o &£
Pic. 2. Sensor CMOS SONY IMX 586.
Source: https://www.digit.in/mobile-phones/sony
-announces-imx586-companys-first-48-megapixel

-smartphone-camera-sensor-42377.html [access:
1012019].
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surface. The system is also built of photosensitive elements. However, its distinguishing
feature is the construction. In the CMOS type of sensors each pixel is connected with
the converter of the electric charge into electric voltage. On the other hand, in the case
of the CCD sensor one the converter of the electric charge into electric voltage and one
AD converter.® Therefore, the added value of the CMOS sensor in comparison with the
CCD sensor is the possibility of reading any number of pixels. The first sensor of such
type was produced in 1970. Picture 2 shows 48 megapixel sensor CMOS SONY IMX
586.

Theoretical description of the study method

It is typical of any graphic file, as well as a video to record not only a specific object
but also the noise. The noise types can be divided into two categories:’ random noise
that differs in subsequent photos or frames in the case of video recordings, as well
as the so-called PRNU, i.c. pattern noise that does not change dramatically in each
subsequent file. Whereas the random noise reduction is possible through e.g. non-
linear filtration'”, it is extremely difficult to reduce pattern noise with such techniques.
PRNU pattern noise is a physical parameter determined based on irregularities that are
made in its production process.!! It is assumed that each pixel should have the same
physical size, and consequently record the same amount of light in the form of photons.
If homogenous light falls on the camera’s sensor, each pixel should ‘emit’ exactly
the same value as it receives. Little differences in the size of pixels lead to slightly
different exit values. The difference between the theoretical response of the sensor and
a uniform comprehensive response is described as “photo response non-uniformity” —
PRNU."” The PRNU value depends on the physical features of the sensor. Therefore,
this particular parameter is considered to be the typical characteristics of a particular
sensor. It may also be seen as an indicator of its errors. For this reason the PRNU value
is regarded as a unique ‘sensor fingerprint’."

8 J. Parzych, A. Hulewicz, Z. Krawiecki, Matryce $wiattoczute — wiasciwosci, parametry,

zastosowania, “Electrical Engineering” 2017, no. 92, p. 190.

R. Hornsey, Noise in Image Sensors, https://ece.uwaterloo.ca/~ece434/Winter2008/Noise.pdf, pp.
116-118 [access: 17 12019].

P. Trusz, Wybrane metody poprawy jakosci obrazow i sekwencji wideo, “Problemy Kryminalis-
tyki” 2016, no. 294, p. 20.

Ch. Meij, Z. Geradts, Source camera identification using Photo Response Non-Uniformity on
WhatsApp, “Digital Investigation” 2018, no. 24, p. 144.

12° M. Goljan, M. Chen, P. Comesana, J. Fridrich, Effect of Compression on Sensor-Fingerprint Based
Camera Identification, “Society for Imaging Science and Technology”, 2016, p. 2.

13 M. Goljan, J. Fridrich, T. Filler, Large scale test of sensor..., p. 2.
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The image below shows the difference between the theoretical ideal characteristics
of the value of a single pixel and the real value affected by the production process,
recorded noise artifacts or exact reflection of colour intensity.

A 'y
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Electrons
Electrons

Moise level

Photons Photons

Image 2. Characteristics of ideal (left hand side) or real (right hand side) response of a pixel
to lighting.

Source: Own study based on Hornsey R., Noise in Image Sensors, https://ece.uwaterloo.ca/~ece434/Win-
ter2008/Noise.pdf [access: 17 12019].

As the PRNU value is a unique parameter of the sensor, it is possible to use it for
tests aimed at the identification of a specific model of a camera. In order to do that it is
necessary to specify the PRNU parameters for evidence photos, as well as natural and
flat field reference photos, which were subsequently compared.'* Based on the study
results so far, the PRNU value for a photo may be described as: '’

PRNU =1 - F(I)

where:
I — analyzed graphic file,
F(I) — graphic file after removing the noise.

However, the algorithm that is characterized by the best results of noise extraction is
FSTV (First Step Total Variation):!¢

4 M. Brouwers, R. Mousa, Automatic..., p. 5.
15 E. Alles, Z. Geradts, C. Veenman, Source Camera..., pp. 558-560.

16 A. Khapare, D. Phalke, Source Camera Based Image Retrieval From Internet Using Simplified
Total Variation, “International Journal of Advance Engineering and Research Development™” 2017,

no. 4, p. 423.
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FSTV = — V(=)

where:

I — pixel intensity in a graphic file,

V — gradient operator,

& — positive parameter implemented in order to avoid peculiarity.

The image below shows a comparison of a sample photo with a pre-determined
noise pattern of the sensor and visible contours. PRNU was determined using
the FSTV method.

Image 3. Example of noise pattern extraction PRNU sensor.

Source: Own study based on https://foter.com/photo2/row-of-ancient-books/ [access: 12 1 2019].

Next, the resulting noise patterns for questioned (evidence) files and natural
reference files, as well as questioned and Flat field reference files undergo comparative
analysis using the PCE correlation method,!” which is more effective than the Pearson
coefficient:'®

2
ppeak

1
[S[— el & P

PCE =

where:

p - normalized cross corelation between the total noise pattern of the file and the noise pattern
of the PRNU sensor,
s — map of subsequent p iterations,
p.... — maximum value of p coefficient,
peak K
¢ - region around the p__ value,
peak " .
|s| - |¢] - number of total iterations outsider.

17" M. Goljan, M. Chen, P. Comesaiia, J. Fridrich, Effect of Compression...
18 M. Brouwers, R. Mousa, Automatic..., p. 3.
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According to the results of the studies carried out so far'® with regard to the PCE
correlation coefficient there was no false positive result between the comparison of the
patterns determined based on the analysis of evidence materials and natural reference,
as well as evidence and flat field reference materials higher than 50.

Results of the examinations

Source camera identification based on photo-response non-uniformity (PRNU) noise
sensor analysis was performed in accordance with the following methodology.?

1) analysis of the device’s functionality and technical documentation,

2) taking questioned photos — 1 up to 3 graphic files,

3) taking reference photos (natural and flat field). Natural photos should be ta-
ken in conditions possibly closest to the production conditioned of the qu-
estioned photos,

4) analysis of the photos — i.a. analysis of formats consistency, vertical and ho-
rizontal resolution,

5) identification of sensor pattern noise for questioned photos,

6) identification of sensor pattern noise for reference photos — natural and flat
field,

7) comparing PRNU pattern of the questioned photos with sensor pattern noise
of the natural and flat field photos,

8) conclusions (individual).

One of the main assumptions of the methodology used for this study included using
the same resolution for reference and questioned photos and using camera provided
for examination together with other camera devices of the same model.?' Therefore, at
least a few devices of the same model must be used for the examination which makes
a wider evaluation possible and enables performing a statistical study of the extracted
data. It would not be possible with only one device. However, the analysis of photos
with the same resolution is justified due to the PRNU noise distribution which can
be characterized by repeatability between the subsequent graphic files (of the same
dimension and analyzed with the same sensor type). Although it is possible to analyze
images of different resolutions,?? resulting from — for example, using a digital zoom

19 M. Goljan, J. Fridrich, T. Filler, Large scale test of sensor..., p. 10.

20 T. Baar, W. Houten, Z. Geradts, Camera identification by grouping images from database, based

on shared noise patterns, ArXiv, 2012, pp. 2—4; M. Brouwers, R. Mousa, Automatic..., pp. 3-5.

2l T. Baar, W. Houten, Z. Geradts, Camera..., p. 1; S. Georgievska, R., Bakhshi A. Gavali, A. Sclocco,
B. Verkhoven, Clustering Image Noise Patterns by Embedding and Visualization for Common
Source Camera Detection, “Digital Investigation” 2017, no. 23, p. 10.

M. Goljan, J. Fridrich, Camera Identification from Cropped and Scaled Images, Proceedings
of SPIE — The International Society for Optical Engineering, 2008, p. 8.
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in graphics software or other editing — saving only a fragment of a digital file. This type
of examination is not the subject of this study.

Identification tests were performed with 33 mobile devices of the following
producers: LG Electronics Inc., Samsung Group and Apple Inc. List of devices used
for examinations is presented in Table 1.

Table 1. List of used devices.

No. Phone model Camera model Number of devices
1. LG K4 2017 M160 12
2. LGK4LTE KI120E 6
3. Samsung S5611 GT - S5611 6
4. Apple iPhone 4s iPhone 4s 4
5. Samsung SM-B550H B550H 5

Source: Own study.

First, 33 devices were used to take 69 questioned graphic files. One to three
images were taken with each of the devices. Next, digital cameras were used to take
2667 reference graphic files, including 1299 natural images — of physical objects or
nature. Other images (1368) were flat field. Table 2 presents numbers of taken reference
images (natural and flat field) and questioned files including a specification of different
camera models.

Table 2. List of devices used with a number of digital images.

c Reference files ST
No. | Phone model ;g:;:la Designation aataral fat ficld qul;:tlio?lre:)l i£a;2s
images images
1. LG K4 2017 LG K42017 1 46 44 3
2. LG K4 2017 LG K420172 45 37 3
3. LG K4 2017 LG K420173 39 43 1
4. LG K4 2017 LGK420174 45 55 2
5. LG K4 2017 LG K420175 43 46 2
6. LG K4 2017 LG K4 20176 41 38 1
7. LG K4 2017 LG K420177 47 53 3
8. LG K4 2017 MI60 LG K420178 37 41 2
9. LG K4 2017 LG K4 20179 43 44 2
10. | LG K4 2017 LG K;BQOH 38 40 3
11. | LGK42017 LGK1412017 44 62 2
12. | LGK42017 LG K1422017 42 52 3
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13. | LGK4LTE LGK4LTE 1 42 44 2
14. | LGK4LTE LGK4LTE2 48 46 3
15. | LGK4LTE LGK4LTE 3 48 53 1

KI120E

16. | LGK4LTE LGK4LTE4 33 17 2

17. | LGK4LTE LG K4 LTE 5 48 52 3

18. | LGK4LTE LGK4LTE6 45 42 2
Samsung Samsung

19. S5611 S5611'1 M >0 3
Samsung Samsung

20. S5611 S56112 4 84 !
Samsung Samsung

21 S5611 S5611 3 42 45 3
S GT-S5611 S

amsung amsung

22 S5611 S5611 4 43 43 2
Samsung Samsung

23 S5611 S5611°5 42 43 !
Samsung Samsung

24. S5611 S5611 6 43 46 3

25 Apple iPhone Apple iPhone 15 19 1
4s 4s 1

2. Apple iPhone Apple iPhone 14 11 3
4s 4s2
~oole h Iphone 4s o L

27 pple iPhone Apple iPhone 16 14 1
4s 4s3

28 Apple iPhone Apple iPhone 19 18 3
4s 4s 4
Samsung Samsung SM

2. SM-B550H -B550H 1 47 4 !
Samsung Samsung SM

30. SM-B550H -B550H 2 38 42 3
Samsung Samsung SM

31. SM-B550H B550H _B550H 3 59 36 1
Samsung Samsung SM

32. SM-B550H -B550H 4 35 36 2
Samsung Samsung SM

33. SM-B550H -B550H 5 M 46 3

Source: Own study.

Photos were taken with standard camera settings — without using flash, without

changing resolution of the graphic file, without any color correction or any other
changes. Photos after being taken, the same as after being uploaded to the analyzing
computer’s drive, were not edited. Examples of a reference, flat field and questioned
image are presented in Image no 4.
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D

Image 4. Examples of photos — camera used M160 (LG K4 2017) A) questioned image,
B) natural referene image, C) natural reference image, D) flat field.

Source: Own study.

The next task was to extract sensor pattern noise for the questioned, natural and
flat field images. Each unit of the tested camera was given three sensor noise patterns.
For example, in order to calculate PRNU parameters for K120E (LG K4 LTE 4) camera
(no. 16 in Table 2) sensor pattern noise for natural images was calculated based on an
analysis of 33 files, flat field — 17 photos and for questioned photos two files were taken
into consideration. Consequently, 99 sensor noise patterns were identified for all of
the analyzed devices. Subsequently, PRNU patterns identified for the questioned files
were compared with patterns identified for reference images. Correlation method was
used in this comparative analysis in order to identify a PCE correlation coefficient. In
accordance with the assumptions made for this methodology, comparisons were made
in respect of the same device model. Therefore five comparative tests were performed
for this examination.

Test 1 - 288 comparative analyses (for all LG K4 2017 devices) between
the PRNU pattern of the questioned material and patterns identified in the analysis of
the reference files.

Test 2 — 72 comparative analysis (for all LG K4 LTE devices) between the PRNU
pattern of the questioned material and patterns identified in the analysis of the reference
files.

Test 3 — 72 comparative analyses (for all Samsung S5611 devices) between
the PRNU pattern of the questioned material and patterns identified in the analysis of
the reference files.

Test 4 - 32 comparative analysis (for all iPhone 4s devices) between the PRNU
pattern of the questioned material and patterns identified from in analysis of
the reference files.
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Test 5 — 50 comparative analyses (for all Samsung SM-B550H devices) between
the PRNU pattern of the questioned material and patterns identified in the analysis of
the reference files.

As a result, PCE correlation coefficient between individual comparisons was
identified, decisive parameter was defined at the level PCE>50. The tests were aimed
at analyzing the obtained results and examining the potential false positive indications
for any of the examples.

The results of the performed examination are presented in Table 3—7. Grey color
indicates correct indications, meaning those for which PRNU patterns of the reference
and questioned images were identified in the result of performed noise analyses of the
same sensor.
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When analyzing the results it should be noted that — according to the adopted
identification criterion (coefficient PCE > 50 false positive results were not obtained.
Over half of the negative results (> 55%) are within the PCE correlation coefficient
from 0 to 3. Standard deviations for each comparison group (excluding positive results)
show similarity, not exceeding the PCE value of 7. These images are lower by several
orders of magnitude compared to the positive ones. The highest negative result for
all tests performed was PCE 15,717, a result of comparing the sensor pattern noise
of the questioned material and the PRNU pattern determined on the basis of flat field
photographs (GT-S5611 camera, comparison 5). On the other hand, the positive result
for this analysis was PCE 11464.295. Thus, the positive result was by three orders of
magnitude higher than the highest negative result.

Chart 1-7 present examples of comparative results between PRNU patterns of
questioned and reference files.

Becording desiee

PCE eoeffiaient valaes

Chart 1. The results of the comparison of the questioned material pattern produced with the LG
K4 2017 no. 12 camera with two patterns of reference images (natural photos orange colour and
flat field blue colour) taken with 11 different LG K4 2017 phones. Among the reference pictures
there were no files taken with the camera no. 12.

Source: Own study.

Chart 1 shows the results of the comparison of the questioned material — PRNU
pattern was determined on the basis of the analysis of three photographs — taken with
the M160 LG K4 2017 camera with 22 samples of sensor pattern noise calculated
based on the reference photographs taken with 11 LG K4 2017 devices. Among the
analyzed reference patterns there was no sensor pattern noise in the camera that took
the questioned files. When analyzing the obtained results attention should be given
to the very small spread of the received data. The standard deviation determined for
comparisons of the PRNU patterns of questioned files and natural photographs is
1.775, while for flat field — 4.269. The analysis of the results obtained in this way does
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not provide any basis for indicating any of the analyzed devices as the one that was in
all likelihood used to take the questioned photographs.

Charts 2-3 show examples of comparative results between sensor pattern noise
determined for questioned and natural photographs (blue colour) and questioned and flat
field (orange colour). The presented comparative analyses include, among the group of
reference materials, a PRNU device pattern which was used to take the questioned photos.

Bacording devices

PFCE coeffcumt satunt

Chart 2. The results of the comparison of the questioned material pattern produced with one
of the M160 cameras (item 8, table 2) with two patterns of reference images (natural photos
orange colour and flat field blue colour) taken with 12 LG K4 2017 phones.

Source: Own study.

PLT ropHicient valees

¥ :
Rotirdmg Sovicr

Chart 3. The results of the comparison of the questioned material pattern produced with one
of the M160 cameras (item 5, table 2) with two patterns of reference images (natural photos
orange colour and flat field blue colour) taken with 12 LG K4 2017 phones.

Source: Own study.
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PLE coadtuien valee

Ratoriiding dewiier

Chart 4. The results of the comparison of the questioned material pattern produced with one
of the K120E cameras (item 15, table 2) with two patterns of reference images (natural photos
orange colour and flat field blue colour) taken with 6 LG K4 LTE phones.

Source: Own study.

L eoetficien walor

Recording deace

Chart 5. The results of the comparison of the questioned material pattern produced with one of
the GT-S5611 cameras (item 22, table 2) with two patterns of reference images (natural photos
orange colour and flat field blue colour) taken with 6 Samsung S5611 Utopia phones.

Source: Own study.
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Reaading devioes

Chart 6. The results of the comparison of the questioned material pattern produced with one of
the iPhone 4s cameras (item 26, table 2) with two patterns of reference images (natural photos
orange colour and flat field blue colour) taken with 4 iPhone 4s phones.

PLE cosMclent valuss

Source: Own study.
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Chart 7. The results of the comparison of the questioned material pattern produced with one
of the B550H cameras (item 31, table 2) with two patterns of reference images (natural photos
orange colour and flat field blue colour) taken with 5 Samsung SM-B550H phones.

Source: Own study.
Charts 2—7 show examples of comparative analysis results for each of the tested

models of digital cameras. It should be noted that the PCE coefficient values for negative
results were at a similar level. On the other hand, positive results (correct assignment of
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the questioned material pattern to the reference pattern) were characterized by values
greater by at least three orders of magnitude compared to the false results.

Conclusions

The results of the experiments show that the individual identification of the camera is
possible thanks to the PRNU method. However, in order to achieve this, it is necessary
to fulfil several criteria. First of all, the analysis has to be carried out on the device used
to take a questioned photograph, as well as other cameras of the same model. Secondly,
it is necessary to take several dozen natural reference pictures with the content similar
to the evidence picture and flat field images with all available models of cameras. What
is more, the analyzed photographs have to be of converging technical parameters, it is
permissible, among others, to take reference photos using optical zoom, whereas using
digital zooming is not allowed in comparative studies.

While performing tests, the sensor pattern noise was determined for over 2.5
thousand graphic files. The questioned and reference photographs were taken with 33
mobile phones. The obtained sensor pattern noise data was compared in the next stage
with each other to observe the PCE correlation coefficient. No false positives were
obtained in any of the 514 comparisons carried out. PCE higher than 50 was marked
as a valid identification criterion (the highest negative result was PCE 15.717). The
analyzed photographs were taken at the default resolution and were not edited. What is
more, the comparative studies were carried out including only a given model of camera
taking the utmost account of the analysis of the individual features of the photographic
sensor, which include the PRNU noise pattern.

Duringthe analysis of the results no regularity in the form of an increased PCE correlation
coefficient between the evidence material and a specific type of reference photographs was
observed. There were cases in which these values were characterized by higher correlation
coefficients between PRNU patterns for questioned and natural photographs, e.g. the
analysis of files from the LG K4 2017 equipped with M 160 camera (comparison 1) and vice
versa (camera GT-S5611, comparison 4). In view of the above, it can be assumed that the
analysis of files in the questioned-natural set and questioned-flat field are justified, and the
obtained results are closely related to a specific sensor implemented in the camera.

Despite the satisfactory results, the issue of interference on the basis of the received
data remains open. Considering the fact that this type of research represents qualitative
analysis, the evaluation of the results is individual for each case. According to the present
state of knowledge, it is not possible to unequivocally indicate, with 100% certainty,
a specific sensor model, even though according to the previously performed tests the
PRNU pattern represents a unique value. This stems especially from the fact that there are
thousands of phone and camera models available on the market, which in combination
with thousands and often even millions of devices of one type gives the amount of data
that is impossible to analyze.



