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Summary

The paper presents the results of empirical research which aimed at determining 
student attitudes towards privacy protection on the Internet. The research was car-
ried out in 2016 on a sample of 466 students of the Poznań University of Economics 
and Business. To collect the data the CAWI technique was used. The main findings 
permitted to propose an original Privacy Protection Index which assesses a user’s 
awareness and involvement with respect to the protection of their privacy on the 
Internet. The index was applied to distinguish three segments within the population: 
Open, Careful, and Paranoid, which differ in their characteristics in terms of privacy 
protection on the Internet. 
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Introduction

Privacy is a very old notion which has been present in culture and science almost from 
the very beginning, i.e. from the moment humans realized their separateness from other 
beings, and this became an impulse to, among other things, develop procedures for com-
municating with other members of the group, as well as so that one could talk to others 
about oneself. Today, at the beginning of the 21st century, privacy is increasingly being 
talked about in terms of a privilege, the right to privacy (Pryciak 2010). The protection of 
private life belongs to first-generation human rights, and as a fundamental right is protected 
in most contemporary legal systems (both international and national, including Poland). In 
a normative approach, privacy implies the right of an individual to shape their private life in 
such a way that it is free from interference and unavailable to others. However, in the face 
of the growing virtualization of life, i.e. the transfer of activities to the realm of the Internet 
and social media (Sobocińska 2012), many aspects of life which so far have been consid-
ered private have ceased to be inaccessible to others. Thus, the need for privacy is grow-
ing, especially with regard to digital privacy (Kedmey 2014). Internet users are particularly 
concerned about their personal data being used by companies for marketing purposes (Elhai 
et al. 2017). This concern manifests itself in a number of ways: installing software which 
blocks advertisements displayed on websites, declaring an aversion to advertisements sent to 
mobile phones via SMS or MMS, or exercising the ‘right to be forgotten’.

In this paper, Privacy Protection Index P2I is proposed. The index was constructed based 
on the results of empirical research on students’ attitudes regarding digital privacy and 
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serves to define a measure of the propensity for protecting and disclosing personal data on 
the Internet. Based on different levels of this propensity, three segments of young Internet 
users have been distinguished and characterized.

The reminder of this paper is organized as follows. The first section provides literature 
background elaborating on privacy, in particular digital one, and privacy protection. Then, 
research methodology is described. The subsequent section presents details of the proposed 
Privacy Protection Index – its rationale and characteristics of Internet users’ segments bas-
ing on the index. The last section concludes the paper and submits the directions of possible 
future research.

Privacy, digital privacy and privacy protection – literature background

Privacy is a concept of contemporary culture and social life which, despite its apparent 
unambiguity, is a very structurally complex one. A number of approaches to this concept ex-
ist, which emphasise different aspects of privacy (Chrabonszczewski 2012, p. 22-27):
 - social: privacy is viewed as a personal space, free from external interference and control 

of third parties, the sphere of an individual’s freedom to which access is limited and 
guarded/protected,

 - psychological: the privacy of views and thoughts, which means that what is private 
to someone is what only this person can be directly aware of. According to Descartes, 
thoughts are something private, even when others can deduce their content based on what 
a person says; as well as the sense of individuality, which is an element of one’s personal-
ity necessary for self-reflection and self-analysis,

 - economic: on the one hand the right to protect private property, on the other hand the 
market value of information about consumers.
This semantically rich concept has long been present in scientific discourse, especially 

in such sciences as philosophy, sociology and psychology. Philosophers in particular have 
been interested in the issue of privacy for centuries. In more recent times, such philosophers 
as Karl Marx, Hannah Arendt and Jurgen Habermas have explored this notion. J. Habermas 
(1987, 318-321) presented a model of modern society which made it possible to conceptual-
ize the relationship between what is private and what is public. Life consists of the private 
sphere (family, household, intimacy) and the public sphere (what is made public), which is 
formed by communication networks enabling individuals to participate in social groups oth-
er than those previously mentioned. In Habermas’ view, the private sphere is a space where 
a person has the greatest degree of control over their behavior. The distinction between what 
is public and what is private is the distinction between things that can be revealed and those 
that should remain hidden (Arendt 1958, p. 72). Discussions on privacy typically refer to 
the question whether and to what extent people are able to control the data that characterize 
them (Fuchs 2011).

The recently observed increased interest in the issue of privacy and its protection 
is connected with the growing presence of the Internet in both economic and social life. 
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Accordingly, the concept of digital privacy appeared, which has been defined as an interest 
held by individuals to control or influence how their private information is used (Pavlou 
2011; Smith et al. 2011). Digital privacy is often conceptualized from a value-based perspec-
tive, with the assumption that people have the legal and/or ethical right to keep their data 
safe (Elhai et al. 2017).

There are numerous contemporary threats to digital privacy. Threats to digital privacy 
include the vulnerability of financial data among consumers (Bohannon 2015; Elbeltagi and 
Agag 2016), private location data leaked from smartphone apps (You 2015), vulnerabilities 
in personal data stored in the cloud (Chou 2013), and data mining from government entities 
and corporations (Bettini and Riboni 2015). A more recent threat involves vulnerabilities 
in the Internet of things, whereby a user’s connected devices (e.g. low energy Bluetooth, 
Zigbee, remote thermostats) can be exploited (Li et al. 2016). Such threats can cause eco-
nomic and social abuse, censorship, discrimination and compromised individual autonomy 
(Acquisti et al. 2015), as well as technological consequences including denial of service and 
spoofing attacks, for example the theft of personal and social data such as private health 
information (Li et al. 2016).

Research on privacy protection (EMC 2014) shows that Internet users generally value 
privacy, but their declared behaviors are inconsistent: although they want to enjoy all the 
benefits and convenience offered by digital technologies, they do not want to relinquish their 
privacy because of that. At the same time they admit that they share their personal data on 
the Internet, despite their lack of trust in the entities that are supposed to protect this infor-
mation. These findings became an inspiration for the authors to research the issue of privacy 
protection on the Internet.

Methodology

The research was conducted between March and May 2016 and focused on selected as-
pects of the behavior of young Internet users; in particular, their interpretation of the concept 
of ‘privacy’ as well as their behavior in respect of data sharing and data protection. The study 
made use of an auditorium online questionnaire (modified CAWI method conducted in the 
computer labs at PUEB) and involved 466 students from the Faculty of Management at the 
Poznań University of Economics and Business. Students from a university of economics 
were chosen for the research for two reasons: firstly, because of the profile of their educa-
tion; and secondly, because of the fact that young adults (Fatyga 1997) in the 19-22 age 
group are leaders in the use of mobile technologies and ICT in Poland (see also Czapiński 
and Panek 2012).

The study made use of quota sampling based on two control variables: gender and field 
of study (Marak 2005). Using the auditorium survey method helped to eliminate the risk of 
excluding the so-called ‘difficult’ respondents by interviewers and ensured the complete-
ness of the data obtained (Hague 2004). The surveyed population accounted for 15.32% 
of the specified population; and as the entire surveyed population were Internet users this 
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confirmed the research findings on the Internet behavior of Poles in the 19-22 age group 
(Czapiński, Panek 2012).

Privacy Protection Index – P2I 

First of all, the interpretation of the term ‘privacy’ was analyzed as this was considered 
to be an important condition regarding behavior in terms of privacy protection. The respond-
ents were asked to give three associations with the concept of ‘privacy’. The most frequent 
ones were those that concerned personal issues as well as the extent and method of their 
protection or non-disclosure.

In this context, the problem of publishing and sharing personal information on the social 
network was investigated. The respondents were asked about sharing the following catego-
ries of data: name and surname, address, PESEL identification number, workplace, place of 
study, geolocation, health, relationship status, material status, interests, age, social contacts, 
religion, political views, sexual orientation, phone number, and children. For each category, 
the respondents could indicate one of the following options regarding the extent of sharing:
 - I never post it online
 - only for myself
 - share with friends
 - share with everyone 

As a result of the observed diversity of behaviors, a synthetic measure was proposed with 
regard to privacy protection, namely the Privacy Protection Index.

The Privacy Protection Index (P2I) defines a user’s awareness and involvement with 
respect to the protection of their privacy on the Internet. The index value is expressed as 
a percentage: the higher the value is, the greater care the user takes to protect their privacy. 

Construction of the index:

The options ‘I never post it online’ and ‘share with everyone’ indicate two extremes in 
relation to privacy protection – they have been assigned the weights of 100 and 0 respec-
tively. The options ‘only for myself’ and ‘share with friends’ correspond to two approaches 
being evenly distant from the extreme positions – they were assigned the weights 66 and 33 
respectively.

The minimum value for the P2I index is therefore 0%, which means a complete lack of 
privacy protection on the Internet: a user described by this value discloses online all their 
personal data to the public.

The maximum value for the P2I index is 100%, which denotes a total approach to pri-
vacy protection: a user who achieves this value never posts any personal information online. 
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The total range of the P2I index values was divided into three intervals, defining three 
user segments:
 - Open: P2I  [0%; 33%]
 - Careful: P2I  [34%; 67%]
 - Paranoid: P2I  [68%; 100%]

The percentage frequencies of the respective P2I segments in the surveyed population is 
presented in Figure 2.

There are not many users belonging to the Open segment, namely 3% of the surveyed 
population. This is aligned with the negative skewness of the P2I frequency distribution and 
clearly indicate that most of the respondents are aware of potential threats resulting from 
disclosing personal data online to the public. 

Because it is impossible to set up an account on any websites without giving at least some 
basic information about oneself, a user achieving the value of 100% bases its online func-
tioning on untrue (fake) data.

The frequency distribution of the P2I index values in the surveyed sample is close to 
the normal distribution (Figure 1); however it demonstrates some negative skewness which 
means that more respondents received higher P2I ranks. The mean value is 63.44 with quite 
narrow confidence interval [62.10 , 64.83] calculated with the robust bootstrapping tech-
nique. The very small value of the standard error of mean indicates that the sample is an 
accurate reflection of the population.

Figure 1
Distribution of the P2I index values in the surveyed sample

Source: own research.
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Figure 2
The sizes of the user segments determined according to the P2I index distribution  
in the surveyed population

Source: as in Figure 1.

The most numerous group are Careful users (57.2% of the surveyed population), who 
are aware of the risks connected with the violation of privacy on the Internet and who con-
sequently try to share their personal data in a selective manner, mainly with the people they 
know. On the other hand, in some cases they see the benefits of sharing personal information 
online or are forced to do so in order to perform some online actions; for example, to setup 
an account.

The segment of Paranoid users is surprisingly large (39.7% of the surveyed population) 
due to the fact that many studies emphasize that only a small percentage of people protect 
their personal data in a comprehensive way.

The rationale for the P2I segmentation is confirmed by the responses to the more detailed 
questions relating to both declarations concerning the significance of privacy protection, and 
various behaviors connected with online privacy protection (Tables 1-4).

The P2I segmentation makes it possible to identify significant differences between re-
spective segments as regards opinions on the importance of privacy protection (Table 1).

The results obtained show that along with a decrease in the number of information types 
being posted online, as well as restricting the extent to whom this information is shared, 
the percentage of respondents declaring the importance of privacy protection increases. 
Interestingly, among the users belonging to the Open segment, who make a relatively wide 
range of personal information publicly available, quite a high percentage (almost 36%) de-
clared the importance of privacy protection. This may be a consequence of their peculiar 
definition of what is private. It can be assumed that in the opinion of this segment, sharing 
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information about one’s private life does not violate privacy and thus does not exclude being 
concerned about it. 

Table 1
Percentage of respondents within the P2I segments declaring the importance  
of privacy protection

User segments Privacy protection is important to me (%)

Open 35.7%
Careful 58.9%
Paranoid 63.9%

Source: own research.

The P2I segmentation also makes it possible to clearly identify those who behave differ-
ently in terms of their willingness to provide personal data, the type of data provided, and the 
measures taken to protect privacy (Tables 2-4).

In order to determine the details of the propensity to provide personal data, the behavior 
of Internet users in situations where personal data is required was examined (Table 2).

Table 2
Percentage of respondents within the P2I segments declaring a willingness to provide/
not provide personal information in specific situations 

Specification

Situations connected with providing personal information
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movies/pic-
tures from 
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Open 7.1 28.6 50.0 14.3 14.3 35.7 7.1 50.0 7.1 35.7 50.0 0.0
Careful 3.8 35.5 30.6 21.9 3.8 50.2 2.6 49.4 2.6 59.2 18.9 9.8
Paranoid 3.3 46.7 17.4 31.5 1.1 66.3 2.2 64.1 2.2 75.0 7.6 17.4

Note: The results do not add up to 100% because the scale also included the following two categories: ‘I provide 
fake data if this does not affect the benefits I can obtain’ and ‘I provide personal data to obtain benefits but I do 
this reluctantly’.
Source: as in Table 1.
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The readiness to provide personal data is largely contextual. The users’ behavior is dif-
ferent when personal data is necessary (for example when signing contracts), and different 
when it is voluntary (for example when downloading movies). Nevertheless, for all the pre-
sented situations, the Paranoid segment’s propensity to provide personal data is lower than 
that of the Careful, and significantly lower than that of the Open. This confirms the valid-
ity of segmentation conducted by the P2I index. Similar conclusions can be drawn from an 
analysis of the type of personal data shared online (Table 3).

Table 3
Percentage of respondents within the P2I segments declaring absolute refusal  
to provide online particular types of personal information
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Open 0.0 7.1 50.0 21.4 50.0 28.6 57.1 14.3 14.3 28.6 50.0 42.9 21.4 35.7
Careful 5.7 20.4 76.6 40.8 76.2 41.9 77.0 8.3 23.4 40.8 63.8 67.2 56.2 52.8
Paranoid 10.9 39.7 85.3 72.3 90.8 70.1 91.3 22.8 45.1 62.0 88.0 88.0 84.8 67.4

Source: as in Table 1.

The findings relating to the type of information shared online make it possible to indicate 
the information which in the opinion of the respondents significantly violates their privacy, as 
well as that which does so to a lesser extent. The former includes material status, health, ideo-
logical issues (religion and political views), sexual orientation, and PESEL number; whereas 
the latter includes name, surname, and age (though it has to be noted that everybody in the 
surveyed group is young). In each case, however, the declaration of absolute refusal to provide 
personal information clearly differentiates the three segments, ranging from strong resistance 
to disclosing personal data in the Paranoid segment to mild reluctance in the Open one.

The final issue to be examined was identifying the measures taken to protect privacy on 
the Internet (Table 4).

The Paranoid segment comprises the largest proportion of users (compared to the other 
two segments) who protect their privacy, regardless of which measure the protection con-
cerns. However, regardless of the user segment, the results indicate that 92.7% of respond-
ents use at least one measure to protect their privacy (the option ‘I use none of the above 
measures’ was selected by 7.10% of the respondents). The most commonly used measures 
are those that do not require advanced technical knowledge about computers and the Internet. 
At the same time, such measures are quite effective. The measure ‘I sign out of websites,’ 
indicated by 82.19% of respondents, removes a cookie placed in the browser, which prevents 
the website from tracking webpages visited by the user after signing out. The action ‘I delete 
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cookies,’ selected by 45.49% of the respondents, is even more effective because it removes 
all the cookies placed in the browser by previously visited websites, including those that do 
not require user to sign in and therefore do not delete cookies after signing out. In this way, 
each time the user starts up the browser they are treated as a new one, and therefore cannot be 
linked to data stored in data management platforms (DMPs) which collect information about 
the webpages visited by users. At the same time, a very small percentage of respondents 
take measures ensuring the highest degree of privacy protection, such as encrypting e-mails 
(4.72%), using proxy servers and VPNs (5.36%), or using the Tor network (1.50%). This 
can be explained by a probable lack of technical knowledge (the respondents were students 
of university of economics) as well as the necessity of incurring additional expenses (using 
a proxy server or a VPN network requires a monthly subscription of about 10 USD).

Table 4
Measures taken to protect online privacy in the P2I segments    

Measures for privacy protection
P2I segments

Total
Open Careful Paranoid

I sign out of websites 57.1% 81.1% 86.4% 82.5%
I do not allow websites to remember my password 28.6% 52.1% 53.8% 52.1%
I delete browsing history 7.1% 46.0% 50.0% 46.4%
I delete cookies 21.4% 46.0% 46.7% 45.6%
When signing up on websites I provide fake data 14.3% 19.6% 25.5% 21.8%
I browse the web using the incognito mode 14.3% 17.0% 18.5% 17.5%
In my browser I have set on the options ‘never remember 
history’ or ‘delete history on exit’ 0.0% 14.7% 9.8% 12.3%
I use a dynamic IP address 7.1% 12.1% 10.3% 11.2%
I use proxy servers / VPN networks 0.0% 5.7% 5.4% 5.4%
I encrypt e-mail messages 0.0% 5.3% 4.3% 4.8%
I use the Tor network 0.0% 1.9% 1.1% 1.5%
I use none of the above measures 28.6% 8.7% 3.3% 7.1%

Note: respondents could select more than one answer.
Source: as in Table 1.

Conclusions

The aim of this paper was to determine the propensity to protect personal data in a group 
of young Internet users using the Privacy Protection Index developed by the authors. The pre-
sented findings clearly show that even in this fairly uniform age group there is considerable 
diversity of behaviors concerning attitudes to protect personal data. This diversity has become 
the reason for creating the P2I index, which makes it possible to classify users according to their 
awareness and involvement with respect to the protection of personal data online.
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Based on the value the P2I index, three groups of Internet users, Open, Careful and 
Paranoid were identified. This classification was confirmed by the responses to specific 
questions relating to the willingness to provide personal data, the type of data provided, and 
the measures used to protect online privacy.

Undoubtedly, the issue of privacy protection should be the subject of further research 
involving other groups in the general population, selected on the basis of different criteria 
such as age, education, the extent of Internet usage in everyday life, or knowledge about 
its technical aspects. Another important reason for expanding research on the protection of 
personal data is connected with changes in the legal environment, requiring providers of IT 
solutions to employ increasingly sophisticated methods for protecting the personal data of 
Internet users; e.g. the General Data Protection Regulation to be implemented in Poland.
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Postawy studentów wobec ochrony prywatności w Internecie

Streszczenie

W artykule przedstawiono wyniki badań, które miały na celu określenie postaw 
studentów wobec ochrony prywatności w Internecie. Badania przeprowadzono 
w 2016 roku na próbie 466 studentów Uniwersytetu Ekonomicznego w Poznaniu. 
Do zebrania danych zastosowano technikę CAWI. Główne ustalenia pozwoliły na 
zaproponowanie oryginalnego wskaźnika ochrony prywatności, który ocenia świa-
domość i zaangażowanie użytkownika pod kątem ochrony jego prywatności w In-
ternecie. Wskaźnik zastosowano do wyodrębnienia trzech segmentów populacji: 
osoby otwarte, ostrożne i paranoicy; segmenty te różnią się pod względem swych 
cech z punktu widzenia ochrony prywatności w Internecie. 
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Отношение студентов к защите личных данных в интернете

Резюме

В статье представлены результаты эмпирических обследований, направлен-
ных на определение отношения студентов к защите личных данных в интерне-
те. Обследования провели в 2016 г. на выборке 466 студентов Государственно-
го экономического университета в Познани. Для сбора данных использовали 

handel_wew_4-1-2018.indd   362 13.08.2018   12:24:59



363S. STRYKOWSKI, B. BORUSIAK, B. PIERAŃSKI, R. ROMANOWSKI

метод CAWI. Основные результаты позволили предложить оригинальный ин-
декс защиты личных данных, которым оценивают сознательность и включение 
пользователя с точки зрения защиты его личных данных в интернете. Индекс 
применили для выделения трех сегментов в популяции: открытых людей, осто-
рожных и параноиков, которые отличаются по своим характеристикам с точки 
зрения защиты личных данных в интернете. 
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