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— ABSTRACT —

The aim of this study is to examine the impact 
of digital technologies on the creation and 
final shape of the EU’s strategic autonomy� The 
author employed the network institutionalism as 
a theoretical basis and applied a critical analysis 
of the available material� The following hypoth-
esis is positively verified: development of digital 
technologies is modifying strategic autonomy 
and extending it beyond the logic of freedom of 
political and military action� Digital resilience 
of core areas of EU’s functioning should be at 
the heart of this concept� The author argues that 
this model of strategic autonomy (enhanced by 
the close alliance with the United States) will 
enable the EU to strengthen its global position 
in technologically driven world� Less politiciza-
tion is also a key reason for such a solution� It is 
particularly important in the context of the crisis 
of European integration�

— ABSTRAKT —

Celem niniejszej analizy jest zbadanie wpływu 
technologii cyfrowych na budowę i ostateczny 
kształt autonomii strategicznej UE� Autor 
przyjął sieciowy instytucjonalizm jako podstawę 
teoretyczną wywodu i zastosował metodę kry-
tycznej analizy dostępnego materiału� Pozytywnie 
zweryfikował postawioną hipotezę, zakładającą, 
że rozwój technologii cyfrowych modyfikuje 
autonomię strategiczną i  rozszerza ją poza 
logikę swobody działań polityczno-wojskowych� 
W centrum tego konceptu znajduje się natomiast 
odporność kluczowych, zdefiniowanych przez 
technologie cyfrowe obszarów funkcjonowania 
UE� Autor dowodzi, że budowa tego rodzaju auto-
nomii strategicznej (wraz ze ścisłym sojuszem 
technologicznym z USA) pozwoli UE wzmocnić 
pozycję globalną� Za podjęciem jej budowy 
przemawia także mniejsze upolitycznienie, co 
jest szczególnie istotne w warunkach kryzysu 
integracji europejskiej�
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INTRODUCTION

Dynamic changes in the architecture of the international system prompt state 
and non-state actors to take adaptation measures� The most important factor 
behind these changes is the US-Chinese competition for global primacy� Its 
impact is visible almost anywhere in the world� Alongside the Asia-Pacific region, 
which is the main theater of struggle, the European Union retains peculiar role 
in the ongoing rivalry�

As an integration project bringing together traditional US allies (also within 
NATO) and economically connected in many ways with China, the European 
Union is looking for its role in the world, while also dealing with the major 
internal crisis� However, the pace and direction of change on the global stage has 
led the Community institutions and the leaders of the most important Member 
States to discuss strategic autonomy� Its simplest definition assumes that it is 
a condition where an entity can formulate interests and objectives and freely 
take independent or cooperative actions in the international environment to 
implement them� This applies primarily to foreign and security policy� This 
concept has been circulating for years in the documents of the EU institutions 
(Conclusions – 19/20 December, 2013; Shared Vision, Common Action…, 2016)�

The need to build it is particularly emphasized by France, which traditionally 
seeks ways to balance the position and influence of the United States in Europe� 
Continuing the political line initiated by President Charles de Gaulle, President 
Emmanuel Macron presented his vision of a “sovereign Europe” (Sorbonne 
Speech of Emmanuel Macron, 2017)� This would constitute a European response 
to the then US President Donald Trump’s policy and the UK’s exit from the EU 
structures� French concepts place particular emphasis on autonomy in the field 
of security policy and military crisis response capabilities – particularly in areas 
where the strategic interests of France are located, primarily in North Africa and 
Sahel� However, new collective defense projects in Europe aimed, in the light 
of these concepts, at extending French nuclear deterrence to the EU as a whole 
and at engaging in strategic dialog with Russia, have been seen as an attempt to 
undermine NATO’s role� The French concept is read as a sole instrument for 
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seeking independence from the United States� Admittedly, Macron has departed 
from the term ‘sovereignty’ in favor of the term ‘strategic autonomy’ (Gressani, 
Malik, & Bloj, 2020), but this has not fundamentally changed the perception of 
French concepts� In Germany in particular, the attachment to the transatlantic 
alliance with the United States as a guarantor of European security has proved 
especially strong (Rahman, 2021)�

The weakness of the divided EU in global relations is striking� In the light of 
the deep problems of the European project, strategic autonomy is regarded as 
a “pipe dream”� There is also no shortage of voices that France wants to make the 
strategic autonomy a “vehicle” to pursue its own interests� However, this does not 
mean that the debate on the need to develop a strategic autonomy exists only in 
the political projects of the individual Member States� Following the European 
Council meeting on February 26, 2021, the President of the European Council, 
Charles Michel, stated that the Community would increase its capacity to act 
independently, but in close cooperation and coordination with NATO and the 
United States� This was a response to the statements by the newly elected US 
President Joseph Biden announcing “return of America” (Bielecki, 2021)�

This, necessarily limited, outline shows the framework of the debate on 
European strategic autonomy� It is delineated by the political weakness of the EU 
itself, the differences in interests and perceptions of threats in Member States; the 
parameters of the global situation; the influence of external actors – both allies 
(the United States) and potential and real adversaries (Russia, China)�

The European discussion on strategic autonomy focuses mainly on the mili-
tary dimension� Although more detailed analyzes refer to the industrial base, the 
resilience of critical infrastructure, cyber security, value chains and energy, the 
discussion on strategic autonomy is most intense when it comes to military capa-
bilities or, more widely, the ability to actively define situation in the international 
environment� The impact of dynamic development of digital technologies such 
as 5G networks, artificial intelligence, nanotechnology and quantum comput-
ing is an important, but fundamental element in defining European strategic 
autonomy� However, these issues are dealt with as part of a separate concept – the 
“technological sovereignty”� The observed pace of development and the impact of 
digital technologies on all functions of social and political systems require that 
they be assigned a different rank within strategic autonomy concepts� Digital 
technologies will redefine many aspects of states’ and society’s realities� Many 
instances of these transformations can be seen contemporarily� Consequently, 
the concept of strategic autonomy will also be modified� Strategic autonomy also 
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means that the entity is technologically “capable of” and “immune to”� It also has, 
of course, a political dimension� “Sovereignty”, on the other hand, is not attractive 
or even acceptable for the EU and its Member States�

As elaborated, the strategic autonomy of the European Union is not a new 
idea� In addition to the political debate at EU and Member State level, the interest 
in this concept is reflected in scientific research�

LITERATURE REVIEW

There are many publications in the international scientific input which take up 
a conceptual analysis of European strategic autonomy, focusing primarily on 
their political and military dimensions (e�g�, Bellou, 2021; Bartels, Kellner, & 
Optenhögel, 2017; Chappell, Mawdsley, & Petrov, 2018; Fägersten, 2020; García 
Pérez, 2019; Grevi, 2021; Howorth, 2018; Knutsen, 2016; Meijer & Brooks, 2021; 
Noël, 2019; Pieper & Lak, 2019; Ryon, 2020; M�E� Smith, 2018; Zieliński, 2020)� 
A European approach to strategic autonomy, defined on the basis of the freedom 
of offensive political action, supported by military force, is being examined in the 
works about development of the Common Foreign and Security Policy, Com-
mon Security and Defense Policy, Permanent Structured Cooperation and other 
similar EU initiatives (e�g�, Allen, Hodges, & Lindley-French, 2021; Dijkstra, 2021; 
Egeland & Pelopidas, 2021; Fiott, 2019; Karampekios & Oikonomou, 2015; Tim-
mers, 2018; Sweeney & Winn, 2020; Trybus, 2014; Violakis, 2020; Voskopoulos, 
2021)� The defence industry plays an important role in these publications, which 
emphasizes the role of technology in the structure of strategic autonomy in turn�

The issue of strategic autonomy is addressed directly or indirectly by the 
authors who analyze the European Union’s foreign policy� They show all the 
problems the EU faces in areas of strategic importance for each Member State 
(e�g�, Biscop & Whitman, 2013; Blockmans & Koutrakos, 2018; Howorth & 
Keeler, 2003; Morillas, 2019; Shepherd, 2021; Sjursen, 2007; M�E� Smith, 2017; 
Wessel & Larik, 2020; Westlake, 2020; Zyla, 2020)� In addition to this, mention 
should also be made of publications dealing with foreign policies of the most 
important European actors (i�e�, Ostermann, 2019; Joly & Haesebrouck, 2021)�

A classically defined European strategic autonomy is linked to the nature 
of the transatlantic relationship and cooperation with NATO� Many authors 
(including: Hofmann, 2013; Howorth, 2017; Howorth, 2017a; S�J� Smith, Gebhard, 
& Graeger, 2020; Toje, 2008) analyze this complex issue�
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The EU’s strategic autonomy is also being examined in a global context, with 
particular regard to the transformation of the global balance of power (i�e�, 
Biscop, 2016; Ginsberg & Penksa, 2012; Haar et al�, 2021; Johansson-Nogués, 
Vlaskamp, & Barbé, 2020; Keukeleire & Delreux, 2014; Lütz et al�, 2021; Tocci, 
2017)� Account should also be taken of the context of the capacity to undertake 
military interventions, which, according to certain political and expert circles in 
Europe, is at the heart of the EU’s strategic autonomy (Bakardjieva Engelbrekt et 
al�, 2020; Koenig, 2016; Nováky, 2018; Pohl, 2014)�

A separate category of exploration of the theoretical and practical dimension 
of European strategic autonomy is constituted by analyses published by European 
and American think tanks (Besch & Scazzieri, 2020; Borrell, 2020; Cameron, 
2021; Demertzis, 2021; Drent, 2018; Franke & Varma, 2019; Grevi, 2020; Helwig, 
2020; Koenig, 2020; Lefebvre, 2021; Lippert, von Ondarza, & Perthes, 2019; 
Nissen & Larsen, 2021; Romanyshyn, 2021; Sabatino et al�, 2020; Youngs, 2021; 
Terlikowski, 2021)� The catalogue of sources is complemented by legal acts and 
publications of various kinds issued by the European Union institutions�

The study’s literature outline, although non-exhaustive, allows to advance to 
presentation of methodological parameters�

METHODOLOGY AND CONCEPTUAL FRAMEWORK

The author adopted the network institutionalism as a theoretical basis� The 
importance of social and technological networks in society focuses the growing 
interest of social science representatives, including political science and its sub-
discipline – international relations� Christopher Ansell (2006, pp� 75–76) lists 
four meta-principles of network institutionalism�

Firstly, the network institutionalism adopts a relative approach rather than 
an atributional approach in the analysis of the activities of social institutions� 
This means that the focus is on the links and interactions, not the attributes 
of the institution� In the context of the action of the EU institutions, not their 
formal powers are important, but the current state of relations with the various 
Community countries� This is a condition for their actions, also in terms of 
formulating strategies or making politically binding interpretations of reality�

Secondly, it assumes complexity because the above-mentioned links have 
complex structures� The network of interactions and linkages between the EU 
and its institutions is highly complex and composed� These links take place in 
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all areas of activity of European institutions and agencies, Member States and 
European societies, economic entities, NGOs, or virtual communities�

Thirdly, networks – in the context of action of social institutions – are both 
a resource and a limiting factor� The network approach to EU’s structure and 
actions clearly shows that the EU is generating resources through Member States� 
On the other hand, however, it is limited by the interests and political will of the 
Member States and its goverments and societies�

Fourthly, the network institutionalism assumes that networks have the capac-
ity to mobilize social resources and social capital in many different ways� The 
world of social networks is not only complex� It is also biased� In the ecosystem of 
EU institutions and Member States, this means differentiated access to informa-
tion, resources and support, sometimes resulting in serious conflicts and inertia� 
The European Union, as a multi-level integration structure, with many political, 
social and economic forces, can be analysed through the prism of network�

The author employs scientific pragmatism as a strategy which sets out how 
to formulate the methodological basis� It creates the causal chain� It postulates 
full flexibility in the selection of methods and techniques� The most important 
criterion is the maximum utility (Creswell, 2013, pp� 36–37)�

From the explored issue perspective, it is natural to choose qualitative 
research tools: analysis and critique of available sources and analysis of docu-
ments� The methodological body will be complemented by structured interviews 
with Members of the European Parliament� The choice of European legislators 
is dictated by their specific position in the network of EU institutions and by 
intensive work on technological issues�

The aim of the study is to identify the impact of digital technologies on the 
European Union’s strategic autonomy in statu nascendi� The following research 
questions should therefore be answered: What are the EU’s potentials in digital 
technologies and how do they determine its international position? How do 
digital technologies impact the EU’s core functions?

Considering the research problem outlined above, the author puts the fol-
lowing hypothesis: multidimensional pressure of digital technologies requires 
the extension of the classic concept of EU’s strategic autonomy and forces 
withdrawal from the logic of military force projection and freedom of political 
actions in crisis situations� EU’s multi-level resilience should be at the heart of 
the strategic autonomy in a world defined by digital technologies�

The analysis of the research problem described above should begin with 
a reflection on the technological determinants of the EU’s international position�
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THE EU IN THE DIGITAL WORLD

According to Mark Rhinard and Gunnar Sjöstedt (2019, p� 5), the status of the 
EU as an actor on the international stage cannot be seen solely through the “actor 
capacity” dimension, but also through the “actor performance” concept that they 
have introduced� Researchers argue that the EU “has accumulated enough of 
the key traits of a generic foreign policy actor” (2019, p� 24)� The EU, analyzed 
through the lens of network institutionalism, is a network structure capable of 
mobilizing various resources, generated by links between different institutions at 
different levels of the Community� It is capable of carrying out various activities in 
an international environment� In the field of technological development, the EU 
seeks to harmonize Member States’ policies to underpin global competitiveness� 
The interests of the Member State are a limiting factor, an immanent element of 
the network institutionalism� This makes it difficult to generate strength in the 
international environment� The size of the market and the resources of the EU 
(along with political potential when it is mobilized), however, allow to classify 
the EU as a major actor�

The international position is increasingly defined by the level of development 
of digital technologies� The Fourth Industrial Revolution, like the previous ones, 
affects all areas of activity in societies, economies, and countries� However, in the 
case of this ongoing, the pace and extent of this impact are unprecedented� The 
Fourth Industrial Revolution is driven by rapid progress in Artificial Intelligence, 
superfast 5G telecommunications networks, Big Data analytics, automation and 
robotics, Internet of Things (Schwab, 2016, pp� 1–3)� Those technologies give 
impulses to vast array of innovations, therefore complex technological ecosystem 
expand across all domains of human activity – from social, through economic, 
to political�

The establishment of regulations and standards is dominant in EU activities 
in the field of digital technologies� Primarily in the Artificial Intelligence and 
Big Data sectors� These technologies are perceived as crucial for economic and 
social development (data is treated as technological avatar of oil)� Regulatory 
activities are beneficial and strengthen the position and competitiveness of the 
EU (Sikorski, 2021)� The size and structure of the European digital market and 
the volumes of data produced can guarantee high levels of profit over a decade 
(Soulava, Cameron, & Ying, 2021, p� 8)� The potential of the EU in this sector 
can be considered as high and solid� The most important obstacle to its use 
is, however, the lack of uniform, innovation-friendly rules for the commercial 
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use of data, which is the main resource serving the development of Artificial 
Intelligence� The first step in addressing these issues, foreseen in A European 
Strategy for Data (2020), was adopted in the 2021 in the form of Data Governance 
Act, which creates a new legal structure for data management in the EU� This 
legislation will apply to the creation of the European Common Data Spaces, 
which will initially cover the health, energy, and agriculture sectors (Bertuzzi, 
2021)� As Angelika Niebler, Member of the European Parliament (Committee on 
Industry, Research and Energy, D-US Delegation for relations with the United 
States), argues, data space should “grow organically” and the EU “can and should 
facilitate cooperation between Member States to break-up and connect national 
and sectoral data silos, share best practices and develop common data standards 
where it is reasonable” (Niebler, 2021)� The Data Act is considered to be the 
next step� It is intended to regulate the methods and scope of the collection and 
commercial use of non-personal data (Headdon, 2021)�

Methods, scope and management distrust for data sharing (Niebler, 2021) in 
the EU can hinder the development of Artificial Intelligence� Strategic relevance 
of this technology requires to treat it not only as a “matter of regulation” (Voss, 
2021)� The quality of data used in European Artificial Intelligence projects is 
not sufficient (Draft Report on Artificial Intelligence, 2021, p� 15)� In addition to 
regulations (including General Data Protection Regulatory), there is also a low 
level of trust in this technology in EU countries� Community’s actions in this 
field are also limited by the Member States themselves, as they see the question 
of AI differently (Bratberg, Csernatoni, & Rugova, 2020, p� 21)�

The conclusions of the report prepared by the Center for Data Innovation 
(Castro & McLaughlin, 2021) show that the EU is developing slowly in the field of 
Artificial Intelligence� The analysis was based on 30 metrics across six categories: 
talent, research, development, hardware, adoption, and data� The United States 
leads in talent, research, development, and hardware; China – in adoption and 
data� Overall, the US amassed 44�2 out of 100 possible points� China was behind 
with the result of 32�3� The European Union earned 23�5 points� The study also 
takes the size of labor force into account� This has shown a slightly different 
picture of AI competition, with the US remaining at the leading position (58 
points)� However, the EU (24�2 points) has been better off than China (17�8)� 
Nevertheless, the Middle Kingdom is consistently closing the gap (Castro & 
McLaughlin, 2021, p� 2)�

The EU’s position in the development of 5G superfast networks has relatively 
improved� Successful roll-out of 5G will stimulate the development of an entire 
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ecosystem of different innovations (notably the industrial Internet of Things) 
and will contribute to an even faster growth of data volumes� 5G development 
was the first significant manifestation of the fierce US-Chinese competition for 
global primacy� Initially, the EU had to choose between cooperating with the 
economically competitive Chinese companies or the traditional US alliance 
(at the time of Donald Trump’s administration)� The EU itself has, under the 
influence of this situation, attempted to strengthen screening procedures for 
telecommunications investments, particularly in the most sensitive parts of the 
network (Carcy, 2021, p� 17)�

According to Gartner report (Ericsson Named…, 2021), Swedish Ericsson is 
the market leader in 5G� The EU therefore has a solid basis for developing and 
generating the advantages in this sector� The most important risks are China’s 
offensive in international standardization bodies (like the EU in the area of 
AI and data, China wants to be a rule-setter rather than a rule-taker) and the 
continued support of Chinese authorities (including intelligence) for companies 
such as Huawei�

However, the missing component of the modus operandi of the EU in the field 
of digital technologies is geopolitical thinking� Competing for global primacy, 
the United States and China are rightly assuming that the global force pattern of 
the future will be defined by countries with strong potential in the fields of AI, 
robotics, autonomous devices, additive technologies (3D printing, 4D printing), 
nanotechnology, and quantum computing�

Globalization, which has defined production and trade models, is increas-
ingly fragmented� Major international actors build the “tech-protectionism” and 
seek control over the value chains that are most important for digital technologies 
development� The United States and China have a dominant position over the 
EU in increasingly intense digital competition� They are world’s “technological 
centers of gravity”� According to 2019 data, the digital technology companies 
located in these countries “accounted for 90 per cent of the market capitaliza-
tion of the 70 largest digital platforms (68 per cent and 22 per cent speed), 75 
per cent of all patents related to blockchain technologies, 75 per cent of the 
cloud computing market, and 50 per cent of global funding on the internet of 
things” (Torreblanca, 2021, p� 41)� The United States continues to be the leader 
in innovation, with the strategy to become a technological superpower with 
the market of appropriate size and financial resources to compete with China� 
However, the Middle Kingdom is consistently implementing its technological 
superiority strategies, utilizing vast state potentials to support economic enti-
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ties (Mozur & Myers, 2021)� Given the Chinese population control practices 
in Xinjiang Province and the actions against foreign (and domestic) Big-Tech 
companies, it can already be described as a ‘techno-authoritarian state’ (Kynge 
& Yu, 2021)� This gives China an advantage over the EU and the United States, 
driven by traditional democratic values� This is a natural stimulus for deeper 
cooperation between them� After Joseph Biden took office as the President of 
the United States, an attempt was made to rebuild the transatlantic relations that 
were undermined during Donald Trump’s term� This is reflected in the establish-
ment of the EU-US Trade and Technology Council (TTC) at their summit in 
Brussels on June 15, 2021� It is intended to work as a mechanism for coordinating 
activities in the field of technological standards, climate and clean technology, 
information technology, data governance, misuse of technology, competitiveness, 
security, export controls (EU-US Trade and Technology Council…, 2021)� The 
very creation of such an institution is undoubtedly beneficial for both sides, 
although its operations may encounter problems (e�g�, the regulation of data 
flows)� According to the assessment of Radosław Sikorski – the chairman of the 
European Parliament’s Delegation for relations with the United States of America 
(D-US) – the basis for cooperation is solid even after a possible change in the 
US to a policy that is less favorable to strengthening transatlantic relations� The 
reason for this is a bipartisan understanding of the importance of technological 
rivalry with China (Sikorski, 2021)�

The EU, despite its high potential in digital technologies, is not in a position 
to achieve a global advantage� This is despite the mobilization of resources and 
the synergy of the activities of the various EU institutions� The limiting factor 
is, of course, conflicting interests, the specific policies of the Member States and 
the perception of the importance of digital technologies (lack of trust, resulting 
in sharp regulations)� The EU’s activities are further complicated by the interna-
tional context and the ongoing US-Chinese technological cold war� The result 
is an increasingly strong “tech-protectionism” and fragmented globalization� 
Objective factors such as narrow access to raw materials in the EU should not be 
overlooked either� Thus, it seems impossible to catch up with the US and China 
in many areas of digital technologies�

The EU, however, will not be a weak player, but it will also not be able to 
generate global advantages that are comparable to the US and China� Never-
theless, close cooperation with the US can compensate for this� Therefore, the 
strategic autonomy of the EU in digital age will have to rely on building resilience 
in key areas to be impacted by digital technologies� Such resilience is essential 
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to building EU strategic autonomy� This will define the optimal level of future 
political-military freedom of action (regarding the nature of the links between 
EU institutions and the constraints created by Member States)�

STRATEGIC AUTONOMY THROUGH DIGITAL RESILIENCE

The European Political Strategy Centre enumerates three “sin qua non dimen-
sions” of strategic autonomy: political (susceptibility to blackmailing, coercion; 
integrity of democratic procedures; ability to shape global norms, rules and 
standards), operational (exposure to cyber threats; integrity of critical infor-
mation infrastructure), and industrial (import dependencies; supply chain 
disruptions; supply chain security; compromised equipment entering the EU; 
foreign control of critical infrastructure and essential service providers; ability to 
develop future capabilities)� Industrial dimension covers the ability of the EU to 
meet current and future technological demands, including digital technologies� 
Operational dimension refers to the security of critical IT and communication 
networks� Political dimension is defined by undisrupted, efficient functioning 
of political processes and social stability (European Commission, 2019, p� 3)� 
Digital technologies will define each dimension of strategic autonomy described 
above� The European ability to set goals and achieve them will therefore depend 
on its resilience� It can be defined as the state of architecture of various types 
of systems (technological or social), guaranteeing continuity of operations and 
readiness for various variants of situations of unexpected events – failures, 
disturbances, intentional destructive actions, etc� In an increasingly connected 
social and technological environment, the undisrupted functioning of digital 
infrastructure is the foundation of social, economic and political order� This is 
all the more important in the complex constellation of the EU institutions and 
the Member States�

According to the author, the most significant areas of strategic autonomy in 
the EU, as defined by digital technologies, are integrity of political processes, 
primarily the election cycles; integrity of critical information infrastructure; 
digital equipment entering the EU; control of critical infrastructure and essential 
service providers�

Integrity of the democratic procedures is a guarantee of the proper and stable 
functioning of political institutions – both at the Community and Member 
State level� Digital technologies already set the framework for the functioning 
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of political life in all its forms� They are the regulator of political processes, the 
main tool for communication and analytics� This is particularly important for 
the election cycles (Gajewski, 2021)� They are especially vulnerable to compu-
tational propaganda, or “the ways in which the use of algorithms, automation 
(most often in the form of political bots), and human curation are used over 
social media to purposefully distribute misleading information” (Saurwein & 
Spencer-Smith, 2021, p� 225)� This creates a serious threat, namely, the ability of 
an external entity to control political processes in the EU and to influence large 
social groups through the construction and deconstruction of views, inducement 
and regulation of emotions, generation of conflicts, etc� At a time of populist 
surge in Europe and increased Russian offensive operation in cyberspace, this 
has put the democratic institutions of the Member States and the EU itself at risk�

It is crucially important to control algorithms acting as “gatekeepers” or 
“intermediaries”, between the producer of news or opinion content and the 
recipient� In many cases, they increase polarization, mainly promoting emo-
tional content (Mems, 2020)� This is the space for manipulation and aggressive 
actions that can shape social opinions in the way that an external entity planned 
to pursue its own political or economic objectives� The UK referendum cam-
paign is an evocative example of this type of threat (Scientific Foresight Unit, 
2019, pp� 19–20)� Building resilience in this area is therefore crucial for the 
undisrupted operation of the EU as a whole, including external dimension� The 
key in this perspective is the creation of regulations that force the accountability 
of technology companies, especially the owners of social media� The EU should 
promote deep reforms of electoral laws to adapt them to the changing digital 
social reality� In addition to the regulatory actions in which the EU is a leader, 
the resilience of citizens and political actors is also needed� This is not just 
a question of the effective use of electronic media and algorithms in political 
campaigns� It is also a question of creating a body of skills for politicians at 
different levels to protect them from negative impacts and problems arising 
from the misuse of digital platforms�

The importance of integrity of critical information infrastructure for the 
functioning of the EU and the Member States can be compared to the impor-
tance of the nervous system in the human body� The resilience of digital critical 
infrastructure is a prerequisite for social stability� It is also a prerequisite for 
modern economies defined by data collection and flows� This realm falls within 
the broader category of cyber security in its technical dimension� The EU is 
taking a series of steps in this regard, creating an ecosystem of institutions 
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and mechanisms that de facto place cybersecurity issues at Community level� 
Within this scheme, the European Union Agency for Cybersecurity (ENISA) was 
established� It operates within four “communities”: Cyber Resilience Community, 
Cyber Defense Community, Cyber Diplomacy and Policies Community, and 
Justice in Cyberspace and Cybercrime Community (Gajewski, 2020, p� 113)� Key 
management systems for civil and special communications, energy networks and 
production processes, banking, transport, and other sectors in general need to 
be safeguarded� Joint action at EU level is all the more important as the threat 
of hostile action (states, terrorist and criminal organizations) using Artificial 
Intelligence engines will consistently increase� Defending against this type of 
automated attacks will be difficult, but not impossible� It will be crucial to build 
defensive capabilities based on AI, i�e�, automated vulnerabilities detection sys-
tems in key networks (Schneier, 2021)� However, the human factor (when dealing 
with complexity and size of the critical information infrastructure) makes it 
necessary to continuously invest in the digital competence of citizens and profes-
sional labor force� Advanced hacking attacks, such as the case of Ukraine’s power 
networks hit with the Industroyer malware (Greenberg, 2017), are the glimpse of 
future hybrid warfare� The EU will undoubtedly be the target, given the size of 
the market and its geopolitical importance� Building resilience in this area also 
requires the necessary political action – building long-term compromises and 
a common European strategic awareness�

Equipment entering the EU is the hardware dimension of networked critical 
information infrastructure� The risk of foreign control of critical infrastructure 
and essential service providers is a complement to it� As it was mentioned, glo-
balization and the removal of trade barriers, suffered many setbacks since the 
beginning of US-China technological cold war� This leads to the closing behind 
technological barriers – it is not currently a question of creating “cyberspace 
borders” (although China’s attempts to create a new Internet protocol and Rus-
sian attempts to cut off from the global network prove that this direction has 
already been taken), but barriers to equipment and service providers� The United 
States first excluded the equipment of Chinese Huawei and ZTE companies, 
after concerns about possible penetration of critical networks� The exclusion of 
Chinese companies from building 5G infrastructure in the Member States (in 
whole or only from critical information infrastructure) is evidence of the mag-
nitude of the problem in the EU� Strengthening investment screening – already 
adopted by the EU – is one of the most important tools for building resilience in 
this realm� Similarly, acquisitions and mergers that are changing the ownership 
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structure of European critical infrastructure operators must be controlled, also 
by the intelligence and counterintelligence services�

Many of existing backdoors in industry processes control software (SCADA) 
are already known� This vulnerability requires continuous close monitoring and 
aggressive posture (Hemsley & Fisher, 2018)� Although these issues are closely 
linked to advanced digital technologies, the HUMINT intelligence capabilities 
remain relevant� This also applies to the oversight of critical infrastructure critical 
workers� The ENISA report highlights, among other things, a possible scenario 
of paralysis of SCADA systems by a person employed by a critical infrastructure 
operator (ENISA, 2016)� Considering the network of multi-dimensional links 
that exist across the EU and the potential cascading effects of hostile activities, 
the security of the sector must be consistently increased�

CONCLUSIONS

The strategic autonomy of the EU in a rapidly changing world must take flex-
ible, adaptive shape� Transformative features of digital technologies make them 
central to the concept of strategic autonomy�

This concept, in its classic form, is politically controversial� This is due to 
the structure of the EU itself and the dynamics of relations in the network of 
Community and national institutions� It is mainly associated with the freedom 
to set foreign policy objectives and to pursue European interests without having 
to consider the positions of other global actors� This involves building military 
crisis response capabilities and conducting expeditionary military operations� 
The dispute over foreign policy priorities between Member States is therefore 
a natural consequence� As a result, the EU’s strategic autonomy is treated as 
a “hollow concept”� The EU’s internal crisis is also an important factor, which 
prevents the transfer of further competences in the field of foreign and security 
policy� Thus, the construction of a core of traditional strategic autonomy is virtu-
ally impossible�

However, it would be advisable to abandon the “maximum option”, which is 
associated with the strong fear of EU Federation and the creation of a European 
superstate� The EU is de facto operating in a network model� Its operations are 
based on a number of power centers and a complicated network of links and 
flows� These links are more important in the functioning of these institutions 
than their specific attributes� Strategic autonomy in interconnected digital, 
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infrastructural, political, economic, and social networks should be based on 
resilience of these key elements of the EU and the Member States’ functioning� 
These are, above all, democratic processes, the foundation of social stability� It is 
important to consistently raise the level of security of the broadly defined cyber-
space, especially the critical information infrastructure, which is the EU’s ‘neural 
system’� Utilizing the potential of mobilizing resources of networked European 
institutions is far less politicized than building real EU military capabilities (and 
thus the competences of nation state)�

In the context of complex global conditions for the EU, the technological and 
political alliance with the United States also becomes an element of strategic 
autonomy� Its foundations are already being created� If this project is successful, 
there will be an opportunity to improve the EU’s global position in relative terms 
by securing value chains in key sectors (microchips, raw materials)�

Taking action to build strategic autonomy, at the heart of which are digital 
technologies and the resilience of core EU functional areas and the consist-
ent development of standards for the use of digital technologies, will build the 
foundation for future enlargement of its concept and practice� This will, of course, 
depend on the direction of the evolution of the European project� However, the 
creation of multi-level digital resilience will provide the EU with a solid basis 
for the possible creation of real political and military force if this proves to be 
a desired or necessary objective�
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