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Abstract

Cyber security is a growing problem associated with everything a citizen or organisation
does in cyberspace. The problem thus outlined fits into a multifaceted programme
that can be addressed through cyber security management. The analysis in the article
compares the level of cyber security awareness among the staff of public institutions
and the private sector in four Central European countries, namely Poland, the Czech
Republic, Slovakia and Hungary. Public institutions are by nature open, decentralised
and rich in a wide range of data about the state, society, economy, economics and
research and innovation. For this reason, they are often exposed to serious cyber threats.
This study examines the relationship between cyber security culture and the urgent
need for preventive action against possible cyber threats.

The main thesis of the study is that an adequate understanding of cyber security
culture and improved awareness among employees about digital threats is key to
achieving cyber security growth. The research illustrates breaches in so-called digital
hygiene, which are caused by a lack of knowledge, skills and errors in employee
behaviour. Following a survey of staff employed in both public and private organisations,
an identification of key cyber security risk factors is made. Increasing staff competencies
can help improve cyber resilience.
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Kynbtypa Kn6ep6e3onacHoCcTy B rocyAapCcTBEHHOM Ml YaCTHOM
cekTopax LieHTpanbHo-EBponenckoro pernoHa

AHHOMauus

KubepbesomacHOCTh — 3TO pacTylas Ipobema, CBsI3aHHAs CO BCEM, YTO I'paXkzia-
HVH WIVM OPTaHM3aLVsl Ie/IaloT B KubepIpocTpaHcTBe. B TakoM Bupe aTa mpobiema
BIIMICHIBAETCA B MHOTOTPAHHYIO IIOBECTKY JHs, KOTOPYIO MOYKHO PEIUNTD C IOMOIIBIO
yrpasieHys KnbepOe3onacHOCTbI0. AHA/IN3, IPOBEfIeHHBbIIl B CTaThe, CPABHMUBAET YPO-
BEHb 0CBEJJOM/IEHHOCTH O K116ep6e30IacHOCTH CPeiyt COTPYAHMUKOB TOCYAaPCTBEHHBIX
YYPEXIEeHNI ¥ YaCTHOTO CEKTOPa B YeThIpex cTpaHax llentpanbnoii EBponst - [Tonpmre,
Yemurckoit Pecrry6muxe, CroBaxnu 11 Benrpun. [ocynapcTBeHHbIe yIpeXXIeHNU 110 CBOE
IPUPOJIe OTKPBITHL, IeL{eHTPAIM30BAHBI 1 OOTaThl MIVPOKNM CIIEKTPOM JAHHBIX O TO-
CyHapcTBe, 001ecTBe, 9KOHOMIKE, HAYYHBIX MCCIeJOBAaHIAX M MHHOBALMAX. I10 901!
[IpUYVHE OHM YaCTO [IOIBEPraloTCs Cephe3HbIM K1tbepyrposam. B maHHOM nccenoBa-
HII PACCMATPUBAETCS B3aNMOCBSI3b MEX/Y KY/IbTYPOit Knubepbe30nacHOCTI 1 OCTPOIi
HEeOOXOIVMOCTBIO IPEBEHTYBHBIX IeJICTBII IIPOTIB BO3MOXKHBIX KIOEpyrpos.

OCHOBHOI TE3UC MCC/IEIOBAHNA 3aK/II0YAETCA B TOM, UTO a/]eKBaTHOE IIOHMMaHue
KY/JIbTYpbl K116epOe30IacHOCTU 1 IOBBIIIEHNE OCBEJOMIEHHOCTU COTPY/HUKOB
0 IMQPOBBIX yrpo3ax sIBIAETCS KIIYOM K JOCTIDKEHNIO pocTa Kinbep6e30macHOCTI.
ViccnenoBaHue MUTIOCTPUPYET HAPYIIEHMs TaK Ha3bIBaeMOil IM(POBOI IUIVIEHBI,
KOTOpbIe BBI3BAHBI HEJOCTATKOM 3HAHMIT, HABBIKOB 1 OWIMOKAaMy B IIOBELEHUN
corpypHuKoB. Ilocie ompoca cOTPyZHMKOB, paboTalOIINX B TOCYyZapCTBEHHBIX
M YacTHBIX OPraHM3aALVAX, OBUIM OIIpelesleHbl OCHOBHBIE (DakTOpBI pucka
KubepbesonacHocTy. [1oBbIlIeHNE KOMIIETEHTHOCTI [IEPCOHAIA MOYKET CIIOCOOCTBOBATD
HOBBILIEHIIO KNOEPYCTONYNBOCTH.

Knioueevie cnosa: x1bep6e30nacHOCTb, KyIbTypa Kubep6e3onacHOCTI, OpraHu-
3alJMOHHasA Kyanypa, I‘OCyI[apCTBeHHbIe opranmsanny, MHHOBAaLINN, YHpaBTIeHI/[e
K16ep6e30macHOCTbIO

1. Introduction

he Internet has undoubtedly changed the world and the way modern
people live their lives. Politics, the economy, finance, the armed forces,

infrastructure, health care, culture, and intelligence services are heavily
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dependent on cyber technology. Billions of data, secrets and industrial
projects are now stored in systems that are inseparable from the Internet
(McCrohan, Engel, Harvey, 2010, pp. 23-41). This means that any collection
of confidential information is vulnerable to attack. The threats also force the
use of training on a larger scale to make employees of public institutions
aware of the dangers of operating in cyberspace (Korpela, 2015, pp. 72-77).

In today’s reality, it is impossible to define security without emphasiz-
ing the importance of the new phenomenon of cybersecurity culture. The
development of information technology has a huge impact on political,
economic, cultural and social aspects of life. This article touches on topics
concerning both the current state and the future scenario of the development
of a cybersecurity culture operating at the interface between the public and
private sectors.

Digital technology is often considered a critical factor in the functioning
of modern organizations. In order to prevent the loss of revenue and money;,
as well as to protect an organization’s reputation, data sets must be protected
from threats. Organizations use various standards and best practices when it
comes to cybersecurity. However, it often turns out that despite the numerous
recommendations on cyber threats and the many inspections that have been
carried out, there are still situations in which mistakes in the cyber area result
in huge financial and reputational losses (Arlitsch, Edelman, 2014, pp. 46-56).

Public entities are increasingly dependent on complex, interdependent
and integrated information systems. Key industries constitute the core in-
frastructure of the state, including telecommunications, energy, healthcare,
agriculture and transportation, among others. The economy is increasingly
dependent on information infrastructure, which is proving to be an essential
element for the continuity of industry (Hicks, Nivin, 2000, pp. 115-127).
Organized criminal groups have the opportunity to increase the effectiveness
of their operations through the increase in the number and scope of cy-
ber-attacks carried out, which are increasingly threatening IT infrastructure
systems. Since a significant portion of the vulnerabilities exploited by crimi-
nals are unavoidable, implementing a program of education and training for
government employees may prove to be one of the key countermeasures to
protect the country’s critical information infrastructure systems. In an in-
creasingly interdependent network of information systems, the private sector
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as well as the administrative structures of many countries can work together
to improve digital resilience by defining threats and setting tasks that can
prevent digital failures that are costly in their consequences (Camillo, 2017,
pp. 53-63). However, building technological capacity for security requires,
tirst and foremost, a thorough assessment of the capabilities of institutions
and their employees in terms of cybersecurity culture. So, it is critical to
examine the threats and vulnerabilities that pose a potential threat to an
increasingly digital public space.

Cyber threats are not only a negative phenomenon, but they can also
be, under certain circumstances, an opportunity for change and certain
innovations. They are therefore sometimes the impetus for changes in
cybersecurity policy (Warikoo, 2014, pp. 172-178). The rise of cyber threats
is forcing policymakers to take newer and more effective measures. The ex-
pansion of cyber threats can be understood by examining the phenomenon
not only in a technocratic context, but also in a socio-political one. This
is because cyber threats affect and strongly influence the quality of public
space, and thus the way state institutions perform their tasks (Brenner,
2014, pp. 9-22). Often, the perception of cyber threats also affects the level
of trust in public institutions and determines their cooperation with the
private sector.

2. Methodology

The purpose of the article is to reflect on the sources of cyber threats, the
nature of which is most often human behavior. The problem raised in the
work generates the need to analyze the functioning of institutions responsible
for security in cyberspace. Another purpose of the work is an attempt to
indicate selected processes that occur between the sphere of politics and
state security on the example of selected entities representing the public and
private sectors of the region of Central European countries.

An important point of reference, indicating changes in the functioning of
public services, is the experience of the COVID-19 pandemic, which forced
people to intensify their interaction with each other in the virtual world.
Thus, it is worth considering such a question, whether public entities emerge
from the pandemic richer from new experiences, and whether they have the
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potential to strengthen the culture of cybersecurity among personnel in the
public and private sectors.

As an illustration of the research conducted, the responses of staff work-
ing in the public and private sectors are captured using percentage data, so
that quantitative analysis becomes possible. Presenting the results in this
way makes it possible to characterize — in numerical terms - the scale of the
processes taking place in terms of the attitudes of employees of the surveyed
organizations regarding cybersecurity culture. The second research tool is
qualitative analysis, which makes it possible to learn about the determinants
of the cybersecurity culture model from the perspective of the causes and
motives of personnel behavior towards possible digital threats. This, in turn,
can clarify the causes of organizational problems from a social perspective.

Based on the analysis, conclusions can be made to minimize negative
phenomena that may be a threat to the organizations under study and also
to public policy. The study also uses a comparative method, which involves
detecting differences as well as similarities between state institutions and
institutions operating in the private sector area. A special opportunity to
confront the data is provided by the answers given by employees representing
the public and private sectors. The difference between the two groups of
personnel in terms of interpreting the obligations arising from the use of
cybertechnology, can show at the same time the difference in the perception
of the culture of cybersecurity, which today is an important aspect of the
public image of any institution.

The survey was conducted in January 2022 in public institutions as well
as organizations operating in the private sector. The research site was con-
ducted in Central European countries such as Poland, the Czech Republic,
Slovakia and Hungary, and precisely focused on institutions located in cities
such as Warsaw, Prague, Bratislava and Budapest. Employees from 22 public
institutions and 22 employees from the private sector were surveyed. The
total number of employees of the surveyed entities who responded was 459.

At this point, it should be noted that the survey results illustrating the
perception of cybersecurity responsibilities by the staff of the selected institu-
tions are not limited to this group of employees. The institutions participating
in the survey collaborate with other public entities and subcontractors for
specific and outsourced tasks. Therefore, the ability to maintain security in
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the protection of IT infrastructure and the mutual transfer of information
is crucial to security policy more generally. Some of the data obtained from
this survey indicates the challenges facing public institutions and the per-
sonnel employed in them. It is also important to reflect on such a question
as whether the situation of the covid-19 pandemic, which has forced many
institutions to make much more intensive use of digital technologies, has
resulted in an increased awareness of cybersecurity.

Despite the assurance of anonymity in the survey questionnaires, the
reliability of responses on the part of staff may seem problematic, especially
in the case that the surveys were conducted in the workplace. This fact as
well as the fear of making statements public may have distorted the survey
results. Nonetheless, it is worthwhile to undertake an interpretation of the
obtained results, as they will indicate a certain tendency as to the perception
of cybersecurity culture, characteristic of the Central European region. In
addition, the findings will also allow us to understand the obstacles that
stand in the way of relations between the public and private sectors. This is
particularly important, as in an increasingly digital reality, the two sectors
are bound to cooperate with each other.

Also, due to the nature of the questions and the possible negative char-
acterization of the image of the organizations participating in the survey,
and for the sake of respondents’ anonymity, the article does not specify the
names of the institutions where the survey was conducted.

3. Culture of cybersecurity

In today’s reality, it is impossible to define security culture without empha-
sizing the importance of the new phenomenon of cybersecurity culture.
The development of information technology has a huge impact on political,
economic, cultural and social aspects of life. Moreover, one can suppose that
the process of socialization in the field of cybersecurity is a key condition
for the smooth functioning of public institutions, whose responsibilities are
heavily dependent on cyber-technology.

An important concept — already hinted at in the topic of the paper - is
security culture. This term refers to how the state defines security, which
actors are effective in this process and what tools it uses to combat threats.
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Therefore, it can be said that it is difficult to analyze security policy without
understanding the security culture, the basic element of which is the values
passed down from generation to generation.

By its nature, the analysis of political processes is usually multidimen-
sional and complex, so in order to deeply understand the logic of their
existence and functioning, one also needs knowledge of the natural charac-
teristics of the selected regions and the peoples who inhabit them. In other
words, research analyses in the political or security spheres may present
incomplete knowledge if cultural factors are not taken into account. This
issue is particularly relevant in the context of the clash of disparate cultures
and civilizations. The above observation corresponds with the assertion of
Chris Barker, who emphasizes the close connection between values and the
structure and functioning of societies (Barker, 2004, p. 206).

It is worth noting that security culture as well as security policy are areas
that complement each other. Security culture is a kind of process of sociali-
zation and absorption of certain values, norms and principles, pertaining to
security, which have been determined either by a selected collective based
on, among other things, tradition, or by the pressure of the environment,
which enforces the adoption of a certain attitude, behavior in the face of
occurring or possible events. Enforcement of such actions is the subject of
policy, which determines a specific model for managing the security sphere
such as promoting selected values or controlling access to a selected body
of knowledge or place. Such attitudes initiate public discussion of control
policies, which necessitate the use of increasingly sophisticated procedures or
tools such as biometric technology to help authenticate certain individuals.
Digital identity is becoming an important research area, especially in the
tield of wireless communication using mobile devices.

Security culture is an immanent component of the work of institutions
operating in sensitive areas of the state. The way such an entity is managed
can have a key impact on, for example, the misuse and abuse of data resources
in cyberspace. So, cybersecurity is not only a technology confined to the
workplace, but also a concept relating to the social environment, which
consists of norms, customs and rules governing the work of institutions
that create a working atmosphere, building employee loyalty and satisfaction
with their duties.
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Theories, techniques and tools on the use of information by organizations
are needed both at the level of state institutions and private sector entities. So,
meeting the challenge of security culture (including information) requires
cross-sector cooperation. So, data security awareness among employees of
organizations operating in the private sector is of great importance in terms
of the stability and sustainability of the state.

However, the security culture of many institutions is different, as it re-
sults, among other things, from the tasks that these entities perform, and
in addition, in each organization the degree of security at the level of indi-
vidual departments retains different specifics. An important aspect is also
the requirements and pressures of the environment, which enforce specific
behaviors. However, these often conflict with strongly ingrained cultural
behaviors within the organization, which often leads to significant differences
between institutions in interpreting threats and taking action against them.
In addition, entities or personnel working together may exhibit low levels
of loyalty and motivation to their duties at work. The goal, therefore, is to
determine which places or stages of an organization’s operations may be
particularly vulnerable to failure or loss of valuable information.

Researchers such as Thomas Schlienger and Stephanie Teufel define
security culture from the perspective of the importance of information as
a socio-cultural element. They also point out that it is impossible to analyze
the importance of knowledge today without technology-based activities
(Schlienger, Teufel, 2003, pp. 46-52). Information security has become a nat-
ural aspect of the daily activities of an employee of any institution. There is
a growing belief - most often resulting from the consequences of information
systems failures - that security of, for example, databases should be the norm
in every organization. Thus, it can be said that concern for the confidentiality
of data in cyberspace is one of the elements of modern security culture.

With the advent of the Internet, it has become even more important to
protect data and information from unauthorized access. This is due, among
other reasons, to the fact that many people now have almost unlimited access
to the data of many institutions. Therefore, it becomes crucial to put in place
an effective mechanism for securing information and applications. Recent
developments in information technology have led to many of its applica-
tions in various business areas. Data has become a critical source for most
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institutions. Effective access, sharing, mining and use of information has
become an urgent need for many entities operating in a highly competitive
environment. To this end, organizations are making a number of efforts to
build comprehensive knowledge consisting of various data sources that are
scattered in many places.

Information system security has become an important component of
security culture. Data management is much broader and goes beyond the
operation of systems and databases. Today, security also encompasses han-
dling complex security, including granting access to data based on roles and
functions performed by specific personnel. In addition, the area of informa-
tion security culture has grown in importance with the emergence of new
information systems in medical services, social security or e-commerce.

Many organizations, both public and private, are building and expanding
their databases electronically. At the same time, they are making various
information available to their users. An illustration of this is the situation
during which a person in a managerial position in an organization has access
to data on, for example, sales, while another person who is the head of a de-
partment may want to see daily sales numbers for presentation to colleagues,
customers or representatives of other organizations. Such a situation poses
a risk of confidential data being made public.

Managing data security has become a major challenge for both organ-
izations and ordinary citizens. Since there is so much activity online, it is
important to keep cyberspace safe from unauthorized intrusion, which
obviously intensifies the need to protect information. Many institutions are
using or modifying already existing methods of information transfer security.
It should be noted that the challenges facing many public organizations will
increase in parallel with advances in Internet technology.

The acquisition of data by state as well as private institutions increases the
problem with the sense of privacy and, above all, personal freedom. This is
because the person hired to do so can use various data retrieval tools,and can
combine various pieces of information and, with their help, build knowledge
about the selected target based on sensitive data. So nowadays, the informa-
tion security culture faces a huge challenge on how to use knowledge and
skills that will help solve problems in detecting cyber threats and conducting
audits. But at the same time, this type of information can negatively affect
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the image of the institution that discloses this type of data. So, the culture
of an organization within the framework of security in the broadest sense
is a set of values and principles, which are also a kind of guidepost to help
take action in this type of situation.

One should also not forget the role of cyberspace in everyday life.
Ubiquitous social networks have become indispensable tools for connect-
ing people who live on different continents as well as adhere to different
cultural, political and religious values. At the beginning of the 21st century,
Internet applications, including Facebook and Twitter, contributed to the
further development of the public sphere. It can be seen that the use of
information technology has helped bring about political change in many
countries. Currently, one of the most politically sensitive topics is the im-
pact of cyberspace on the functioning of the state. Social media, which are
based on cybertechnology, are now an important communication tool for
many people in everyday life as well as in exceptional situations, the best
example being the US election campaign in 2016 (Allcott, Gentzkow, 2017,
pp- 211-236). The manipulation of information, as well as the suspicion of
foreign interference in internal US politics, is a serious allegation that directly
undermines the legitimacy of the electoral system that resulted in Donald
Trump winning the presidential election.

The goal of cybersecurity is therefore to protect the confidentiality,
integrity and availability of information systems. It is worth noting that
messages are handled by people who come from different backgrounds
and have different political beliefs and technological expertise. Again, the
culture of cybersecurity is key in determining the adoption and perception
of innovations in the area of technology, among other things. Culture is also
the key to understanding how, in selected state institutions, staff perceive
their responsibilities. So the presence of culture — as a set of rules and norms
- can have a positive impact on information security (Vroom, Solms, 2004, p.
191-198). With the development of cybertechnology, mankind has entered
the information age, in which culture is becoming an increasingly important
element of policy on a transnational scale, and security in the field of national
culture is becoming the focus of attention of civilian authorities as well as
military forces. Information systems are now considered an important and
strategic part in most organizations.
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Security is only one of several external state policy challenges. It is also
difficult to comprehensively understand in the context of uninterrupted
technological progress and the resulting evolution of threats. To date, few
studies have been conducted to help understand and manage the information
security culture in selected organizations. However, it is worth noting that an
awareness of the importance of the value of information allows for a better
understanding of the role that cybersecurity culture plays in society.

4. Research analysis

Respondents were asked to identify the specific impact of cyber technology
on the way they do their jobs and the impact on the operation of the organ-
ization where they are employed.

Table 1. Staff atti tudes in the public and private sectors toward cyber security (data
in percentage)

Public | Private
sector sector
Perception of a shortage of knowledge and skills related to possible 29 34
cyber threats
Over-reliance on cyber technology for its tasks 37 67
Training in cyber security and information protection is inadequate
(specialized language, content of meetings not quite relevant to daily 39 44
duties)
New technology significantly affects the implementation and success 78 89
of assigned tasks
Use of cyberspace during working hours for purposes unrelated to 43 ’1
the duties of the position
Errors occurred as a result of performing duties at work in the area of 14 8
using cyber technology
Concern for protecting customer information 53 71
The organization should provide much more training to keep up with 46 38
current trends in cyberspace
Developments in cyber technology have led to increased workload 1 7
for existing staff
Cyb.e‘r security skills are sufficient to perform the duties of the 64 73
position
Positive evaluation of cybersecurity personnel 79 83
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39% of government employees and 54% of private sector personnel re-
ported feeling a shortage of knowledge and skills related to possible cyber
threats.

37% of people in budgetary units and 57% of employees in private entities
indicated an over-reliance on cybertechnology for their tasks. The majority
of people at 72% in state institutions were skeptical, distrustful or critical
of cyber communications. Characteristically, those surveyed giving such
a response are among those over 45 years of age. As for the private sector
personnel surveyed, they are mostly between the ages of 25 and 40. However,
in the case of responses assessing the usefulness of cyberspace as a work tool,
the opinions expressed were often contradictory. This is because it turned
out that cybertechnology during working hours is a great convenience for
fast and efficient communication, while in free time it is a mental burden
and the cause of often irregular working hours.

31% of those working in public institutions reported that the training
they receive on cybersecurity and information protection is inadequate, as
the personnel conducting the training are too busy with their own duties,
use overly specialized language, and the content of the meetings is not quite
relevant to their daily duties. Staff of private sector institutions are much
more satisfied — at 56% — with the cybersecurity courses and training pro-
vided, while, according to 43% of respondents, there is a lower assessment
of their usefulness in carrying out daily duties at work.

78% of civil servants admitted that the possibility of lacking skills or
knowledge in new technologies would affect their ability to learn and obtain
information about the environment. 68% of public employees said that their
prior knowledge of using cyber technology was acquired through courses
and training provided by their employer. A different response of 89% was
given by employees of private entities, stating that new technology signifi-
cantly affects the implementation and success of assigned tasks. However,
when it comes to the second answer, it turns out that personnel coming to
work in the private sector (as opposed to the state sector) are much better
prepared - answers at 94% - to use new technologies.

93% of those working in government also admitted to using cyberspace
during working hours for purposes unrelated to the duties of their position.
The most frequently visited websites are social networking sites, auction sites
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and news sites. A small 7% of respondents admitted to visiting sites with
erotic content. For employees of private entities, the use of sites not directly
related to work duties is only 31%.

19% of public sector personnel reported that they had knowledge of
human error occurring as a result of their duties at work in the area of using
cyber technology. Respondents said these were mostly mechanical failures.
In the case of those employed in private institutions, only 8% admitted to
knowledge of ambient errors resulting from the misuse of IT equipment.

None of the respondents stated that their organization where they work has
problems with cybercrime. However, the response of private sector employees
is characteristic, indicating that 71% of the responses state that the focus is on
protecting information regarding customers. In the case of state institutions,
the result regarding concern for the security of citizens’ data was 43%.

The lack of sufficient attention and concern and cybersecurity skills on
the part of staff as can be seen varies. This is perhaps due to a lower degree
of loyalty and attachment to the institution where respondents work. This
result is also influenced by the issue of the quantity and quality of cyberse-
curity training. It is also worth noting that both groups, although working
in institutions of a different nature, tend to disseminate information outside
of working hours. It also turns out that the smaller the locality in which the
surveyed institution is located, the greater the propensity of its employees
to talk about tasks and responsibilities at work. Therefore, in spite of the key
and fulfilling IT and technological barriers that guarantee a high degree of
data security, the human aspect is also important, whether due to a lack of
awareness, knowledge, motivation to work or personal character traits.

38% of employees of institutions in the private sector and only 26%
of employees of state-owned entities opined that the organization should
provide much more cyber training so that the staff — according to the re-
spondents — can keep up with current trends, fashions in cyberspace. The
differences in the answers given - as can be assumed - are primarily due to
the fact that private entities operate in a much more competitive market
than state entities, whose tasks performed are based on statutory rather than
economic obligations.

29% of personnel in budget institutions and 39% of employees in the
private sector say that the lack of cyber skills has had a significant impact on
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their organization. Respondents were asked to identify the specific impact on
their organization. In the case of government oftfices, they emphasized the
streamlining of the administration, the transparency and transparency of the
institution to citizens, as well as the positive impact on the image of the office
and the process of communication with citizens. These are the main factors
linking the above changes to cyber technology in the responses received.
On the other hand, employees in the private sector see the development of
cybertechnology in easier contact with customers, greater opportunities to
reach out with the proposed offer, as well as the improvement of promotional
and marketing tools. With this observation, however, most personnel at this
point stressed the importance of the confidentiality of the data on which
individual offers are made.

32% of local government employees and 77% of professionals in private
sector organizations reported that the development of cyber technology has
led to an increased workload for existing staff. This is perhaps due to the
fact that private institutions are looking for more and more opportunities to
use technology. In other words, competitiveness somehow forces the use of
innovative ways of using promotional and marketing tools or implementing
improvements in communication with the public. State entities, on the other
hand, are oriented much more towards performing their core tasks, in which
compliance with the law overrides the processes of evolution and innovation.

88% of local government officials and 92% of employees of private entities
rated the cybersecurity skills of their environment as sufficient to perform
the duties of their positions.

Only 37% of budget employees and 56% of private sector personnel
believe that they are forced to combine and use cybersecurity skills with
their daily job duties.

An interesting situation emerged for both groups of institutions when
responding to the evaluation of cybersecurity personnel. It turned out that,
according to employees of state-owned entities, 79% thought it was sufficient,
while in the case of private sector organizations, only 32% said that the staff
responsible for cybersecurity were fulfilling their duties based on the needs
of the institution’s operation.

In conclusion, the surveyed employees of state institutions mostly be-
lieve that they are sufficiently fulfilling their duties related to cybersecurity.
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However, on the other hand, they believe that they do not devote enough time
to training in the use of new technologies. They also often perceive mistakes
made in the work environment due to improper use of computing devices.

The case of employees working in state institutions shows that they are
overconfident that their knowledge of cybersecurity is mostly sufficient for
their daily duties at work. They are also characterized by a much greater
distance from the use and adoption of new technologies relative to public
functions. It is worth noting in passing a kind of paradoxical phenomenon.
Well, those countries that have been most successful in adopting and exploit-
ing the opportunities offered by information technology are also the most
exposed to a number of risks that accompany this process. So, the concern
for introducing innovation in the operation of critical infrastructure, should
not only focus on digital technology, but also on leaving the existing analog,
traditional and proven ways of managing public space.

However, as it turns out, private sector employees are much better pre-
pared for public functions, as evidenced by the fact that they are more flexible
in the face of technological change, they are also much more likely to see the
evolution of cyberspace as an opportunity for growth rather than a threat,
and they are much more attentive to the principles of data confidentiality for
fear, one would think, of losing revenue to competitors. Increasingly, security
policies are seen in the context of protecting information such as personal
data, financial and banking information, citizens’ data, etc. It is therefore
important to emphasize the importance of data and its protection, given that
it often flows freely in cyberspace between institutions or is unknowingly
made public. It turns out, then, that there is much greater motivation and
identification of the institution’s interest with one’s own professional success
in the private sector employee community.

It is also worth making such a remark, that the results of the study are
a kind of generalization. This is because it is important to note that the
research was conducted among institutions and employees coming from
agglomerations, which are the capitals of the Visegrad Group countries. This
is a rather distinctive region that has felt - as one of the few - the effects of
socio-political and economic transformation so painfully. For this reason,
it is worth being aware that the results of research on the perception of
cybersecurity by personnel of state and private institutions in other smaller
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localities, as well as among other European countries with greater scientific,
technological and economic potential, may be significantly different.

5. Public-private partnerships

Given the perceived shortcomings in guaranteeing security in cyberspace,
public institutions may have serious problems in protecting themselves. It
is also worth emphasizing that security is a common goal that also carries
a common responsibility. As a result of the strategic partnerships that have
been taking shape between public and private sector players over the past two
decades, such cooperation has never been more important than it is today.
In addition to a strengthened commitment to improving cybersecurity, the
literature emphasizes enhanced dialogue between all stakeholders. Thus,
there must be cooperation between business and government (Etzioni, 2017,
pp. 53-62).

Public-private partnerships (PPPs) are only one part - albeit a key part - of
broader governance processes in cybersecurity policy. In this context, the
partnership can be viewed in terms of the relationship between the state
and the private sector performing contracts for public institutions or on
special orders placed by the armed forces. The nature of this partnership is, as
with budget outlays in the area of cybersecurity, confidential. The interview
conducted with cybersecurity personnel allows us to estimate the degree of
sophistication of the public sector in cybersecurity cooperation as significant
for the development of technological innovation.

The information obtained shows that in the implementation of pub-
lic-private partnerships in the case of Poland, the emphasis is clearly on
the creation and improvement of tasks of a military nature. In contrast, the
authorities in the Czech Republic and Slovakia, when implementing PPPs,
try to maintain a broader view of guaranteeing security, so that coopera-
tion with the private sector includes much more frequent programs that
ensure security in a social and economic context. In Hungary, cybersecurity
cooperation is done in analogous areas, but due to a lack of trust and out
of concern for the loss of sensitive information on the part of both the
state and private sectors, the scale of this partnership is lower by at least
a third of the total number of contracts signed compared to the rest of the
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Visegrad Group countries in 2017-2020 (Osei-Kyei, Chan, Dansoh, 2020,
pp. 555-566).

In the literature, the concept of public-private partnerships is defined
as “institutionalized relations of cooperation between public entities and
private entities for the purpose of managing public space” (Bures, 2017, pp.
289-312). Today, it is impossible to maintain a stable cybersecurity system
without private sector participation. Critical infrastructure within the EU is
most often operated by private companies, which tend to prioritize economic
issues at the expense of social issues. On the one hand, private companies
tend to be very flexible in adopting security measures, but on the other hand,
their profit-oriented attitude can sometimes result in costly consequences
for citizens. Such actions are difficult to accept from the state’s perspective
when it comes to the security of its citizens. The result is a conflict of interest
between critical infrastructure operators and government policy. Therefore, it
is worth emphasizing that private and public entities that interact in the field
of security, however, represent values that represent significant differences
between their fundamental interests.

Most of the EU countries’ policy documents emphasize the importance
of private sector involvement and the need to increase and strengthen coop-
eration with state institutions to improve the information sharing process.
This also provides an opportunity for deeper consultation with private sector
experts. However, these forms of cooperation often remain at the rhetorical
level because the discrepancies in defining common interest are too great.
A case in point is the 2021 ENISA report, which revealed that public-private
partnerships on V4 countries have not yielded significant results due to the
existence of many disparate factors regarding, among other things, costs
as to mandatory security measures and data confidentiality (Enisa, 2021).

However, cooperation with the private sector seems essential, as IT infra-
structure is most often in the hands of the private sector. It is also clear that
not all entities are making the necessary investments in security. Therefore,
the main benefit of such cooperation is that the public sector does not have
to commit its own capital resources.

Joint cybersecurity activities with private entities can contribute to a situ-
ation in which public entities gain access to a previously unimaginable range
of information, and in turn, businesses will have greater insight into the state’s



4 68 ARTYKULY

practices in combating cybercrime. The benefit of private sector participation
in security management is that it encroaches on the state’s conduct of security
policy. For example: it may be easier for a private ISP to block reported content
than to develop a balanced assessment of the legitimacy of each such request
in accordance with state and international legal standards.

Assuming that one of the main motivations of private companies is profit,
it can be assumed that such entities will have a strong interest in restoring
business as quickly as possible in the event of a cyberwar, otherwise they will
also suffer losses. The Visegrad countries, therefore, have adopted a liberal
policy model that emphasizes individual adaptability and mobilization of
private sector actors. As it turns out, therefore, it is essential in a rapidly
changing cyber environment in which the state is not entirely effective in
formulating responses to the required security changes (Bossong, 2018, p.
240). As a result, businesses are seen as entities that are increasingly taking
over the responsibilities and traditional tasks of government in political and
social regulation and management of public goods. It is worth noting that
private entities are simultaneously fulfilling critical infrastructure tasks and
using a wide variety of technological solutions that are beneficial from their
point of view. However, it is difficult to introduce uniform standards when
cyber threats occur, which affect not only the area of one country, but bring
consequences for many political entities. The challenge for governments,
therefore, is to build a coherent cybersecurity policy that includes the private
sector in addition to state institutions.

The differences between countries in PPPs are primarily due to the level of
government support, the quality and number of specialized institutions and
agencies, as well as the more informal norms relating to politics and history
that have shaped economic structures and social values (Zagozhon, 2016, p.
51). These actors have very different levels of human resources and technical
capabilities that are used to engage in cybersecurity. Among Central European
countries, a characteristic phenomenon is that public entities entering into
cooperation with the private sector often prove to be weaker partners (Toro,
Butler, Gruber, 2014, p. 383). Examples of this include outsourcing to spe-
cialized IT companies to assess their own level of vulnerability and identify
appropriate countermeasures against advanced cyber threats. This weaker
position of the Central European countries is mainly due to underdeveloped
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cyber infrastructure, low investment in cybersecurity research and develop-
ment, an insufficient number of experts, and other factors resulting from
political culture, as well as historical experience still present.

As indicated earlier, the human factor plays a large role in the process of
resolving cyber incidents. In order to introduce innovative measures in the
area of cybersecurity policy, national governments must take into account
a broad spectrum of factors determining the functioning of cybersecurity
institutions, including the skills and expectations of their employees.

Within each Central European country, there is a noticeable difference in
the level of remuneration of personnel employed in the private and public
information technology sectors. Adopting this division, one can also see
a disparity in salaries, particularly evident in private companies, where sal-
aries are three times higher than among employees of public, state-funded
institutions (Bruszt, Lundstedt, Munkacsi, 2020, pp. 1170-1191).

There is also a noticeable difference in wages between workers in EU
countries, which is one of the main reasons for taking jobs in regions offering
higher wages. Thus, the phenomenon of labor migration initiates negative
factors, especially for the less developed countries of Central and Eastern
Europe, causing a shortage in the labor market of IT experts. As a result,
in the long run, all V4 countries may lose cybersecurity specialists, to be
replaced by personnel responsible only for protecting critical infrastructure.

6. Conclusion

The problem of cybersecurity has been present in public discourse for many
years now. In particular, it is present in the context of the operation of in-
stitutions whose quality of tasks performed directly affects the daily lives of
citizens. Although cyber awareness training for employees is important, it
does not provide the necessary skills to better protect against the increasing
frequency of cyber attacks. Public institutions must invest in building cyber
skills at all administrative levels. These activities, can be viewed as an in-
vestment that, in the event of a cyber-war, can reduce a company’s financial
costs and help preserve citizens’ trust in institutions.

There are many challenges facing governments and private organizations
around the world in keeping information systems secure. Despite this, much
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of the discussion on cybersecurity still focuses on the technological aspects,
and little on the social issues, including motivation for the job, loyalty to the
employer and supervisor, or a sense of mission and responsibility. It turns
out, then, that the lack of cybersecurity skills needs more attention, as it is
a problem at the intersection of security policy, sociology and pedagogy.

Shared resources and security expertise provide increased defense against
the growing threat of cybercrime. It enables actors to engage in joint activities
to address specific cybercrime problems and threats, and also provides an
opportunity to share best practices, as well as exchange non-operational data
related to cybercrime.

Public-private cooperation can be an effective defense against cyber
threats. What is required, therefore, is increased investment in modern and
secure information technologies to help protect public institutions and
effectively utilize the knowledge and skills of cybersecurity specialists, who
typically find high salaries in the private sector. There is therefore a need for
more cybersecurity experts who are able to cover all industries, from finan-
cial services, manufacturing and utilities to healthcare and retail. However, in
the Central European countries indicated, there is a shortage of cybersecurity
experts in government, mainly due to low salaries in the public sector than
in the private sector, and an education system that does not meet the needs
of the labor market.

PROF. MAREK GORKA

Institute od Social Policy and International Relations
Faculty of Humanities

Koszalin University of Technology

Kwiatkowskiego 6e, 75-343 Koszalin
marek_gorka@wp.pl

References

Allcott, H., Gentzkow, M. (2017). Social Media and Fake News in the 2016 Election.
Journal of Economic Perspectives, 31(2),211-236.

Arlitsch, K., Edelman, A. (2014). Staying Safe: Cyber Security for People and Organiza-
tions. Journal of Library Administration, 54(1), 46-56.



MAREK GORKA P CYBERSECURITY CULTURE IN THE PUBLIC AND PRIVATE SECTOR AREA. ..

71

>

Barker, Ch. (2004). The SAGE Dictionary of Cultural Studies. London-New York:
Routledge

Bossong, R. (2018). A Typology of Cybersecurity and Public-Private Partnerships in
the Context of the European Union. In: O. Bures, H. Carrapico (Eds). Security Pri-
vatization. How Non-security-related Private Businesses Shape Security Governance
(p. 240). Springer.

Brenner, S.W. (2014). Cyberthreats and the Decline of the Nation-State. London-New
York: Routledge.

Bruszt, L., Lundstedt, L., Munkacsi, Z. (2020). Collateral benefit: the developmental
effects of EU-induced state building in Central and Eastern Europe. Review of In-
ternational Political Economy, 27(5),1170-1191.

Bures, O. (2017). Contributions of private businesses to the provision of security in
the EU: beyond public-private partnerships. Crime, Law and Social Change, 67(3),
289-312.

Camillo, M. (2017). Cyber risk and the changing role of insurance. Journal of Cyber
Policy, 2(1), 53-63.

ENISA (2021, 26 June). Consolidated Annual Activity Report 2020, Retrieved from:
https://www.enisa.europa.eu/publications/corporate-documents/enisa-annual-ac-
tivity-report-2021.pdf.

Etzioni, A. (2017). The fusion of the private and public sectors. Contemporary Politics,
23(1), 53-62.

Hicks, D.A., Nivin, S.R. (2000). Beyond Globalization: Localized Returns to IT Infra-
structure Investments. Regional Studies, 34(2), 115-127.

Korpela, K. (2015). Improving Cyber Security Awareness and Training Programs with
Data Analytics. Information Security Journal: A Global Perspective, 24(1-3), 72-77.

Marszaltek-Kawa, J., Plecka, D. (2019). The Dictionary of Political Knowledge. Torun:
Wydawnictwo Adam Marszatek.

McCrohan, K.E, Engel, K., Harvey, ].W. (2020). Influence of Awareness and Training on
Cyber Security. Journal of Internet Commerce, 9(1), 23-41.

Osei-Kyei, R., Chan A.P.C., Dansoh, A. (2020). Project selection index for unsolicited
public—private partnership proposals. International Journal of Construction Mana-
gement, 20(6), 555-566.

Schlienger, T., Teufel, S. (2003). Information security culture—From analysis to change.
South African Computer Journal, 31,46-52.

Toré, C., Butler, E., Griber, K. (2014). Visegrad: The Evolving Pattern of Coordination
and Partnership After EU Enlargement. Europe-Asia Studies, 66(3), 383.

Vroom C.,von Solms, R. (2004). Towards information security behavioural compliance.
Computer and Security, 23,191-198.

Warikoo, A. (2014). Proposed Methodology for Cyber Criminal Profiling. Information
Security Journal: A Global Perspective, 23(4-6), 172-178.

Zagozdzon, B. (2016). Partnerstwo publiczno-prywatne — uwarunkowania rozwoju.
Optimum. Studia Ekonomiczne, 6(84), 51.



