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INFORMATIONS ABSTRACT
Article history: The term Advanced Persistent Threats (APT, APTs) has a relatively
Submited: 12 November 2017 short history — originated in the United States’ government spheres

and as such was referred to cyber attacks waged by a state actor.
The emergence of such threats has been linked to the evolution of
the hacker underground that took place after 2000. The activity of
specialists swelling the Black Hat ranks had the nature of criminal
offences, targeting data collected by corporations and state institu-
tions. Despite a dozen or so years of experience with APTs, they con-
tinue to be a dynamic category of contemporary cyber security
threats, with many evolving components beyond simple classifica-
tion. Their unambiguous identification as a strictly separate type is
obstructed mainly by the complex structure of such attacks, prompt-
ing analysts to locate them in a catalog containing various known
vulnerabilities, mechanisms, cycles and variables.
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The analysis of the problem and the evolution of attacks to date has
led to the hypothesis that Advanced Persistent Threats are now in
the phase of their further modification and testing as a means of
offensive action in inter-state and asymmetric conflicts. Armed forc-
es and special services of states saw in them not only a tool per se to
achieve economic and military advantage, but a theoretical basis for
further research on the development of advanced cyber weapon.
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Introduction

Advanced Persistent Threats (APTs) are classified as new types of cyber security
threats. Introduction of this term is attributed to the United States Air Force (2006),
and its broad dissemination to the analytical centers dealing with this issue, including
the Mandiant (FireEye) IT security-consulting services. In public space this term ap-
peared in 2009/2010, which is the first incident widely reported in the media. Since
then, many analyzes have been carried out both on the grounds of IT security and
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broadly understood international cyber security. This means: “the emergence of hea-
vily geared, long-term, international espionage and sabotage campaigns conducted by
secret public actors is the most significant new element in the threat landscape” [Ad-
vanced Persistent Threats... 2011]. As a consequence, the US authorities themselves
have been identified as a source of APT: “viewing data by the government is potential-
ly «advanced persistent threat», in addition to sophisticated malware and cyber at-
tacks” [Smith 2013].

A broad number of definitions of Advanced Persistent Threats have been recognized so
far, however the main feature reflecting the essence of the problem has been pre-
served in all of them. The Estonian Cooperative Cyber Defence Center of Excellence
(CCDCOE) proposes three approaches from the point of view of the theory of the Unit-
ed States. The first is a modified version of the definition contained in the NIST docu-
ment, which treats APT as “an opponent with a sophisticated level of specialized skills
and significant resources, which allow for achieving the set goals by using multi-vector
attacks (e.g. cyber, physical attacks and deception). Typically, the goals comprise the
establishment and extension of points of reference in IT infrastructure of target organ-
ization, with the intention to extract information, undermine or hamper critical aspects
of a mission, program or organization, and establish them for the achievement of
these goals in the future (...)"” [Kissel 2013]. The second approach, from the point of
view of the Department of Homeland Security (DHS), incorporates the initial part of
the modified NIST definition. In the third one, the CCDCOE publishes the state-centric
formulation by the Democrats’ advisory body in the US Senate, according to which it is
“a group, such as a foreign government, with both the ability and intents to continually
and effectively target a specific subject often for spy operations or an attack” [Cyber
Definitions n.d.]. In turn, the U.S. Air Force defined APT as “complex cyber attacks on
specific purposes conducted over a long period of time” [APT: The Best Defense...
2014, p. 2]. They are also referred to as “contemporary, automated versions of tradi-
tional espionage, which originally involved people working in the physical world”
[Cyber Espionage... 2011, p. 3]. They are also described as “used by governments to
destroy data and steal the most accurate state and commercial secrets” [APT: The Best
Defense... 2014, p. 3]. Further, the editor-in-chief of the Data Insider blog, Nate Lord,
summarizes them as “an attack where an unauthorized user accesses a system or net-
work and remains undetected there for a long time” [Lord 2018]. While, “advanced
long-term attacks” [Bequerel 2013] or “advanced persistent threats” are among the
Polish translations of the term [APT: Zaawansowane... n.d.].

As can be seen from the above, APTs are a specific conglomerate of activities aimed at
delivering precisely defined tasks (e.g. theft of classified data) usually undertaken by
teams of high-level specialists. They are not limited to a single attack, but are a se-
guence of their wide variety — from the most common and possible to execute through
script kiddies to unrecognized, exploiting an unknown wide vulnerabilities and tech-
nology. They belong to the new generation of cyber threats, involving mostly state ac-
tors and crime groups acting autonomously or on behalf of the former, using multi-
vector attacks with a variety of tools, remaining undetected for a relatively long time.
Their purpose is primarily organizations and businesses, and especially their data re-
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sources that enable effective functioning in a knowledge-based economy. These may
be innovative solutions, innovative technological processes under development or
widely understood intellectual property. They are characterized by the use and search
for advanced technologies — hence they are addressed to entities in the armaments
sector or governmental administration. The APT attacks, therefore, concern individual
(citizens) and collective (enterprises and corporations) targets, and eventually state
governments.

1. Overview of former incidents

At the outset, it should be noted that even in the case of APTs disclosure, they belong
to the overwhelming majority of closely guarded secrets of affected entities, which is
in their broad interest, especially if these are military or governmental targets. Howev-
er, they most often remain undetected, as both the CEQ's and the IT security staff is
frequently unaware that they have become victims and, in principle, underestimate
negative effects of a potential attack. The following examples of detected Advanced
Persistent Threats are widely known to the public not only because of the high busi-
ness profile of victims and the volitional disclosure of those events, but also due to the
evidence provided by third parties, which, according to the Verizon report, is expected
to contribute to about 90% of APT detection [2012 Data Breach... 2012, p. 3]. They
have become the main source of knowledge about this phenomenon and model case
studies analyzed by cyber security professionals. The examples below are only excep-
tions to the entire APT collection, which are exhaustively described in the reports
available on the Web, as well as presented in a summary form, among others, on the
KasperskylLab website (Targeted Cyber Attacks Logbook).

The operation discovered by Clifford Stoll from the Lawrence Berkeley National Labor-
atory in the late 1980s, described in detail in his book, is one of the first widely known
examples of APTs [Stoll 1989]. Markus Hess, a student at the University of the Federal
Republic of Germany, kept materials relating to the American Star Wars military pro-
gram under surveillance on the order of the Soviet KGB. Starting from 1985, he pene-
trated network resources of a Californian college using satellite broadband. Stoll un-
covered this activity a year later on the basis of minor financial inaccuracy (75 cents) in
the Unix database and created a honeypot, which allowed him to locate and arrest the
hacker along with his four co-workers (Karl Koch, Hans Huebner, Peter Carl, Dirk
Bresinsky), coming from Hamburg, West Berlin and Hannover. Using ATA they ob-
tained access to thirty computers possessed by the U.S. Army and external contractors,
among others, the Optimus database in the Department of Defense, computers be-
longing to the Jet Propulsion Laboratory in Pasadena and laboratories in Los Alamos
and Argonne. Moreover, the hackers (in exchange for money and cocaine) transferred
sensitive data obtained in Japan, France, Britain, Switzerland and Italy to the KGB.

American military installations were attacked at the turn of the 20th and 21st centuries
(1999) when the APT was detected. Known as the Moonlight Maze it had been con-
ducted for two years against the US Department of Energy, NASA and the Pentagon.
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Thousands of files were then transferred, including maps of military installations and
information regarding hardware, all of this with the use of the Russian proxy server.

The series of APT attacks, particularly intense in the period from November 2004 to
December 2005, originating from the Chinese province of Guangdong, targeted at
NASA, Lockheed Martin, Sandia National Laboratories and Redstone Arsenal, is the
most well-known activity run on the military ground. This wrote the history under the
name Titan Rain, and during this time the Global Information Grid Network being un-
der the jurisdiction of the US Department of Defense was scanned more than 3 million
times a day. During this four-year operation, the most affected sectors included avia-
tion, defense, financial, energy, pharmaceutical and advanced technologies. The British
Foreign and Commonwealth Office, the US Defense Information Systems Agency
(DISA), the Naval Ocean Systems Center in San Diego and the U.S. Army Space and
Strategic Defense in Huntsville were infiltrated. Military objectives were taken over
within a few hours, however, due to the isolation of military subnets containing classi-
fied and secret information (SIPRNet), the inflicted damage was reduced to obtaining
data on technological and industrial processes.

The attack on the US fuel sector in 2008, which affected three companies: ExxonMo-
bile, Marathon Qil and ConocoPhillips, is an example of Advanced Persistent Threat re-
lated to industrial espionage. Corporate executives were completely unaware of this
fact, and it was not until the Federal Bureau of Investigation (FBI) notified them. Alt-
hough it was not possible to precisely determine the source of activity, “the flow of
certain data from the oil company’s computer to a computer in China” was uncovered
[Clayton 2010]. It was a fragment or prelude to a broader operation known as the
Night Dragon, targeting the global fuel and energy sector, which began in November
2009, with victims such as ExxonMobile, Shell and BP, as well as decision makers in Ka-
zakhstan, Greece, Taiwan and the USA. The vulnerability of Microsoft Windows was
exploited, and the data lost mainly concerned financial projects and operations; the
Command & Control (C&C) server was located in Heze, in the Chinese province of
Shantung.

In 2009, the SecDev Group published a report on another APT, known as GhostNet, the
activity sourced from the Chinese island of Hainan (though US and Russian intelligence
agencies were also suspected). Intruders targeted Tibet, using four C&C servers and
a network of “1,295 infected computers in 103 countries” [Tracking GhostNet... 2009,
p. 2]. These included the Dalai Lama’s private office, information resources of the Ti-
betan government in exile and NGOs data, which were explored in real time with the
“ghOst RAT” Trojan horse to take complete control over workstations, including their
cameras and microphones. What is more, embassies of several countries, including In-
dia, Pakistan, Portugal, Romania and Germany, as well as foreign ministries (Iran, Phil-
ippines, Latvia, Indonesia, Barbados etc.), which additionally became part of the bot
network, were among the targets.

The Aurora operation is the first widely discussed APT and “it is believed that it target-
ed 34 organizations” [Tankard 2011, p. 16] (including Juniper Networks, Adobe Sys-
tems, Google, Yahoo!, Symantec, Northrop Grumman, Morgan Stanley, Rackspace and
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Dow Chemical). Google reported it in January 2010, however it probably “had started
about six months before” [Tankard 2011, p. 16]. The attack was performed using the
zero-day vulnerabilities (CVE-2010-0249) detected in Internet Explorer and the Trojan
horse Hydraq downloaded from the infected Web site. The vast majority of discredited
companies and organizations associated with industries such as state defense, arma-
ments, electronic equipment and aeronautics preferred to remain anonymous, espe-
cially since, according to McAfee, the main goal was to modify the source code reposi-
tories. “Sophisticated tactics that were not previously encountered outside the de-
fense sector” [Ghafir and Prenosil 2014, s. 2] were used, including many types of mal-
ware — the APTs were carried out via the Elderwood platform, and the traces left be-
hind once again led to Chinese hackers. The fact that APT also covered the Gmail ac-
counts of Chinese human rights defenders is the additional evidence incriminating the
People's Republic of China. APT1, RSA, Stuxnet (although some analysts disagree to
grant Stuxnet the APT status [Cloppert 2011], Shady RAT, Duqu, Flame, and Red Octo-
ber are further examples of the ATPs.

2. Military application of apt

The current trend is to continue the application of APT for political and, in particular,
for military purposes, despite the common opinion suggesting their original character
according to which “APT was once the domain of nation states” [APTs. New waves...
2015, p. 3] and currently has supposedly lost significance. This in no way means elimi-
nating this source of sophisticated long-term threats, but rather shifting emphasis and
focusing attention on APT's more spectacular media impact on commercial players,
especially giants such as Google and Sony, since greater emotions are generated by
information about personal data leakage than, for instance, a theft of constructional
secrets of new weapons, the more that the latter do not quickly appear in public
space. The APT evolution cycle covers the late 1990s (military objectives), 2000-2004
(non-military government targets), 2005-2009 (defense industry) and 2009 to date (in-
tellectual property and software development companies). Thus, “considered tradi-
tionally as state-sponsored activities and targeted at government networks, threats
have also become problematic for businesses” [Advanced Persistent Threats Aware-
ness 2013, p. 6] only for a decade.

The technological race in the field of defense causes that attacks by cyber armed forc-
es and cybercriminals hired by governments are constantly aimed at contractors — es-
pecially of the most technologically advanced army of the world, i.e. the U.S. Army
(Lockheed Martin, Boeing, Raytheon, Northrop Grumman), but also at the rest of the
100 leading military sector subcontractors. State actors themselves bear the risk ade-
guately to the saturation of their social fabric with IT, the advancement of their ICT in-
frastructure and their impact on the regional and global economy. What is more, due
to a role played in the international arena in the context of cyber security, Estonia re-
mains at the forefront of threatened countries (also because of the location of the
NATO Cooperative Cyber Defense Center of Excellence). Close inter-sectoral coopera-
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tion causes that “cyber attacks are a new front for continuous warfare between states,
criminal organizations and commercial companies” [Gajewski 2013].

The further development of the above-mentioned direction of APT operations is re-
flected in the use and creation of new structural vulnerabilities. This is about the wide-
spread exploitation of hardware gaps, often at the production stage. Hardware vulner-
abilities are complementary to software; in the case of microprocessors: “some manu-
facturers deliberately leave an access gap for post-production testing purposes.
A manufacturer usually keeps information about test protocols secret, but if attackers
learn how to use this interface they will gain access to the code” [Skorobogatov 2005,
p. 28]. A similar tendency is evident on grounds of internal security — the National Se-
curity Agency (NSA) places backdoor on equipment from companies such as “Cisco,
Dell, Western Digital, Seagate, Maxtor and Samsung” [Farber 2013]. Hardware in the
form of a USB flash drive was used in Stuxnet (although it has the discussed APT status,
it was necessary to undertake preliminary actions of such nature in order to perform
it) and Gauss (detected in 2012) attacks.

Hence, Advanced Persistent Threats are embedded in the wider context of cyber war-
fare and offensive activities conducted by means of network tools. The fuzzy nature of
cyber military operations and the lack of uniform solutions under martial law (apart
from the attempt to codify cyber armed operations based on the well known interna-
tional law in the form of the Tallinn Manual on the International Law Applicable to
Cyber Warfare) and public law make them extremely difficult to be finally classified. All
the more so since adopting a radical perspective means an open international conflict.
Hence, numerous APTs of cyber attack nature end up being given a label of cyber espi-
onage, or are said to be “one of the most dangerous cyber criminal activities” [Beque-
rel 2013] and as such are left by default in jurisdictions of states applying their criminal
codes towards attackers.

The origins of Advanced Persistent Threats are therefore related to the military sector,
and now, “originally used to describe cyber intrusions against military organizations,
APT has evolved and is no longer confined to the military” [Chen et al. n.d.]. This does
not automatically mean that the number of Advanced Persistent Threats aimed at the
military sector is decreasing, but merely indicates the extension of the target catalog
with commercial entities — in particular with regard to institutions and companies that
cooperate with the military under contracts or research and development activities. It
is worth recalling that the so-called kill chain, described by Admiral Jonathan Greenert
and General Mark Welsh in the article in “Foreign Policy” (May 17, 2013) was the start-
ing point for describing the APT's “life cycle” [Greenert and Welsh 2013]. Several dozen
of exemplary APTs presented in “Chronicles of Targeted Cyber Attacks” by Kaspersky-
Lab have the status of military action. These include: Naikon (discovered in 2011);
CosmicDuke, MiniDuke, NetTraveler, Machete, Red October, Icefog (2013); Animal
Farm, Dark Hotel, Turla, EpicTurla, Sofacial, Equation, Desert Falcons (2014). Some of
them under the names of malwares used during attacks, which results from the fact
that APTs are often associated with “highly sophisticated malware” [Virvilis et al. 2013,
p. 396].
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The distributed nature of the APT comprises both military objectives and the civilian
defense industry realizing orders for the defense sector. The impact of the loss of sen-
sitive intelligence or strategic data on national security is undisputed, and “APT cyber
attacks have become very convenient and effective tools for infiltration of foreign de-
fense systems or theft of military secrets, primarily due to the relative ease of their ex-
ecution (compared to traditional spy methods) as well as a low risk of revealing the
actual source and beneficiary of such an attack” [Gajewski 2013]. Although almost eve-
ry state has been working on achieving cyber combat capabilities, the United States,
the People's Republic of China, the Russian Federation, Pakistan and Israel are among
the main players in APT application for military purposes. As far as ATP is concerned,
the first three, especially the oppositions: China — the USA and the USA — the Russian
Federation are the most prominent. Particular groups behind APT have their own
numbers upon the FireEye notification: APT28 refers to the Russian Federation, APT1
and APT30 to the People's Republic of China. The case of APT1 activity is a model ex-
ample of the Advanced Persistent Threat application. In 2010 the Californian consul-
tancy company Mandate FireEye dealing with advanced cyber security threats (espe-
cially APT) issued the report entirely devoted to APT1 in which it was underlined that
there was no way to determine the scope of the Chinese authorities’ involvement
[Mandiant M-Trends... 2010, p. 1]. However, three years later, such evidence was pro-
vided in the subsequent report titled APT1 Exposing One of China's Cyber Espionage
Units.

Under the aforementioned development, a Chinese unit known as U61398 operating
from a building on Datong Road 208 in Shanghai was involved in such activity since at
least 2006. The group leased a fiber optic line from China Telecom. 141 entities be-
came its victims; APTs were conducted against 91 of them throughout a year, while the
record period of time devoted to one organization was four years and ten months. The
record-breaking data outflow from one entity reached 6.5 TB, and 937 C&C servers
used by U61398 were indicated in the reporting year. Another such case is APT Naikon,
which is most likely part of the People's Army of China as the U78020 unit. Similar ac-
tions come as no surprise in view of the fact that colonels of the People’s Army of Chi-
na raised the issue of strategic use of cyber weapons in the book titled Unlimited War-
fare in 1999 [Liang and Xiangsui 1999, p. 25; APT: The Best Defense... 2014]. The threat
from China is so significant from the US point of view that the Congress devoted a re-
port to it: Report to the Congress of the U.S.-China Economic and Security Review
Commission [2009 Report to Congress... 2009]. After the attack on the Global Infor-
mation Grid in 2006 Major General William Lord admitted: “China has downloaded 10
to 20 terabytes of data from NIPRnet” [Carvey 2006].

In 2008, the Department of Defense reported 54,000.640 cyber incidents and predict-
ed further 87,570 in 2009 [2009 Report to Congress... 2009, p. 168]. Advanced Persis-
tent Threats from the PRC are not limited to purely network activities and show
growth trends. In 2010 the U.S. Navy purchased over 59 thousand microprocessors in-
tended for installation in its devices. Ultimately, it was found that they were counter-
feited in China and “could have been hacked” [Rawnsley 2011]. In view of the above,
offensive cyber attacks are emerging in the context of assessing progress in China's
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strategic capabilities. The following classification places APTs as precision cyber weap-
ons, comparable to kinetic smart bombs.
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Fig. 1. Classification of cyber weapons
Source: [Based on: Passeri 2012].

A similar situation is encountered between the USA and the Russian Federation, as ev-
idenced, for example, by the case of Agent.btz, which began in 2007 and “infiltrated
local networks of the US military operation in the Middle East in 2008” [Gostev 2014].
Then the Pentagon issued a statement in which the Russian Federation was accused of
attacking U.S. Central Command computers (by the way, this was not the only attack
on headquarters responsible for Iragi and Afghanistan operations — in 2015 hackers
linked to the so-called Islamic State attacked its Twitter account, where they disclosed,
inter alia, strategic simulations of the US-China conflict (this type of activity is not clas-
sified as APT), including at least one “highly protected classified network” [Barnes
2008]. Another example is APT28 activity: “Tips in malware from APT28 suggest that
the group consists of Russian speaking people operating during working hours in the
largest cities of Russia” [APT28: A Window Into... 2014]. The popular tactic of spear
phishing was used during the course of Advanced Persistent Threats called Black Ener-
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gy accompanying the military action in Ukraine, which targeted the energy sector of
this country.

Indirect attacks on military infrastructure are carried out with respect to contractors
who, as non-military business organizations, ultimately decide on their inclusion into
the category of operations against civilian targets. In fact, they are aimed at the armed
forces of states, seeking to weaken them and gain military advantage by stealing data
and identifying network defense systems. Lockheed Martin was the victim of the APT
targeted at stealing information about the F-35 fighter, which resulted in the appear-
ance of its Chinese clone under the name J-31. It is possible to anticipate further at-
tempts to surveil this contractor, especially given that it has conducted research on the
military aspects of cyber space. As well as Raytheon that is not only a recipient of US
defense orders, but has been pursuing a broad strategy related to cyber security on
a global scale, which is reflected by the cooperation with the Estonian government
launched in March 2015 and implemented in the field of its national cyber security. For
this reason, corporations cooperating with armed forces take an active part in fighting
APT.

The success of APT in military terms is further compounded by the inconsistent catego-
rization of attacks themselves. These operations serve as a means to explore the mili-
tary infrastructure and estimate the impact force of an enemy. As such, they are hos-
tile acts in the digital environment, bearing attributes of offensive weapons, negatively
impacting defense capabilities of a target state. It can therefore be assumed that “in
recent years APTs have proved to be the preferred cyber weapons for larger, more so-
phisticated attackers” [APT: The Best Defense... 2014, p. 3]. However, classifying them
as acts of espionage allows for avoiding an open kinetic military confrontation, inevita-
ble in the case of identifying APTs as offensive activities. Hence, they are labeled in
a way to avoid the escalation of interstate conflicts, which furthermore enables them
to improve cyber attacks and cyber defense methods in real-world conditions. Their
popularity stems from the fact that acts when cyber weapon is used “can significantly
weaken the morale of the army and its capability, and even the desire to conduct ef-
fective countermeasures” [Kostecki 2012, p. 62].

3. APT and global safety — perspectives

Both superpowers and smaller state entities compete not only for the strongest posi-
tion in the global power system, but they also claim to be the most advanced in the
field of high technology (especially teleinformatics) that shape the lives of modern so-
cieties, constitute a representative proof of the advanced level of economic, scientific
and military development. Belonging to the elite club for the most technologically ad-
vanced countries is also manifested in the impact on the current situation in cyber
space, which is de facto related to establishing influence zones as well as control over
network resources. Governments that seek to maintain their status use their potential
to develop methods for supporting these efforts as regards IT, and then apply them in
informal negative transactions of cyber crime or cyber espionage nature. Due to the
fact that the military sector is a priority and therefore most funds are pumped into it,
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especially its research units, the need to develop operational capabilities in the digit-
ized battlefield takes the form of combat use of IT achievements. Advanced Persistent
Threats are ideally suited in this field, coupled with the process of creating global geo-
politics. The evolution of cyber threats (including APT) has made cyber space officially
recognized by NATO as a field of combat operations, its training center has been hold-
ing annual cyber security training for years, and other state cyber strategies and na-
tional centers supporting military efforts in this field have been established. In view of
the fact that the military sector is one of the most financed structural elements of
a state, it is very likely that APT groups are most frequently created within armed forc-
es and they remain secret, as well as effects of their actions, thereby occurrences of
purely military targets are extremely rare in public statistics (if not related to contrac-
tors or government targets).

Repeatedly, governments routinely hire or sponsor groups of cyber criminals in order
to hide their own (political, military, or economic) motives for illegal cyber activity — for
example, the Russian Business Network group operates in the Russian Federation with
the approval of the FSB. Moreover, states aspiring to take the best positions in the
evolving power shifts but lacking the resources of knowledge move to illegal activities,
take advantage of financial resources and to a greater extent use APT outsourcing.
When a government entity does not have the right resources, it can hire hackers to
accomplish goals set and have them develop programming tools to enable APT or in-
volve teams of programmers already possessing such software. It can also pass on pre-
viously developed tools and order their further modification and carrying out an attack
to divert any suspicions from itself. Therefore, alternative APT definitions appear, un-
derstood in this context as “attacks on a state” [Andress and Winterfeld 2014, p. 28],
with references made to “state-controlled or sponsored groups” [Andress and Winter-
feld 2014, p. 30].

APTs constituted by forces at the disposal of a state actor are not the only source of
danger. A separate problem is the involvement of ideologically motivated individuals
or groups that do not act on government orders and do not expect financial gain, but
attack in the act of contesting the established reality. The execution of orders for non-
state actors (terrorists, partisans, drug cartels, etc.) is yet another example. Organized
criminal groups lacking adequate technical and intellectual capabilities may be as-
signed the role of intermediaries acting on behalf of any entity, ordering an attack to
known hacker groups, thus constituting another element (layer) that obscures the im-
age of a given APT. In view of the anticipated future evolution of APT, new technology
platforms appear that enable the new-generation protection: “IT security experts and
analytical companies predict that threats of this type will continue to grow and enter-
prises will need to redefine security rules to protect their infrastructure from new at-
tacks so as to cover pro-active protection against these threats” [Trend Micro Deep...
n.d.]. The unified security control, context-awareness and intelligence are anticipated
to play the essential role. All these factors make that “a cyber conflict is becoming
ubiquitous, though unnoticeable for many” [Harrel 2015, p. 9]. Since “almost infinite
variations of strategies against APT” exist [APT: The Best Defense... 2014, p. 7], the
supply in the hardware and software security market is increasing, and the spread of
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knowledge about this phenomenon will result in its further mutation towards the next
APT generation.

Conclusion

Becoming a target of APT does not automatically mean that a hostile state apparatus
and its armed forces are behind the attack. In many cases, these are rather competi-
tive companies ordering APT to gain market advantage and make time and money sav-
ings in the field of research and development (R&D). The tools used are distributed by
hackers, enabling their application by any suitably motivated unit or criminal group
with sufficiently high level of computer skills and knowledge. However, the review of
the most important APT activities inevitably leads to the conclusion that in all of the
aforementioned cases with the involvement (direct or indirect) of military component,
they had the nature of actions targeting defense systems of a state, influencing the
balance of traditional potentials and aiming to change the existing status quo. There-
fore, no longer is APT limited to commercial purposes, but is still an important tool in
the global strategy pursued by major players internationally. In particular by the Unit-
ed States, the People's Republic of China and the Russian Federation, which are the
main poles transforming the global power structure.

In the near future, this tendency will not only be maintained but also intensified to-
ward the development of new vectors of attack and software tools for them. Regard-
less of whether the cybernetic arms race is underway or an open international conflict
in the form of military and commercial surveillance is implemented as APT. All the
more so since Advanced Persistent Threats are related to the existence of the so-called
security gap and “there is no technical or legal solution that can eliminate this vulnera-
bility” [M-Trends®... 2013, p. 1], just as “human and system vulnerabilities that allow
access to the network can never be fully dissolved” [Detecting the Enemy...2012]. In
the face of increasingly effective measures taken against APT, it is expected that new
variants will emerge in the near future using little known or completely new vulnerabil-
ities. These days, the Internet of Things has the greatest potential in this field, and fu-
ture APTs will certainly use the emerging wireless sensor network (WSN). In 2015,
KasperskylLabs predicted that the year 2016 would see the decline of APT and they
would be replaced by “deeper and more destructive attacks that are heavier to detect
and track down cyber criminals” [Osborne 2015]. Further technological (r)evolution
towards the broad implementation of such solutions as quantum and biological com-
puters or artificial intelligence (Al) will bring IT security issues to an unknown level,
leaving Advanced Persistent Threats in the domain of historical cyber threats.
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