ETAWL

Scientific Journal of the Military University of Land Forces
ISSN: 2544-7122 (print), 2545-0719 (online)
2023, Volume 55, Number 3(209), Pages 182-205

MILITARY UNIVERSITY OF LAND FORCES DOI: 105604/01300100538961

Resilience of public administration bodies

to cyberattacks

Dominika Dudziak-Gajowiak'®, Artur Szleszynski®*

' Faculty of Management an

d Leadership,

General Tadeusz Kosciuszko Military University of Land Forces, Wroctaw, Poland,
e-mail: dominika.dudziak-gajowiak@awl.edu.pl

2 IBM X-Force Centre, Wroctaw, Poland,

e-mail: artszl@poczta.fm

INFORMATION

ABSTRACT

Article history:
Submited: 18 October 2022
Accepted: 18 August 2023

Published: 15 September 2023

* Corresponding author

Public administration bodies are responsible for the organization
of crisis management in their allocated area of responsibility. Cur-
rently, the exchange of information between elements of crisis
management is carried out using the telecommunications system.
Thanks to the use of remote sensing, it is possible to exchange
data, and build information about the crisis phenomenon on its ba-
sis. The responsibility for the protection of information resources
is incumbent on heads of municipalities, mayors of cities or mar-
shals of voivodeships (provinces) collecting and processing data
in order to carry out the tasks of their subordinate offices. One of
the elements of the crisis situation will be a cyberattack carried out
against the IT infrastructure of the office in order to hinder or pre-
vent it from performing its tasks. Such incidents have taken place
in Poland. Of interest is the issue of managing an incident which
directly affects a given office. The article presents an analysis of the
cases of cyberattacks described in the media. The paper demon-
strates passive reconnaissance methods used by cybercriminals.
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Resilience of public administration bodies to cyberattacks

Introduction

Public administration and related organizations are targeted in the same
way as commercial enterprises. Public administration, right from the lowest
organizational level, has at its disposal information resources which are an
attractive object for potential attackers. Many of the data resources used by
public administration are classified as sensitive resources. These include, for
example, personal data of residents of a municipality, district, province, etc.
Municipalities and districts hold information qualified as classified informa-
tion, e.g. dislocation of military facilities, state protection services, information
on companies using hazardous materials for production, landfills of hazardous
materials or storage of the reserves, e.g. of fuels, etc.

Since public administration units exist in an environment with which they
interact, cyberattacks on cooperating entities, e.g. power plants, fuel sup-
pliers, hospitals, etc. will have a direct impact on the functioning of public
administration. Cyberattacks will be the cause of crisis situations, which will
be an element of crisis response for the affected organization and the crisis
management system of a given level of public administration.

Therefore, public administration bodies should be prepared to protect their
information resources. Since many areas of public administration use ICT tools
to provide services to the population, the study will focus on the protection
of information resources obtained, processed and transmitted through the
Internet.

Currently, it is difficult to find a municipality that does not have its own
website or does not provide e-mail addresses in order to improve communi-
cation with citizens.

This work will present an example of reconnaissance based on commonly
available data sources. Examples of cyberattacks against administrative units
in Poland will be described.

The aim of the study is to present selected examples of successful cyber-
attacks against local administration units of various levels. The description
and analysis of successful cyberattacks is supposed to be used as indication
of those areas of cybersecurity that have not been included in information
security plans in local government units. The fact that similar methods of cy-
berattacks are effective means that in the offices of municipalities, districts or
provincial marshals the awareness of cyber threats and their consequences is
insufficient. The employed research method is a case study described in the
available literature.
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1. Public administration bodies as a target of cyberattacks

Each reconnaissance begins with obtaining data on the selected target of
attack. The work is limited to the passive collection of information, which is
allowed by the law in force in Poland. The Czernica municipality in Wroctaw
district was selected as an example object for data collection. The first step will
be to identify the server of WWW webpages supporting the communication of
the municipal office with the population. Figure 1 shows how to obtain data on
the service operator. A querying tool was used, which is a DNS server (in the
example shown, a server supported by Google Inc. company).

The information returned by the DNS server indicates that the municipal
office uses the services of an external company maintaining the website. This
is now a common practice, relieving an office of the necessity to maintain
a server and ensure reliable and secure operation

Figures 2 and 3 show an example website of Czernica municipality located
in the Lower Silesia Province and contact details enabling communication by

C:\Users\ >nslookup -type=all iat.pl 8.8.8.8
Server: dns.google
Address: 8.8.8.8

Non-authoritative answer:
internet address = 185.188.119.6
MX preference = 10, mail exchanger = a.mx.iap.pl
nameserver = dnsl.telekom.
nameserver = dns4.telekom.
nameserver dns3.telekom.
nameserver dns2.telekom.
text =

"v=spfl ip4:185.188.118.8/23 -all”

primary name server = dnsl.telekom.pl
responsible mail addr = admin.telekom.pl
serial = 2021082802

refresh 3600 (1 hour)

retry = 600 (10 mins)

expire = 1209600 (14 days)

default TTL = 3600 (1 hour)

Fig. 1. The use of the nslookup command to obtain information about the ICT data
of an organization which is a possible target of a cyberattack

Source: The authors’ own study.
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telephone or e-mail. The presented data allows a potential assailant to obtain
information about the company maintaining the municipality’s website.

In the case of a selected municipality, the company responsible for main-
taining the municipality’s website is Telekom sp. z 0.0. with its registered of-
fice in Stary Sacz at Sw. Jana Pawta Il Street 35. The presented information is
an introduction to acquiring knowledge of a potential target of attack, which
could be Czernica municipality. The appearance of the website together with
contact details is shown in Figures 2 and 3.

An interesting question is the answer to the question about the motivation
for launching a cyberattack. It can be assumed that Czernica municipality is con-
nected to the ICT network of Wroctaw district, of which it is an element. Thus,
an effectively conducted and concealed cyberattack gives a chance to access

F@: Gmina ﬁ?i;!!m:'j' publicznej }
- | informacjl publiczn INWESTYCJE
{¥ CZERNICA _LI

Fig. 2. Website of Czernica municipality, Lower Silesia Province

Source: [1].

= e-mail

/ pracy Urzedu: S Konto bankowe oraz NIPy

Fig. 3. Example of telecommunications data of Czernica municipality

Source: [1].
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the ICT network of Wroctaw district. And from the ICT network of the district,
one can access the ICT network of the Lower Silesia Province. One of the mo-
tivations of the attackers will be to gain access to information resources of the
offices at other levels than the originally attacked office. Access to computers
in these offices allows for infiltrating the ICT infrastructure. What constitutes
the greatest value for attackers is the data collected and processed on the com-
puters or other devices seized. What the attacker does with the information
obtained will indicate their real intentions. It will also identify the type of attack-
er. The concept of the type of attacker should be understood as individuals or
hacker groups motivated ideologically: propagandist operations, e.g. out of op-
position to the policy of local authorities. Financially motivated hacking groups:
criminal operations (data theft and sharing, extortion of ransom, anti-state or
industrial espionage, etc.). Both types of groups include state-sponsored hacker
groups, such as APT28 group or Lazarus. The first of these groups belongs to the
Main Intelligence Directorate of the Ministry of Defence of Russia. The other
one was created in North Korea and is used to finance North Korea. In 2017,
the Lazarus group deleted data from the disks of an online casino in Central
America [2]. The Lazarus Group is credited with attacks on e-banking websites
in Poland and Mexico [3]. Financing is carried out through the transfer of funds,
from electronic banking accounts, in the seized computers.

2. Selected method of attacking a public administration unit

Launching an attack against the selected administrative unit requires prepa-
ration. These preparations are a project carried out by the attacker. These
projects can be carried out using methodologies such as the “death chain”
developed by Lockheed Martin (Fig. 4).

The project begins with collecting information about the selected object of
attack. This phase is called reconnaissance. In this phase, the attacker tries to
collect as much useful information as possible about the target of the attack.
The attacker collects the following data:

—range of IP addresses used by the attack target,

— operating systems and software used by the public administration unit,

e.g. e-mail servers, web servers, database servers,

— access points to the ICT network,

— the structure of the network under attack,

— network equipment and security devices used such as routers, firewalls,

UTMs (Unified Threat Monitoring — a group of devices combining firewall
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functions with an intermediary in the establishment of encrypted connec-
tions executed with the use of SSL/TLS protocols and protection against
malicious software), NGF (New Generation Firewall — a group of devices
the feature of which is the control of transmitted information at the ap-
plication level. This allows for, e.g., effective reduction of threats related
to the operation of malware, e.g. host-server connections, etc.

As the weakest link in the security system is the human being, collecting as
much information as possible about the employees of a given public admin-
istration unit is one of the most important tasks.

Social media such as Facebook, Linkedin, or the Public Information Bulle-
tin are a very good source of information. The information collected in social
media will be included in the data set describing the infrastructure of the
attacked object.

Much of the information presented can be collected in an overt and passive
way. A passive way of collecting information about an attack target means
that there are no direct connections between the attacker and the attack
target. This type of reconnaissance uses external sources, made available in-
dependently of the object of attack. Thus, passive reconnaissance gives the
attacker an advantage, as they do not have to actively scan the object of
a future attack. The disadvantage of passive reconnaissance is the lack of
significant information items about the target of the attack: e.g. the organi-
zation of a computer network, the names of computers, and other resources
of the ICT environment. It does not
provide information about the vul-
nerabilities present in the ICT sys-
tem. This information will be collect- 2. Arming
ed during active reconnaissance. In
the case of the attack target under 3. Delivery
consideration, Telkom is responsible
for maintaining the website of the
office. This company provides an
e-mail service based on the Postfix
server with the Roundcube commu- 6. Controlling
nication interface (Fig. 5). Informa-
tion about the email server in use is 7. Data leakage
obtained directly from the website Fig. 4. The process of preparing for
of the office. and launching a cyberattack — referred

Using the tool for website security  to as the “death chain”
analysis, it is possible to determine  Source: [4].

1. Reconnaissance

4, Utilization

5. Installation
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httpsy//poczta.vpo24d.iatpl

roundcube e

Zaloguj

Roundcube Webmail

Fig. 5. The login window of the e-mail server of Czernica Municipality Office

Source: The authors’ own elaboration.

which services are offered by the server serving Czernica municipality (Fig. 6).
Tools such as Shodan periodically send queries to various servers collecting,
processing, and presenting information.

Another source of information is the passive DNS. Using passive DNS, it is

possible to find other websites supported by the server, as shown in Figure 7.

Based on the collected data, the following information may be obtained:

—the website and webmail of the municipality are supported by a single
server owned by the company Telekom,

— e-mail uses a Postfix server with the Roundcube graphic interface,

— the server may be susceptible to the threats described in the CVE (Com-
mon Vulnerability and Exposers) database: CVE-2015-0204 and CVE-2015-
4000,

— the server functions under the control of the Ubuntu operating system.

Since the server stores the website and email of the office, an attack against

it will allow an intruder to gain access to the municipality’s computers. This
will allow for the enumeration of computers as well as network and peripheral
devices installed in the municipal office.

As a possible means of attack, spearphishing based on sending emails with

attachments containing malicious code is proposed for consideration. Acti-
vating the attachment on the user’s computer will cause the malicious code
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12

Timeline

Regional Internet Registry

Regional Internet Registry

Regional Internet R Poland

Fig. 7. Domains hosted on the server 185.188.119.165

Source: [6].

to be downloaded and then executed. The fact of correct loading and execut-
ing the malicious code will be confirmed by sending a message to an email
address e.g. hotmail. A free email accounts service will allow the intruder to
hide their identity. The best choice is to locate the email server in a country
whose law does not oblige the institution that maintains the server to disclose
its users’ data.

The next task will be an active scan of the selected public administration
unit. An effective way to test the security measures would be to send an
enquiry about the tender organised by said unit. The feedback may include
information on, for example, the anti-virus software used or spam protection
software. Shown in Figure 6, the information includes data about the oper-
ating system and e-mail server used. This information allows the hacker to
search for vulnerabilities in both of these products.

Examples of vulnerabilities for the Postfix e-mail server are shown in Fig-
ure 8. On the day the vulnerability database was checked, 57 different vul-
nerabilities were found. The knowledge of vulnerabilities allows for finding
or developing a program that exploits a particular vulnerability, enabling the
hacker to gain access to the program.

The described activities contained 3 elements of the “death chain”: recon-
naissance, arming and delivery.

The presented description of the preparation and partial preparation of
the attack will serve to illustrate how cybercriminals can successfully attack
public administration units.
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Fig. 8. List of detected vulnerabilities in the CVE database for the Postfix email server

Source: [7].

3. Cyberattacks on public administration units
in the Republic of Poland

The recording of attacks against public administration units became the
responsibility of CERT (Computer Emergency Response Team) Poland. CERT
Polska was established at NASK (Naukowa Akademicka Sie¢ Komputerowa —
Academic Scientific Computer Network). The reports on the state of cyber-
space security in Poland contain information about cyberattacks on admin-
istrative offices in Poland. In 2014, a CERT report claimed that the website
of the Office of the President of the Republic of Poland had been attacked.
The perpetrator of the attack was a Russian hacking group called “Cyber Ber-
kut” [8]. The reason for the attack was the support, expressed by the Polish
authorities for Ukraine in its conflict with Russia. In 2014, Russia occupied the
Crimea peninsula, where the Russian Navy base is located. The second one
of the institutions under attack was the Warsaw Stock Exchange. In the same
year, a data leak from the Stock Exchange server was reported. A file contain-
ing hash functions was stolen. The file containing hash functions stores users’
passwords and, more specifically, their hash functions. A hash function is cryp-
tographically irreversible, which means that it is not possible to obtain a user
password by performing mathematical transformations, e.g. in reverse order.
However, by using “rainbow tables”, the process of guessing a user’s password
can be sped up by creating pre-determined strings of hash functions [9]. This
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method is more effective in comparison to the “brute-force attack” method,
where an attempt is made to guess the user’s password by means of succes-
sive attempts. Time reduction is 87% shorter compared to the “brute-force
attack” method.

The method of both attacks is unknown. In the case of the Stock Exchange
data leak, it is likely that software classified as APT was used, where APT is
a program which may have resided in an infected system for several months.

In 2019, in the CERT Polska report, there is information about 7 successful
cyber-attacks against municipal or district offices. The most widely described
one was the successful cyberattack against Koscierzyna municipality [10]. As
a result of using a ransomware program, the data on the computer disks of
the municipal office becomes encrypted. The attempt to recover data from
the backup failed because the disks on which the backups were stored had
also been encrypted. Thanks to the partnership with the company Kaspersky’,
it was possible to develop a program decrypting the data. In the incident,
the Mapo ransomware was used. The computers of the office were probably
infected as a result of opening an attachment file arriving with an email. The
use of the word “probably” stems from the fact that not much data was pro-
vided on the incident, such as: how did the infection occur? Was the e-mail
the access point to the office’s computer network? If so, which of the messag-
es contained malware? Did the office have antivirus software and why did it
fail to detect a malicious attachment? Were the computers belonging to the
Koscierzyn District Office infected as a result of the incident?

This data forms the basis for the following tasks in the process of managing
information security within an administrative office, such as:

— risk analysis — modification of the analysis,

— modification of operation continuity plans in the area of ensuring the

continuity of IT/ICT systems operation,

— modification of training plans for the office personnel on information

security in ICT systems,

— incident conclusions — modification of rules for storage and creating data

security copies.

To sum up the incident described — the municipality was very fortunate, as
the encrypted data was recovered. The office downtime was not long. Why
was the term “fortune” used? As a result of an error in the encryption pro-
gram code [11], it was possible to recover the keys to decrypt the data, which
protected the office from paying the ransom and violating financial discipline.

' See: https://cert.pl/posts/2019/12/free-decryption-tool-for-mapo-ransomware/.
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Data decryption is not always an option especially if the hacker uses a Vi-
per-type program designed to destroy it.

A month later, a different public office is attacked in the same fashion as
the Municipality Office in Koscierzyna [10]. This fact necessitates taking into
consideration what the level of protection for collected and processed data in
the offices of municipalities and counties is. A valid question, since about one
and a half months after the incident in Kostrzyn, another public office faces
a similar attack. A period of 1.5 months is sufficiently long for a data leak. Being
a valuable source of information for criminal groups, this data could become
a commodity in the “DarkNet”.

Based on the cases described, it can be mistakenly assumed that incidents
in the security of information kept in ICT systems, occur in municipal offic-
es. In October 2020, Oswiecim District Office became the target of a cyber-
attack. The targets of the cyberattack were: the Department of Surveying,
Cartography, Real Estate Management as well as the Department of Invest-
ment, Development and Roads [12]. CERT Polska, the Police and the Office
for Personal Data Protection were informed about the incident. The data was
encrypted, and the District Office decided to pay a ransom in the amount of
PLN 602,000 [13] for decrypting said data. The ransom was not paid in directly.
There was speculation that the tender conducted by the district authorities
was a disguised form of paying the ransom. The company that won the tender
was supposed to pay the ransom on behalf of the district administration [14].
There is no supporting evidence for the presented thesis, but the fact that the
selected company did not have information on successful attempts to recover
encrypted data allows for the conclusions presented [14].

Which local government units are targeted by cybercriminals? The compar-
ison of the three local government units subject to cyberattack is presented
in Table 1.

Table 1. Summary of statistical data of local government offices targeted by cyberattack

Public office name Area [km?] Population
Mun.|C|pa| Office in Koscierzyna, Pomerania 310 13295
Province
PIStI’ICt Governor’s Offlce of Oswiecim District 406 154292
in Lesser Poland Province
Lesser Poland Marshal’s Office 15183 3400000

Source: The authors’ own elaboration.
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The local government units shown in Table 1 fell victim to cyberattacks over
the years 2019-2021. There are three known cases (listed in Table 1) of suc-
cessful cyberattacks. As a result of them, the operations of the public offices
were reduced to a greater or lesser extent. The case of the Marshal’s Office of
Lesser Poland Province is an interesting one. In February 2021, the aforemen-
tioned office becomes the target of a cyberattack [15]. The target of the attack
was an e-mail server belonging to the office. The hacker paralyzed the opera-
tion of the mail server. It remains unknown how they had it done. The case was
reported to the Police, no information was found regarding the notification to
CERT Polska or to the Personal Data Protection Office. The attack resulted in
the shutdown of some of the IT systems used by the office. According to the
information of the “Krakéw Nasze Miasto” portal, the data of the office was
encrypted. Cybercriminals demanded a ransom paid in bitcoins. Allegedly, the
amount of the ransom was several million zlotys. After four months of inves-
tigation, the prosecutor’s office was unable to identify who had carried out
the cyberattack. This is yet another case of a successful use of a ransomware
program. If the attack was not carried out from inside the office, it should
be assumed that the ransomware was delivered from outside. The probable
channel of distribution was via e-mail. In many campaigns, email is used to
spread malware. This happens because for the attacker e-mail is the only
point of access to the computer devices of a public office. The e-mail server
belonging to the office is maintained by S-Net Sp. z 0.0. On the website of the
company managing the service, there is information that, in addition to the
Marshal’s Office, the Krakéw City Hall and the US Consulate are also the cus-
tomers of the company. Thus, the acquisition and exploitation of data in the
form of electronic correspondence will be a valuable resource for attackers.

In March 2021, an amount of PLN 1.5 million [16] is transferred from the
accounts of Rewitalizacja Company, which is controlled by the Radom City Hall,
to the accounts of fraudsters. The accountant receives a call from a “Police
Officer”, who informs her that the company’s money deposited in the bank is
at risk of being seized by hackers. At the same time, the “police officer” sug-
gests transferring money to the indicated bank account in order to protect it
from being taken over by the hacker(s).

Transfers are sent and the criminals gain access to the company’s money.
The attack described is an example of a vishing variation of a phishing attack,
with the difference that email or text messages are replaced by a phone call.
The described type of cyberattacks is based on “social engineering”, the pur-
pose of which is to deliberately mislead the interlocutor and persuade them
to perform certain activities, e.g. transfer money or provide personal data.
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4. Attacks on conjoined facilities not belonging
to local government units

In Poland, such attacks have not yet occurred or have not been described
by the media or CERT teams. Attacks on power plants and oil processing com-
panies have already taken place around the world. Similar attacks targeted
hospitals, pharmaceutical companies, and universities. The most spectacu-
lar incident against conjoined facilities was a cyberattack on 23 December
2015 in which Kyivoblenergo, a company supplying electricity to the city of
Kyiv, was attacked. The detection of the incident was due to the occurrence
of a major grid failure. Several transmission substations were switched off,
which deprived consumers of electricity. The power outage resulted from un-
authorized access to the company’s computer controlling the SCADA system.
Initially, it was predicted that about 80,000 electricity consumers would be
affected by the attack. However, it turned out that three other sub-suppliers
had also been attacked. As a result, there occurred a power outage cutting
off 225,000 customers from electricity. Shortly after the described incident,
Ukrainian authorities accused hackers affiliated with Russia’s security service
of causing the incident. Investigation of the cause of the failure was entrust-
ed to institutions responsible for cybersecurity from Ukraine and the United
States. One of the institutions participating in the post-intrusion analysis was
the SANS Institute from the United States.

In connection with the incident, the US Department of Homeland Securi-
ty issued an official report entitled IR-ALERT-H-16-056-01. According to the
report, three regional energy companies became the target of a coordinated
cyberattack. The attack on each supplier lasted approx. 30 minutes. As a result
of the described cyberattack, 225,000 customers were left without electricity
supply. Power companies were forced to manually control the transmission
network. The power outage lasted for several hours. At that time, energy
companies operated to a limited extent, trying to restore normal functioning.

The described event was the first publicly confirmed attack on an energy
transmission grid. The targets of the attack were electricity supply companies.
The incident itself can be treated as insignificant as the number of affected
consumers in relation to all electricity consumers in Ukraine was not large. The
incident had a local scope and concerned the city of Kyiv. The small significance
of the incident is related to the number of recipients aggrieved as a result of
the incident. The number of people living in Kyiv is 2,967,360. Thus, 225,000
recipients account for 7.6% of the city’s population. In addition, the duration
of the incident was limited (a few hours). Yet, for the companies that suffered
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damage as a result of the incident described above, this was an event classi-
fied as critical. Critical events affect the reliability of the services that these
companies provide.

The analyses did not refer to interconnected networks such as water, gas
or telecommunications networks. Most control devices are electrically pow-
ered. In the event of a power shortage, they are disconnected, depriving the
population in the crisis area of the media supply. As a result of the impact of
the incident on the interconnected networks, losses increase very quickly.

5. Preparing and conducting a cyberattack
on the power grid in Kyiv

Carrying out a cyberattack on the power grid infrastructure required plan-
ning and preparation. These are elements that occur in project management.
The project was divided into stages. In the first stage, the attackers collected
information about the power grid, the entities supporting it and the inter-
dependencies between them. It is not known how much data was available
to the public. This stage of the project is called reconnaissance. According to
the publication of the SANS Institute, they were not found to be the subject
of reconnaissance conducted by a potential attacker. What was explored by
the attacker was the automation systems used in controlling the operation of
the power grid. The coordination of the attack indicates that only selected el-
ements of the transmission system were explores. Such elements that, in the
opinion of the attackers, gave a chance for a successful attack.

The next action was to find vulnerabilities in the used control systems. Af-
ter finding vulnerabilities, another element was the development of software
allowing the attackers to seize control of the control devices. The last element
was finding entry points to the control system, installing malware and running
it. Finding an entry point to the control system is difficult because systems of
this class are not connected directly to external networks (e.g. the Internet).
Therefore, it cannot be ruled out that people employed by the attacked elec-
tricity suppliers were used to obtain information about a possible entry point
into the automation network controlling the transmission network. Such ac-
tions save the time needed to recognize vulnerabilities occurring in network
monitoring and control computers.
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6. Reasons for the success of cyberattacks
against public administration units

The first of the reasons that led to the effective attacks on the offices of:
municipality, district and provincial marshal’s office was the low awareness of
cyber threats among the employees of such offices. If the entry point to the
computer network was electronic mail, and such an assumption can be made
based on the available data, then the users should be informed how to handle
attachments in messages. Probably each of these offices receives dozens or
hundreds of messages with attachments every day. With such a number of
attachments, “manual browsing” of each of them is a pointless task. Author-
ities should purchase or lease software that verifies attachments containing
malicious code. Such attachments are part of a phishing attack which is dan-
gerous for both desktop and mobile devices. Users should be educated about
the rules for handling attachments received by electronic mail. In the case of
Word text editor or Excel spreadsheet files, a macro embedded in the file must
not be allowed to run if the file does not come from a trusted sender. And
even in this case, caution is advised because malicious code may be attached
to the file. Electronic mail is used to proliferate malicious code. Electronic mail
very often constitutes the only entry point into the ICT system of the object of
attack. Returning to the presented object of attack, hacking into the server of
a public office’s website may bring reputational damage. However, the sepa-
ration of the website server from the office infrastructure will not affect the
operation of the ICT infrastructure. In the case of electronic mail, the message
can be downloaded to the hard drive of the computer in the office. Running
the malicious code in the macro attached to the document will directly affect
the devices in the office. Its spread in the environment is aimed at infecting
more computers. Since the attempts to establish connections come from with-
in the ICT network, they are not checked in such detail as in the case of traffic
coming from the Internet.

The caution in the case of macros attached to document results from the
fact that this program may contain instructions responsible for downloading
a file with malicious code to a computer or other device , e.g. one encrypt-
ing files on a computer. In order to bypass detection by malware detection
software, encryption software is used. They are responsible for encrypting
the malicious file so as to prevent it from being detected on the basis of
a digital signature. After downloading a file to the disk, software is launched
to decrypt the malware, which proceeds, e.g. to establish a connection to
the control computer or encrypt the files in the folder. These programs will
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try to get inside the network in order to infect more computers. In order for
the transfer process between computers to be effective, the malware checks
whether there is a copy of the program on the target computer. At the end
of their operation, the programs are removed from the disks of the infected
computer concealing their malicious activity.

No configuration or improper configuration of malware detection and neu-
tralization software. Antivirus software may delete or quarantine a suspicious
file when it is detected. The system administrator is informed about the fact
that a suspicious file has been detected and blocked. The described activities in-
clude the organizational and technical aspect of data security in the ICT system.

The lack of software and hardware protecting public offices, e.g. antivirus
software, anti-spam/anti-phishing systems or NGF devices can be understood.
This lack is the result of the high cost of purchasing the listed elements, which
is an expense exceeding the financial capabilities of a municipality/district.
However, the lack of staff training in a public office is something incomprehen-
sible. The costs of such training can be covered by a municipality or district.
Such training can be carried out in the form of remote training or e-learning.
The second form is more convenient, as it allows for the distribution of the
number of trainees over time, minimizing disruptions in the functioning of
the public office.

There is probably no current inventory of ICT equipment and software in-
stalled on it in public offices.

When cybersecurity incidents occur, employees should know how to pro-
ceed, what actions should be taken to minimize the negative effects of the
incident and who should be informed about the occurrence of the incident.
Without such knowledge and skills, incident response will be ineffective.

This is where the problem of personnel assigned to act in response to a cy-
bersecurity incident arises. Most of municipalities are small or medium-sized
organizations in which 1 or 2 people are employed in the IT department. In
many municipalities, there is a problem with finding staff with knowledge and
experience in the protection of information resources. Based on the research
conducted by the authors using the pracuj.pl portal, the number of job offers
for people dealing with cybersecurity in the Wroctaw region amounted to: 18.
The research was performed on 25.07.2021. The number of returned results
for the query “IT security” & “Wroclaw up to 15km” amounted to 37. Of which
18 were relevant to the query. The number of job offers from the government
or local government administration — 0.

The lack of a competent specialist means that controlling and responding
to ICT security incidents is not feasible [17]. Supporting users of IT systems

198



Resilience of public administration bodies to cyberattacks

is an absorbing activity and fills the working time of the person(s) from the
IT department. Tasks related to cybersecurity and information infrastructure
management should be separated [17]. Such separation cannot be afforded
by municipal or district authorities due to the lack of personnel. One possi-
ble solution is to entrust the tasks of cybersecurity incident detection to an
external company. The outsourcing of security services is used in many orga-
nizations. Leasing ICT security management services enables organizations to
reduce costs. There is no need to hire personnel, purchase, install and con-
figure specialized software. This makes the project related to monitoring the
security of the ICT infrastructure more likely to be successful. In the opinion
of the authors, the merger of municipalities within the district will reduce
the costs associated with the implementation of security services. Because
the ordering party will be several organizations and not one and the number
of purchased services will be greater, which translates into the price for the
service.

In the event that municipalities and the district do not reach an agree-
ment on the purchase of a safety management service, will they not be able
to effectively protect their resources? The answer to the question posed is
not clear. It will require the performance of many tasks related to: planning,
implementation, control and improvement within the system of protection
of information resources. IT departments must prepare and implement the
following elements of the information security system:

1) preparation and maintenance of inventory: computer hardware, soft-

ware, network and peripheral devices,

2) updating the system and business software as part of the licenses held
in order to reduce the likelihood of effective use of the detected vulner-
abilities,

3) purchase and update of EDR-class software (Endpoint Detection and
Response) in the office along with periodic scanning of computers con-
nected to the public office’s computer network,

4) separation of the computer network between the organizational units
of the office in order to reduce the likelihood of malware transmission,

5) defining and enforcing rules for managing user accounts, e.g., full-time
employees, temporary employees, external employees working in co-
operation with the office,

6) preparation of rules for the cooperation of the public office ICT system
with external entities, e.g., higher and lower levels of public adminis-
tration, external companies (rules for granting access to data, scope of
data exchanged, methods of verifying external users, etc.),
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7) part of the backup copy transferred to the cloud (you can copy those
groups of data for which there are no restrictions on their transfer, for
example, outside the borders of the Republic of Poland),

8) verifying and testing backup copies,

9) encryption of data constituting highly sensitive resources, e.g. financial
data, human resources data, data on economic turnover, etc.,

10) regular review of event logs of computers, peripherals, network devic-

es,

11) establishment and training of an ICT security incident response team,

12) development of plans for restoration after a potential failure or disas-

ter, along with the identification of technical parameters such as: the
time required to restore the operation of selected elements of the ICT
system, etc.,

13) theoretical and practical training of the office staff,

14) cooperation with CERT Polska and/or commercial entities in the area

of susceptibility scanning in the ICT system of the public office.

The measures listed determine the effectiveness of the information security
system. It is important to remember when creating an information security
management system that the data to be secured is not limited to personal
data. The effective operation of an information security management system
depends on the understanding of its resources. An inventory is a document
of major importance for the protection of the information resources. Activi-
ties such as asset inventory can be entrusted to specialized software that will
relieve the IT staff from the routine and time-consuming task of performing
inventory activities and verifying the results.

A similar kind of improvement can be provided by EDR-class programs and
automatic distribution of operational system updates. In the case of the sec-
ond class of ICT systems, this option is found in the operating system, which
also reduces the workload of the IT department.

Task 10 is difficult to complete without specialized software such as a SIEM
(System Information and Evidence Management) class system. This system col-
lects data from selected infrastructure points, processes it, groups it and then
filters it based on predefined filtering rules. An example of a filtering rule is
shown in Figure 9 in the “New Search” section.

SIEM-type solutions relieve a data analyst of the necessity to “manually”
read data from selected devices and then to standardize and subject it to
analysis. An analyst can focus on evaluating the detected incident and on ways
to mitigate its destructive impact. The result of the analysis will be a faster
response to the incident which will give the attacker less time to act.
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Fig. 9. Example of data search in a SIEM system on the example of Splunk Enterprise
Source: [18].

When creating a COB, the roles should be separated, which means that the
COB and the Information Technology Centre are separate organizational units.
This requirement must be observed, as the analyst cannot simultaneously be
the person responsible for making sure that the ICT system is being monitored.
That kind of situation constitutes a conflict of interest.

The data collected by the SIEM system can be used by law enforcement
authorities as well as by the court during the trial of the attacker. It must be
properly secured so that it can serve as evidence in legal proceedings. What
is being discussed here is the chain of custody, which requires adequate and
documented handling of acquired digital evidence. The chain of custody orga-
nization is designed to protect digital evidence from intentional or accidental
damage, destruction or modification. In legal proceedings, the above-men-
tioned actions discredit the collected evidence.

Another important element is to carry out vulnerability scanning. It allows
for detecting vulnerabilities in the investigated system and removing them
before attackers do so. Such a measure reduces the chances of a successful
cyberattack. Vulnerability scanning should be outsourced to an external or-
ganization. Prior to scanning, a framework for testing (what elements of the
system will be tested and when) should be established. Moreover, a request
for confidentiality of the entity performing such scanning should be made.

A vulnerability scan report should serve to rectify the identified defects,
thus increasing the level of cybersecurity in the institution. This is an example
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of the verification of the introduced security measures in the elements of the
organization’s ICT system in accordance with the PN-ISO/IEC 27000 standard
and the Deming model contained therein. According to the standard, the ICT
security management process is based on 4 tasks: planning, implementation,
verifying and actions aimed at improving the information security manage-
ment system [19]. A system that operates according to the described process
has a chance of surviving a cyberattack and incurring less damage.

Several conclusions can be drawn from the presented description. Organiz-
ing a COB is a costly and time-consuming project. Obtaining technical compo-
nents is a more or less complicated task, but one that can be accomplished.
The element associated with employing and retaining personnel is more com-
plicated. Public administration entities will be forced to compete with com-
mercial entities. This, in turn, may lead to a situation where it is not possible
to collect sufficient COB staff. The staff shortage will delay the launch of the
COB, and if the COB is launched with incomplete staffing, it may cause it to
function incorrectly. The solution to such a problem is to hire (outsource) COB
services from specialized companies, which relieves government administra-
tion entities of the need to create and maintain their own COB. The described
solution is commonly used by commercial entities and public administration.
On a large scale, outsourcing of security monitoring services by public admin-
istration takes place in the Kingdom of Denmark. This solution reduces the
costs of running COB taking the burden of equipment purchases and hiring
cyber security specialists off of the entity purchasing the monitoring service.

Conclusions

The described cyberattacks show that the awareness of cybersecurity
threats is not common in public administration. The fact that a similar type
of threat effectively uses the same vulnerabilities several times in different
locations and at different times confirms the presented thesis.

They have not yet occurred, or information about them has not been made
public — cyberattacks against conjoined facilities, such as: power plants, gas
or water supply plants. If government entities have not been able to deal
with a point cyberattack then they will not be able to cope with a distributed
cyberattack. This is due to the limited quantity of resources at the disposal of
public offices. The size of the office is irrelevant, as municipal offices, district
offices or province level offices have fallen victim to cyberattacks. The example
of the Marshal’s Office of the Lesser Poland confirms the formulated thesis.
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The remedy for the current situation is to combine the efforts of the public

offices in order to obtain external resources that provide better protection
against cybercrime. In addition, training office employees is also required. The
training should include awareness of threats and procedures for handling the
detection of an ICT security incident. Most of the incidents described could
have been avoided if employees had been trained and knew how to behave
when the incident was detected.
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Odpornos¢ organow administracji publicznej na cyberataki

STRESZCZENIE Organa administracji publicznej odpowiadajg za organizacje zarzadzania

kryzysowego na podlegtym im obszarze. Aktualnie wymiana informacji
pomiedzy elementami zarzgdzania kryzysowego realizowana jest z wyko-
rzystaniem systemu telekomunikacyjnego. Dzieki zastosowaniu teledacji
mozliwa jest wymiana danych, a na ich podstawie budowanie informacji
o zjawisku kryzysowym. Odpowiedzialnos¢ za ochrone zasobdéw informa-
cyjnych spoczywa na wdjtach, prezydentach miast czy marszatkach wo-
jewddztw gromadzacych i przetwarzajacych dane w celu realizacji zadan
podlegtych im urzedéw. Jednym z elementdw sytuacji kryzysowej moze
by¢ cyberatak wykonany na infrastrukture informatyczng urzedu w celu
utrudnienia lub uniemozliwienia wykonywania przez niego zadan. Takie
incydenty miaty juz miejsce na terenie Polski. Interesujgce jest zagad-
nienie zarzadzania incydentem, ktory oddziatuje bezposrednio na urzad.
Artykut przedstawia analize przypadkéw cyberatakdéw opisanych w me-
diach. W pracy pokazano pasywne metody rekonesansu wykorzystywane
przez cyberprzestepcow.

StOWA KLUCZOWE cyberbezpieczenstwo, zarzadzanie bezpieczeristwem informacji
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