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PROPOSAL OF A NEW METHOD FOR E-BANKING
AUTHENTICATION BASED ON FINGERPRINT READER
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The paper presents a novel method/mechanism foir@téc banking transactions
authentication based on biometrics, using fingatpeader. The method allows to
identify the client not only by something that hestor knows, but who he is. There-
fore, the proposed solution enhances securityaoftictions authentication by an addi-
tional factor of client identification - this kinof solution hasn't been currently used by
banks in Poland so far. The article also preséwsthe application of an additional
level of security is not associated with an inceeafcosts for banks but allows them
to reduce them, especially for long-term relatigpshvith customers.
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1. Introduction

Banking, like many aspects of our lives, movedhm Internet. Clients are in-
creasingly willing to use this method of paymend aontrol of their finances be-
cause of the convenience and time savings [1]. Mewavith the popularity of the
Internet and electronic banking has increased timeber of attacks and extortions
by online criminals [6,7,8,9]. Hacking attacks aenk servers are just one of the
methods. Statistics show that much more effectitacks are directly in the client.
It mostly often happens through e.g. substitutirigke login webpage of the bank
and extortion of authorization data. Banks incresesgurity by encrypting connec-
tions, masking passwords or detection of failedniegHowever, the most effective



to approve operations with a high degree of rigk authorization codes, such as
transfers to external clients or changing persamarmation of the client in the
bank system [2].

The purpose of this article is to present a newhouwbf banking operations
authentication in the telecommunications bankingises area. Due to the diverse
needs of retail and corporate customers in thelartill be taken into account
only the services offered to individual customers.

2. Device sdlection

For the tests, the Transcend JetFlash 220 4GB elevas selected, which al-
ready includes software to read the fingerprintgpatand validate it. Manufacturer
software protects access to the disk using 25&dyit(AES) [5]. During the first
start up of the device the client is asked to scdimgerprint and after that while
every next starting the device will ask for movittg finger through the scanner
and will verify fingerprint. Only after positive agparison, the client will have
access to the device on which the generating cagiggcation is stored [3, 4].

The authentication system consists of a clientiegipbn running on the client
machine, which is activated from the JetFlash 2@@a#d, and application on the
server running on the bank side. Client applicatioas not perform data validation
but verify only their format and their length. Aftidhat the data are sent to the serv-
er and client receives back the answer.

3. Client application

The task of the client application is only to ohtaglevant data from the client
and send them to the server (Fig. 1). The date;twihill be sent, are:

ID — unique device serial humber. This number Wwél read each time from the
device's memory. It is essential to the producstage, that this number has to
been stored in device memory with no possibilityrafdifications. It will be read
from the device and assigned to a particular usehe time of delivering the
device.

CIS — the same number as the ID number in electtoaniking. The customer will
have to enter it every time because there will mmtwrite access to the device
after the production procesBntering CIS number will also provide additional
protection.

PIN — access code which provides additional prtecPIN will be determined by
phone call at the time of authentication methodvatiobn and will not be stored
in memory.
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CLIENT IP — IP address of the computer from which tequest was send.

DATA OF OPERATION - data set by the bank being abtaristic for specific
transaction. This could be the last four digitahef account numbers of customers,
which are presently used by banks.

Data is encrypted and sent to the server and idet glrogram waits for a response.

The client connects fingerprint reader

v

It scans fingerprint

a

v

Verification of compliance with the model _1

POSITIVE

Y

Authorization Application Startup

v

The customer enters the data < ]
Announcement of
,L incorrect data
Validation of the format of entered
data _
POSITIVE

v

| Sending request to the server

v

Receive message and display

Figure 1. Diagram of the client application - a single cadmeration
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This method is useful for the approval of transattion the website because
the customer who is going to make the transacti®uch a way, must have access
to a computer with Internet. In addition, it is pilide to generate not just one code,
but also a list of codes.

4. Server application

The server waits for a response, ensuring unirgércduoperation and support
for multiple clients simultaneously. The applicatigeceiving a client request first
check whether the customer actually performs amatipe that requires authenti-
cation. The purpose of this is to protect the sefnaem the load due to the genera-
tion of unnecessary codes. Next is being verifibgthver the customer has activat-
ed the biometric tool and the CIS or the ID of tlewice is not blocked. A further
step is to verify that the client uses its ownide\and introduces the correct PIN.
The last step is to check the transactions datagendrate an authorization code
(Fig. 2a and 2b).

The similar schema of action is in the case ofivaog a request of code list
generation. In addition to data validation is taifyethe expiration date and the
number of codes that the client wants to receives Ts the stage of generation,
which can be freely modified by the bank.

5. Method of device activation

Device delivery to the customer can be done byisgnd from the bank's
head office directly to a particular client or tadividual bank branch where the
client can get it in person. The second methodd$epred for two reasons. Firstly
is cost, because of the small dimensions of thécdatwwill be cheaper for bank to
deliver package containing several devices to glesiaddress (bank branch) than
the delivery of each device to a separate addregsg®ents. Secondly there is the
need to wait by the client for the delivery whiteetbank’'s branches can create sup-
plies and give the device, for example, in the maneé opening an account by the
client.

Regardless of how the equipment will be given mdhient, it should be pre-
assigned to him. The proposed method is coding fldewice in the bar code.
The bank clerk before issuing or delivery the deyvscan the bar code and into this
way assigns it to the client. The label with the tade should be peeled off before
giving the device to the client for safety reasons.
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Figure 2a. Diagram of the server application if it receivesquest for code generation
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On the telephone number, specified by the custamtire bank facility, con-
tact call center employee who verifies the clidat €xample, by logging in to the
telephone service) and sets with him the PIN taoanbtric tool. The client enters
the PIN on the phone, which is stored in a databEss method of PIN generation
is nowadays being used by banks to determine PIhatdware token, credit card
or telephone services.

During the first start of the device client foldeetfingerprint pattern, runs the
application and generates the first code, whickrerdn the bank website in the sec-
tion of the authentication settings. If the gerealatode is correct, biometric device is
activated and becomes the only way to authorizepleeation of the client.

6. Comparative evaluation of the security

Nowadays offered methods have different levels exfusty. They can be
based on what the customer has (e.g. the cardowékime codes, cell phone with
number on which SMS with code comes) or/and knawg. PIN code). The third
level of security is based on a hidden data. Incdme of a hardware token client
must have a device, knows PIN and the generatidhheotode is done on the client
and server side on the base of serial number stmelboth sides, however not
known for the user - it minimizes the risk of extog this data from the client [2].

The proposed solution introduces a fourth levesexdurity, which until now
has not been used to authenticate banking transactn summary, the security of
authorization code generation is based on fouracheiristics:

1. something that the client has - biometric device
2. something that the client knows — PIN,

3. something that is assigned - the unique 1D efd&vice which is unknown for
the client,

4. something that confirms the identity of the mlie fingerprints.

Clearly it can be concluded that the proposed nukttfiers the highest levels of
security and the information on which the authdroracodes are generated.

7. Comparison of the costs of methods

Because it is not possible to estimate the cost sihgle code generation for
every method, the best indicator of the cost vallitcurred in generating a number
of codes in a given period of time. The followirighple analysis of the expenses
of each authorization method for one user will bade in the period of one
(Fig. 3), twelve (Fig. 4) and thirty six (Fig. 5)omths. A generalized value of 20
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operations per month was assumed for each of thesnot excessive, especially

since more and more banks will require an authtiomecode not only to approve

financial transactions, but also for the login he tvebsite, for example to see the
account balance.

On the basis of analysis of the charges in seleddatish banks
[10,11,12,13,14] assumed average prices for the pamular authorization meth-
ods nowadays:

- Card of codes - issue the card of codes for 50 operations ix@grense of
5z[12].

- SM S codes — it was assumed that the cost of one SMS is £.20.20 zt x 20
operations = 4 zt) [11, 13].

- Hardware token - generates a fee for the issuance of 48zt andot zhonthly
usage [15].

- Biometric token - the purchase price of a single device of Tramdc#etFlash
220 4GB for retail client is 51,30 zt (www.saturiph January 2013). It is im-
portant, that the costs can be further reduced $igraficant reduction in memory
capacity and mass production. It was assumed ti@atcustomer will not be
charged monthly fees by the bank for the use ahbioic token.

60,00 2t - 49,00zt 51,302

® Card of codes
m SMS codes
I Hardware token
= Biometric token
10,007t | Yy 7 ]

0,00 zt !

50,00 zt -

40,00 zt A

30,00 zt A

20,002t
500z 4,002t

N\

Figure 3. Costs of 1 month using of chosen authorizatiorhogs for one customer

143



60;00-2¢
60,00 7t - 51,30z
pa — "B
50,00 zt A
® Card of codes
40,0024 1 u SMS codes
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30,00 zt = Hardware token
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0,00 zt

Figure 4. Costs of 12 monthly using of chosen authorizatm@thods for one customer

160,00 2t +

140,00 zt -
120,00 zt - /

100,00 zt - 75,00 zI
80,00 zt / -
60,00 zt /
40,00 zt 4 /

20,002t -

= Card of codes

= SMS codes

= Harware token

= Biometric token

0,00 zt T

Figure5. Costs of 36 monthly using of chosen authorizatr@thods for one client

8. Conclusions

This paper proposes a new method for banking atitiagion that uses a fin-
gerprint reader. It is important that the new dolutprovides a higher level of
security and convenience of service, while reduangts in the long term use.
The implementation of biometric token by any of baaks will add not only addi-
tional authentication method to choose from, bet sblution cheaper, safer and
higher level of prestige and functionality.
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