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Abstract

States use cyberspace as one of the platforms for pursuing national interests, also in the context of armed
conflict. Due to their inherent purpose, certain principles of international law also apply to the activities of
entities (state and non-state) in cyberspace. The main research problem was defined as the following question:
under what conditions could the terms in international law be used to describe the events in Estonia in 2007
that imply the possibility of eventual responses or demands by victim parties consistent with international
standards? In the article, the events in Estonia in 2007 were compared to existing methods of cyber warfare.
The main research methods that were used to achieve the essential objective were: analysis of legal documents
and critical analysis of the literature on the subject. The analysis is interdisciplinary in nature and will be par-
ticularly useful to researchers of international political and/or military relations and those interested in aspects
of international security.
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Nation-State Cyber Operations Legal Considerations

1. Introduction

In the present day, there is nothing new in states conducting cyber operations. The num-
ber of nation-state cyber operations is rising significantly — from 12% in 2018 to 38% in 2020
(Verizon Communications, 2020) and takes many forms. For example, according to termi-
nology that shows how actors can leverage information systems to disrupt political systems,
cyber operations can take the forms of disrupting data sources in physical and logical sys-
tems, manipulating algorithms used in the processing of signals, manipulating interpreta-
tions associated with information, and weaponizing information systems (Desouza et al.,
2020).

In this context, it is important not to consider cyber-attacks as an outlaw form of exerting
influence in the international environment (Koh, 2012). In cyberspace, we are also dealing
with types of acts that can be classified as "armed attacks" and/or unlawful "use of force"
under the doctrine of jus ad bellum or as "attacks" under the doctrine of jus in bello. This is
important in terms of the rise of certain legal consequences.

The research aimed at defining the nature of the events in Estonia in 2007 and determin-
ing if terms such as armed cyber-attack (under Article 51 of the UN Charter), use of force
(under Article 2(4) of the UN Charter), cyber-attack and cyber conflict (under international
humanitarian law) could be applied. The main research problem was defined as the ques-
tion: under what conditions could the terms in international law be used to describe the
events in Estonia in 2007 that imply the possibility of eventual responses or demands by
victim parties consistent with international standards? In the author’s opinion, the juxtapo-
sition of international law norms on cyber-attacks with the practice of states using cyber-
space to achieve national goals is important for the ability of the affected party to react. The
case of Estonia is one of the first examples of the collision of these norms with a real violation
of the nation state's cyberspace.

The research methods used in the research process were based on the qualitative analysis
of publicly available sources, including a critical analysis of the literature on the subject and
analysis of acts of international law. This article does not exhaust the entire broad and com-
plex issue of hostile activities of state and non-state actors in cyberspace. Instead, it repre-
sents an attempt to offer an initial, general overview of the issue of state-supported cyber
operations classification in international law context (UN Charter and international human-
itarian law), based on the example of events in Estonia which is useful for analysts of the
international security system and broadly defined international relations.

2. Events in Estonia in spring 2007 — facts, figures, context

Cyber operations that targeted Estonian governmental and private (belonging to banks,
schools, media, and citizens) servers took place between April 27 and May 18 2007. The
choice of cyberspace as a platform for hostile actions was not accidental. It should be seen
in the context of the high level of computerization of Estonian society, which is visible in the
percentage of banking transactions conducted over the Internet, which amounted to 95% at
that time (Tikk et al., 2010). The nature and intensity of the cyber operations varied through-
out the period. The main type of hostile action was DDoS (Distributed Denial of Service)
attacks, based on a botnet, suggesting a bottom-up hacker initiative. During the most intense

-100-



Safety & Defense Vol. 7(3) (2021)

actions (between 9 and 19 May), about 85,000 infected computers were involved in the op-
erations. At that time, among others, the largest Estonian banks became the target, and one
of them — Hansapank — lost the ability to provide online services for a few hours (NATO
Strategic Communications Centre of Excellence, 2017). The operations were carried out
mainly outside Estonia's territory, so some Estonian banks stopped handling foreign trans-
actions. A technical analysis of hostile actions in the Estonian cyberspace indicated the use
of the Russian language and political motivations. That is all the more interesting as detailed
instructions on carrying out attacks on Estonian servers and websites appeared on many
Russian-language websites and internet forums (Ottis, 2008).

The events in Estonia in the spring of 2007 are not without a political echo. At the same
time, the Tallinn authorities decided to move the monument to the Soviet soldiers who died
in clashes in Estonia during the Second World War from the center to the nearby military
cemetery. Rioting broke out, in which the Russian minority representing nearly 25% of Es-
tonia's population took part. One person died in street clashes, 100 were wounded, and
1,300 were arrested (Rid, 2013). The communication capabilities of social media and other
Russian-language websites, which contributed to the radicalization of the Russian-speaking
minority's mood, were not without significance. The dates of events also indicate the politi-
cal background to the operations in Estonia's cyberspace. The second, more technologically
advanced wave of cyber operations began on May 4, with its culmination on May 9 — the day
of the Russian public holiday commemorating the victory over Nazi Germany (Herzog,
2011).

3. "Armed attack", "attack" and the "use of force" in international relations in
the context of cyberspace

The term "cyber-attack" can be used in the context of international law. Moreover, it is
important to distinguish between two interpretive approaches: jus ad bellum and jus in bello
(Schmitt, 2012a). Jus ad bellum refers to "armed attacks" (which is not the equivalent to the
term "use of force", because not all uses of force are armed attacks) and is related to the
exceptions to the principle of the prohibition of the use of force set out in the United Nations
Charter (Article 51 UN Charter — self-defense and UN Security Council authorization of the
use of force). It must be remembered that the provisions of the UN Charter apply only to
state entities. The jus in bello considers the concept of "attack" as a type of armed operation,
covered by international humanitarian law, mainly written in Additional Protocol I to the
Geneva Conventions. This distinction is crucial to the response options of the injured party
(Schmitt, 2011).

The term "armed attack" includes kinetic military force and should result in effects spe-
cific to armed operations — death (or the risk thereof) or injury to persons or damage to or
destruction of property and objects. These conditions allow the victim state to respond mil-
itarily on the basis on Article 51 of UN Chapter, which describes the conditions of the right
to individual or collective self-defense (Schmitt, 2012a). In contrast, the term "attack" de-
scribes a military operation covered by the rules of international humanitarian law and is
the same as "combat action" referring to physical force. Both "armed attack" and "attack"
are consequence-based terms. This means that cyber operations that result in effects analo-
gous to those caused by kinetic armed attacks should also be treated as an armed attacks.
The methods of using force are not as significant as their effect — exceeding a certain degree
of harm (Schmitt, 2012a).
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The prohibition of the use of force in international relations, based on Article 2(4) of the
UN Charter, is not the equivalent of "armed attack". The "use of force" may be illegal without
exceeding the "armedness" condition. Article 51 of UN Chapter does not apply in this situa-
tion and victim-states can use only non-forceful countermeasures (Schmitt, 1999). Article
2(4) of the UN Charter is also applicable in cyberspace, which was confirmed by The Inter-
national Court of Justice standpoint that the prohibition of the use of force in international
relations applies to any use of force, regardless of the type of weapon used (Legality of the
Threat or Use of Nuclear Weapons, 1996). The term "use of force" refers to an armed force
(every armed attack is use of force) and includes kinetic force. In addition, use of force can
have a non-kinetic character, like arming and training guerrillas (Nicaragua v. United States
of America, 1986). The framework for the use of force is not clearly defined, even more so
when it comes to cyber operations that do not result in death or injury to persons or damage
to or destruction of property and objects. That is why states have adopted informal criteria
based on the analysis of the effects of cyber operations — the scope, scale and effects of a
cyber operation comparable to an attack by traditional methods. They include severity, im-
mediacy, directness, invasiveness, measurability of effects, military character, state involve-
ment and presumptive legality (Schmitt, 2017).

4. The events in Estonia in 2007 — unlawful use of force or cyber-attack from
the perspective of international humanitarian law?

The analysis of hostile actions in cyberspace towards Estonia in terms of the appearance
of unlawful use of force features requires the confirmation of three essential conditions —
state involvement, a military character, and an exceeded damage threshold. These criteria
are decisive for the status of unlawful use of force, regulated in Article 2(4) UN Chapter, and
apply to operations in cyberspace as well.

Identifying the main actors involved in the conflict is a crucial determinant of their state-
hood due to Article 2(4) UN Charter, which applies only to states. Unfortunately, meeting
this condition is problematic and reduces the effectiveness of the application of international
law due to the difficulty in determining the nature of the parties involved in present-day
conflicts. Moreover, the dominant trends in the area of armed conflicts clearly point to their
"de-nationalization" — in 2019, only 2 out of 54 active state-based conflicts have been inter-
state in nature (Pettersson & Oberg, 2020). Therefore, the term "new war" is increasingly
often used in relation to contemporary armed conflicts to describe a new type of violence,
characteristic of privatized, informal, internal, and low-intensity conflicts of the late 20th
and early 21st centuries (Kaldor, 2012).

The state character of participating entities is ambiguous and often impossible to demon-
strate (Goldsmith, 2013). The aspect of statehood is also debatable in the case of cyberspace.
Enemy cyber activities in Estonia in 2007 are a perfect example of that. The Kremlin offi-
cially opposed the blaming of the Russian authorities for hostile actions in Estonia's cyber-
space, attributing the initiative to hackers acting on private grounds.

Undoubtedly, the cyber operations in Estonia were connected with the relocation of the
monument to Soviet soldiers to the military cemetery on the outskirts of Tallinn and had a
political background. Moscow took these actions as disrespect for the Red Army soldiers
killed there. At the same time, Russia denied its participation in hostile cyber activities.
Nonetheless, all events accompanying the aggression in cyberspace signaled Russian activ-
ity. High Estonian state officials officially pointed to at least Moscow's indirect involvement:
"IP addresses have helped to identify that the cyber terrorists' attacks against the Internet
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pages of Estonian government agencies and the Office of the President have originated from
specific computers and persons in Russian government agencies, including the administra-
tion of the President of the Russian Federation” (Government Office of Estonia, 2007). Why,
then, can the statehood criterion, which would determine whether events in Estonia in 2007
are an unlawful use of force, not be considered to be fulfilled? That is due to the specificity
of activities in cyberspace, which makes it challenging or impossible to identify the culprit,
despite the identification of methods and tools. The reasons why there would be a possibility
to attribute the perpetration of hostile cyber operations against Estonia to Russia are not
entirely credible. For example, evidence in the form of the IP addresses of the computers
from which the attacks were made and which were located in Russia can be questioned. The
fact that hackers used botnets infected with malicious software as the main method of oper-
ations resulted in computers all over the world being taken over and used for hostile actions.
As Dmitry Peskov, First Deputy Press Secretary of the Russian President in 2004-2008,
said: "[There is] no way the [Russian] state [could] be involved in cyber terrorism [...]. When
one looks at the IP addresses showing where the attacks are coming from, there is a wide
selection of states from around the world. However, it does not mean that foreign govern-
ments are behind these attacks. Moreover, as is probably known, IP addresses can be fake"
(BBC News, 2007). In a situation where the Kremlin officially opposes blaming Russia for
the destabilization of Estonia's cyberspace, the condition of the state character of the initia-
tor of cyber operations is entirely questionable. Similary, the condition of the military char-
acter — another of the criteria used to define the use of force in international relations.

The involvement of military actors in cyber operations in Estonia cannot be proved.
While Moscow's inspirational and mobilizing role in the political dimension is distinct, the
participation of Russian secret services in the events in Estonia in 2007 is not evident. On
many occasions, accusations of controlling botnet networks to achieve political goals, in-
cluding the initiation of DDoS attacks on the websites of Russian opposition parties, led by
Garry Kasparov, were directed at the Russian authorities. The event took place a few weeks
before the cyber operations in Estonia, and Arbor Networks — a company tracking DDoS-
type activity in the network — confirmed the participation of the same botnet elements in
both operations (Davis, 2007). Contrary to the Kremlin's official position, Russian opposi-
tionists reported specialized government units initiating aggressive actions in cyberspace.
According to Denis Bilunov, the United Civil Front executive director: "There is a specific
department within the FSB — the successor to the KGB — that specializes in coordinating
Internet campaigns against those they consider a threat. They have attacked Chechen rebel
sites, us, and now it appears they have attacked Estonia" (Davis, 2007). However, there are
doubts again about the qualification of governmental actions of individuals carrying out
tasks in cyberspace as activities involving features of either cyber conflict or cyber espionage.
The latter type of state operation in cyberspace is not regulated by international law unless
it is part of armed conflict (Schmitt, 2017).

With regard to determining the degree of harm necessary for an act to be considered as
an unlawful use of force, it is fundamental to analyze whether the criteria of severity and
invasiveness are met. Although people have not been killed or injured as a result of cyber
operations in Estonia, hostile actions have had a negative impact on Estonian society as a
whole, especially when considering its rate of computerization. The effects of the aggressive
acts in Estonian cyberspace have manifested themselves in physical form and cannot be re-
garded as "common" methods of exerting political pressure. The question is to what extent,
as a result of cyber operations, have the state's essential interests been affected and has the
functioning of the state's critical infrastructure been disrupted to the extent that it would
have been in the case of an invasion by "traditional" methods? The activities of hackers in
Estonian cyberspace did not cause any disruption to the functioning of the military, energy,
or transport systems. The loss of Estonia's image as the leading country in transforming a
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former Soviet republic into a modern and computerized country can be discussed. However,
this is not a key area of the functioning of the state.

Looking at the criteria of immediacy and directness, there are circumstances under
which the events in Estonia can be considered as a use of force. The most significant losses
occurred in the banking sector due to the blockade of services of Estonia's largest bank for
several hours. Government websites also became non-functional. The lack of ability to per-
form essential functions of a financial (banking) or social nature (blocking access to social
benefits) demonstrates the immediacy and directness of the cyber operations under study
(Schmitt, 2011). On the other hand, it is impossible to establish a direct link between hostile
actions in Estonian cyberspace and the injured and the one person killed. There are also
doubts about fully meeting the immediacy criterion because of the nature of cyber incidents,
which are part of a more general operation with political and national roots. The economic
impact of cyber operations in Estonia, especially in the private sector, is even more challeng-
ing to be determined. However, it should be kept in mind that, in the context of the finding
of violations of the ban on the use of force in international relations, the impact of cyber
operations on non-state actors is not taken into account (Schmitt, 2017).

In addition, the damage caused by cyber operations in Estonia in 2007 is unmeasurable
due to the denial of service technique, which is characterized by a lack of access to a network
service as a result of flooding the network with huge amounts of data. If the methods used
resulted in the destruction of data, the range of damage would be easier to measure.

Considering the previous analysis of the terms "use of force" and "armed attack", some
researchers concluded that the cyber operations in Estonia in major aspects exceeded the
degree of harm and could be considered by the international community as an unlawful use
of force (Schmitt, 2011; Buchan, 2012). However, a necessary condition for this recognition
would have to be Russia’s indisputable and unequivocal responsibility. Furthermore, under
Article 2, paragraph 4 of the UN Charter, the recognition of the use of force is based on a
finding of material damage (property, death, or injury). In this context, consideration should
be given to ethical controversies concerning the possibility of classifying cyber-attacks as
forms of informational violence going beyond physical borders and subject to international
law (Haataja, 2017).

Another issue is the analysis of the events in Estonia in 2007 from the point of view of
the legitimacy of using the term "attack" in jus in bello terms and the necessity of applying
the principles regulated by international humanitarian law. The interpretation of the term
"act of violence" is a key factor in determining whether an act was an attack or not. Acts of
violence include not only physical force but also the neutralization of objects in order to gain
military advantages. The term "military" also plays an important role. The rules of interna-
tional humanitarian law (e.g. requirement to take precautions in attack) concern attacks on
military targets. All attacks on civilian objects are unlawful. In this context, using the term
"cyber-attack" to describe the events in Estonia would seem reasonable, regardless of the
state or non-state nature of the aggressors. However, in reference to Additional Protocol II,
non-international groups conducting attacks should be organized and "under responsible
command" (Protocol I, art. 1, 1977), which did not occur in the case of Estonia.

5. Events in Estonia in 2007 — an attempt to classify

An analysis of the events in Estonia in 2007 led to the conclusion that they cannot be
considered as use of force in international relations (even more so as an armed attack) within
the meaning of the jus ad bellum, mainly because of the difficulty of determining the state
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character of the actors involved. For the same reason, the term "cyber war" should not be
used to describe cyber-attacks in Estonia (or use it only as a descriptive, non-legal term).

Nor can the events in Estonia be categorized as a cyber conflict under international hu-
manitarian law. The distinction between international armed conflicts and non-interna-
tional armed conflicts is not essential. It is more important to analyze the term "organized",
"armed" and "protracted" (the degree of the organization of the of participating groups),
because non-international conflicts are described as "protracted armed violence between
governmental authorities and organized armed groups or between such groups within a
State" (Prosecutor v. Dusko Tadic aka "Dule", 1995). Cyber operations, like these in Estonia,
conducted by individuals, are not included in non-international armed conflicts — they were
neither conducted by organized nor an armed group.

The organization criterion is related to the possibility of undertaking military activities
in a coordinated manner in accordance with the goals of the group, not individuals. Thus, to
talk about a non-international cyber conflict under international humanitarian law, its par-
ties should be characterized by a certain degree of organization, measured by factors such as
formal command structure, mission planning, issuance of orders, imposing discipline
(Schmitt, 2012b). The cyberspace environment does not exclude such organized groups —
virtual leadership can function without the physical inherence of its members, but not with-
out concentration of all fellows to achieve the group's goals.

A group should be militarily active to be "armed", this means the existence of a purpose
of carrying out armed activities. Conducting "attacks" should be the primary goal of an
armed group. Therefore, as long as individual group members carry out attacks on their own
and not on the group behalf, the armed criterion cannot be met (Schmitt, 2012b).

There is also difficulty in finding "protraction" in the Estonian case. International law
stipulates a few factors which could give an answer to whether the conflict was or was not
"protracted" — intensity and gravity of the attacks, the collective character of the warfare, the
need to increase forces in the face of the ongoing crisis (Schmitt, 2012b). In the context of
cyberspace, it is also important to determine the time over which the hostilities have taken
place. Cyber-attacks do not need to be continuous, but they should be frequent and related
to be considered as "protracted". In other words, protracted cyber-attacks have to occur reg-
ularly over time (Schmitt, 2012b).

Given that only a political, planned, and deadly act of violence in cyberspace can be con-
sidered a symptom of cyberwar (with the criterion of statehood) or a cyber conflict, such
forms of fighting in cyberspace did not occur in Estonia. It is highly probable that they will
not appear in the near future either (Rid, 2012). In addition, there are doubts about the ef-
fectiveness of cyber operations (in situations when they are part of a larger military opera-
tion) as a tool that significantly impact the battlefield area (Kostyuk & Zhukov, 2019). So if
the events in Estonia in 2007 were not a cyber conflict, how can they be named and quali-
fied?

Cyber operations in Estonia were one of the examples of using cyberspace to achieve na-
tional goals by the state (Chung, 2018). Nowadays, it is a well-known method of political
struggle for some international state actors. Analyzing the Cyber Operations Tracker (tool
made by Council on Foreign Relations, which shows the scope of publicly known state-spon-
sored cyber incidents since 2005), it can be found that cyberspace is the main domain to
achieving nationals goals for some countries (https://www.cfr.org/cyber-operations/). In
the 2005-2020 period, the five most active states (China, Russia, Iran, North Korea, United
States) suspected for sponsor cyber incidents were involved in almost 400 cyber operations
targeted different sectors. It should be noted that those data is most likely heavily underes-
timated, because of basing on publicly available reports and including cyber incidents affect-
ing states where English is widely spoken. In 2020, there were sixteen registered and pub-
licly known cyber operations which could be treated as sponsored by Russia Federation.
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Moscow has found a way to move the competition from domains where adversaries (mainly
U.S.) have an advantage (military, economic and diplomatic sphere) on a domain where the
opponents' strength is not dominant (cyberspace). In this way, the "Russia’s Indirect Grand
Strategy" is implemented (Clark, 2019). Modern cyber operations launched or supported by
Russia are a continuation of the methods of penetrating the other countries’ cyberspace ini-
tiated in the 21st century. Estonia was one of the first examples, and it is clear that cyber
operations in this country were aimed at political destabilization. Since then, Russia has de-
veloped a specific cyber operations toolbox — selection of targets, techniques used and the
long-term nature are based on Russia’s interests and intelligence needs (e.g. GRU cyber op-
erations against the World Anti-Doping Agency (WADA) in September 2016 and Interna-
tional Olympic Committee (IOC) in January 2018) (Estonian Foreign Intelligence Service,
2018).

On the one hand, Estonia became a place to try and present Russian capabilities of con-
ducting cyber operations. On the other hand, it was a testing ground for the other players’
response to cyber operations (especially U.S., Alliance and the EU). In the context of inter-
national law, the character and methods of responding are the key issues, as they depend on
the classification of a particular cyber operation as either an "attack" or an "armed attack".

6. Conclusion

The study was aimed at demonstrating that the events in Estonia in 2007 cannot be clas-
sified as an armed attack (in the view of Article 51 of the UN Charter) and unlawful use of
force (in the view of Article 2(4) of the UN Charter). In the first case, the cyber operations in
Estonia did not meet the criteria of an "armed attack". In the second, despite likely exceeding
the degree of harm, they did not meet the criterion of state involvement. Presumably, cyber
operations in Estonia could be called an "attack" in the sense of jus in bello, which would
mean that they are subject to the rules of international humanitarian law. However, in con-
tradiction to this statement lie the international principles outlining the "profile" of non-
state actors in armed conflict, highlighting the organized and armed character of groups
conducting cyber operations.

The problematic case of Estonia leads to a search for other solutions to its possible clas-
sification. It seems that Estonia has become the first place where a non-state entity (Russian
hackers) has achieved the policy objectives of the external state entity (the Kremlin). As the
present-day shape of cyber operations shows, cooperation between these two actors in per-
forming cyber operations is a real and challenging threat to be eliminated for contemporary
international relations. Despite the fact that the scope and harmfulness of cyber operations
are still growing, states do not decide on armed self-defense, which is not only due to attrib-
ution problems. Nevertheless, the issues of nation-state cyber operations are changing dy-
namically, in contrast to the norms of international law.
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