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Dynamic�advances�in�technology�as�well�as�information�and�communication�
entail�many�new�threats�to�the�functioning�of�the�Polish�state,�its�citizens,�as�
well�as�to�the�international�community.�These�are�mainly�the�dangers�of�using�
information�networks�and�information�systems.�For�this�reason,�particular�
importance�is�given�to�ensuring�information�security�which�combines�proce-
dures�and�tools�for�the�protection�of�classified�information,�data�and�network�
systems.� Information�security�has�now�become�one�of�the�most�sensitive�
trans-sectoral�areas�of�national�security,�having�an�impact�on�the�efficiency�
of�Poland’s�entire�security�system.�This�is�about�information�security,�ICT�se-
curity�and�cybersecurity.
The�paper�aims�to�analyse�the�issue�of�information�security�as�part�of�the�secu-
rity�area�of�the�Republic�of�Poland.�The�issue�was�raised�because�of�its�impor-
tance�and�topicality,�as�recently�there�has�been�an�increase�in�cyber-terrorist�
activity�and�a�growing�number�of�media�reports�on�attacks�on�information�
systems,�targeting�the�critical� infrastructure�of�states.�Information�security�
risks�pose�a�real�threat�and�loss�of�information�can�lead�to�a�violation�of�the�
vital� interests�of�various�entities�and�a�compromise�of�people’s�safety�and�
fundamental�values�of�social�life.
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Introduction
A�sense�of�security�is�one�of�the�basic�needs�of�each�individual�and�entire�communities,�
which�a�state�can�guarantee�with�an�arsenal�of�measures�and�techniques�necessary�for�this�
purpose.�Given�the�role�of�information�in�the�modern�world,�great�importance�is�attached�to�
information�security�which�protects�the�information�dimension�of�the�functioning�of�people�
and�the�state.
The�21st�century�has�been�described�as�the�age�of�information,�because�it�is�a�valuable�asset�
providing�people�with�a�better�and�safer�life.�It�is�protected�as�a�material�good�and�critical�
resource.�The�increasing�value�of�information�becomes�a�source�of�advantage,�knowledge�
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and�power�for�individual�entities.�With�the�advances�in�the�acquisition,�processing�and�dis-
semination�of�information�and�the�development�of�modern�information�and�communication�
technologies,�new�threats�have�also�emerged.�Information�security�is�threatened�by�the�forc-
es�of�nature,�human�error�and�organisational�shortcomings,�but�also�the�dishonesty�of�people�
and�their�deliberate,�harmful�action�in�the�form�of�computer�crime,�espionage,�information�
warfare�and�cyber-terrorism.�Hence�the�growing�role�of�information�security�provision�and�
state�measures�aimed�at�security�in�Polish�cyberspace.

The�paper�aims�to�analyse�the�issue�of�information�security�as�part�of�the�security�area�of�the�
Republic�of�Poland,�presented�in�the�literature�and�legislation.�The�issue�was�raised�because�
of�its�importance�and�topicality,�as�recently�there�has�been�an�increase�in�cyber-terrorist�ac-
tivity�and�a�growing�number�of�media�reports�on�attacks�on�information�systems,�targeting�
the�critical�infrastructure�of�states.�We�are�witnessing�migration�crises,�used�in�hybrid�oper-
ations�by�one�state�against�another�(the�border�between�Poland�and�Belarus,�actions�of�the�
government/president�of�Belarus�–�not�recognised�by�many�countries�in�Europe�and�around�
the�world).�Information�security�risks�pose�a�real�threat�and�loss�of�information�can�lead�to�
a�violation�of�the�vital�interests�of�various�entities�and�a�compromise�of�people’s�safety�and�
fundamental�values�of�social�life.

For�the�purposes�of�the�study,�the�authors�formulated�the�following�working�hypothesis:�in-
formation�security�is�a�very�important�element�of�Poland’s�security�system�and�its�provision�
should�become�a�priority�task�of�the�state�authorities.�Protecting�information�and�countering�
threats�in�cyberspace�requires�the�cooperation�of�all�public�and�private�sector�entities,�state�
institutions�and�every�citizen.�Only�a�safe�cyber�world�will�allow�for�safe�functioning�in�the�
real�world.

A�sense�of�security�is�one�of�the�most�important�needs�and�the�most�precious�values�of�every�
human�being,�which�can�be�guaranteed�by�a�state�that�has�appropriate�technical�measures�
and�institutions�established�to�provide�it.�Security�changes�over�time.�It� is�determined�by�
a�number�of�internal�and�external�factors,�which�means�that�it�can�not�be�achieved�or�gained�
once�and�for�all.�It�is�threatened�by�many�undesirable�phenomena,�and�as�civilisation�devel-
ops,�new�challenges�continue�to�appear.�Therefore,�the�state�should�effectively�implement�
the�security�policy�in�two�main�dimensions:�internal�and�external�[1,�p.�27].

1. The essence of security – theoretical approach

The�positive�dimension�of�security�is�related�to�the�ability�to�combat�threats�that�exist�in�the�
country’s�environment.�This�approach�also�includes�certainty�of�survival�and�possession�[2,�
p.�59].

In�a�democratic�state,�security�is�a�core�value�affecting�both�the�functioning�of�that�state�and�
its�authorities,�as�well�as�all�members�of�society,�stimulating�their�proper�existence.�It�is�the�
purpose�of�the�existence�of�the�state,�it�determines�its�nature�and�the�nature�of�the�con-
stantly�satisfied�social�needs�[3,�p.�66].�It�is�considered�a�universal�value,�concerning�a�vast�
number�of�entities,�the�most�significant�being�the�security�of�the�individual,�society�and�the�
state�[4,�p.�167-168].

Security�is�a�difficult�concept�to�define�clearly,�sparking�a�number�of�polemics�and�discussions�
because�of�its�intuitive�and�multi-faceted�nature�[5,�p.�15].�In�the�most�general�sense,�it�is�
the�state�of�being�free�from�any�threat�[6,�p.�26].�In�the�subjective�sense,�it�denotes�a�mental�
state�of�calm�and�confidence,�whereas�in�objective�terms,�a�state�of�absence�of�real�threats�
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[7,�p.�76].�The�perception�of�security�in�these�two�dimensions�can�be�explained�with�Daniel�
Frei’s�D�model�which�makes�the�following�distinction:

–�state�of�insecurity,�when�the�actual�threat�is�major�and�people�perceive�it�correctly,
–�state�of�obsession,�when�a�minor�actual�threat�is�perceived�as�major,
–��state�of�false�security,�when�a�major�actual�threat�is�perceived�as�minor�(so-called�
misperception,�i.e.�false�perception),

–��state�of�security,�when�the�actual�threat�is�minor�and�people�perceive�it�correctly�
[8,�p.�29;�9,�p.�91-92].

Security�is�a�core�constitutional�value,�although�there�is�no�precise�definition�of�the�term�in�the�
Basic�Law�[10,�p.�9]�nor�a�comprehensive�view�of�it�in�the�context�of�the�common�good,�seen�
as�the�value�that�binds�all�particular�goods�that�exist�in�the�state�and�social�spaces�[11,�p.�131].
Ensuring�the�security�of�citizens�consists�in�countering�threats�and�attacks�against�their�func-
tioning,�within�the�law�and�with�their�goodwill,�as�well�as�protecting�the�entire�population�
that�is�under�the�jurisdiction�of�the�state.�Citizens�have�the�right�to�security�which�correlates�
with�the�obligation�to�provide�this�security�on�the�part�of�the�state.�For�this�reason,�restric-
tions�on�the�rights�and�freedoms�of�individuals�shall�be�allowed�to�ensure�the�security�of�the�
entire�state,�as�stated�in�the�judgment�of�the�Constitutional�Tribunal�of�25�November�2003�
[12].�This�is�also�regulated�in�the�Constitution�of�the�Republic�of�Poland.

2. Security areas – problem analysis
Security�is�considered�in�a�number�of�areas.�Most�often�in�the�language�of�politics�and�diplo-
macy,�as�well�as�in�international�relations�studies�and�political�and�legal�documents,�there�
is�a�distinction�between�national�and�international�security�[13,�p.�22].�There�is�feedback�
between�these�two�types�of�security,�as�the�security�of�each�state�has�a�direct�impact�on�the�
security�of�the�international�system�as�a�whole,�of�which�the�state�is�a�member,�while�inter-
national�security�conditions�national�security�to�a�great�extent�[2,�p.�60-61].
International�security�is�implemented�in�an�international�environment.�It�refers�to�ensuring�
the�security�of�groups�of�different�countries,�regions�and�international�systems.�It�is�the�re-
sult�of�complex�international�interdependencies�and�is�generated�by�securing�the�interests�
of�individual�states�as�part�of�multilateral�cooperation.�This�consists�in�the�joint�definition�
of�a�catalogue�of�protected�values,�cooperation�standards�and�institutions�for�ensuring�in-
ternational�security.�These�include�existence�(survival),�as�the�overarching�value�for�which�
states�may�sacrifice�other�values,�as�well�as�identity,�political�autonomy,�territorial�integrity�
and�development�certainty�(the�quality�and�standard�of�the�population’s�living�and�the�level�
of�economic�development)�[14,�p.�56;�15,�p.�6].
The�internal�and�external�security�of�the�state�is�described�extensively�in�the�Polish�Consti-
tution.�Ensuring�it�is�the�responsibility�of�the�Council�of�Ministers�(Art.�146�sec.�4�point�7�and�
8).�Pursuant�to�Art.�126�sec.�2�of�the�Basic�Law,�the�President�of�the�Republic�of�Poland�safe-
guards�the�sovereignty�and�security�of�the�State�while,�based�on�the�provisions�of�Art.�135,�
he�is�advised�by�the�National�Security�Council.�Ensuring�security�is�one�of�the�most�import-
ant�tasks�of�the�Armed�Forces�of�the�Republic�of�Poland�(Art.�26�sec.�1).�Pursuant�to�Art.�31�
sec.�3�of�the�Constitution,�state�security�is�also�a�general�limitation�clause�on�human�and�civil�
freedoms�and�rights�[16,�p.�26-27].
The�central�element�of�security�is�threat,�posing�a�risk�to�the�existence�of�the�State�[17,�p.�17].�
A�threat�is�an�action�or�sequence�of�events�that�threatens�the�quality�of�life�of�the�population�
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of�a�given�state�and�significantly�narrows�the�range�of�choices�and�actions�available�to�the�
government�[18,�s.�40].
The�term�“threaten”�means�to�foretell�something�bad,�intimidate,�warn�under�pain�of�certain�
consequences,�to�be�dangerous,�menacing.�In�terms�of�political�science,�a�threat�is�a�challenge�
taken�on�too�late�or�not�taken�on�at�all�[19,�p.�31].�A�threat�is�an�indirect�or�direct�destructive�
impact�on�the�subject.�It�is�subdivided�into�potential,�real,�external�and�internal,�subjective�
and�objective,�military�and�non-military�[20,�p.�269].
Internal�threats�denote�a�negative�state�of�affairs�and�set�of�circumstances�that�arise�in�var-
ious�areas�of�the�internal�activity�of�the�state�and�disturb�its�stability�and�harmonious�de-
velopment,�as�well�as�weaken�or�lead�to�the�loss�of�the�ability�to�survive�in�an�international�
environment.�By�contrast,�external�threats�originate�in�the�international�environment.�They�
include�wars�and�armed�conflicts.
According�to�the�most�common�classification,�security�threats�are�divided�into�military�and�
non-military.�However,�it�should�be�noted�that�threats�are�characterised�by�high�volatility.�
Some�phenomena�treated�as�threats�in�the�past�are�currently�no�longer�regarded�as�such,�
while�others,�previously�harmless,�become�dangerous�and�are�currently�a�major�concern.�
The�intensity�of�threats�also�changes�over�time,�because�some�weaken�and�others�intensify�
[21,�p.�27].
From�the�point�of�view�of�the�authors,�an�important�element�of�the�studied�areas�is�infor-
mation�security.

3. The essence of information security – theoretical approach
People�have�always�needed�information.�Already�at�the�time�when�the�first�tribal�struc-
tures�were�formed,�they�acquired�it�by�learning�where�to�find�drinking�water�and�food,�they�
assessed�it�by�determining�whether�the�information�is�useful,�and�the�person�providing�it�
credible,�and�they�protected�it�by�creating�closed�elites�that�had�exclusive�access�to�the�in-
formation.�Over�time,�at�each�stage�of�society’s�development,�information�was�collected,�
processed,�used�and�protected�more�and�more�effectively.�Today,�we�are�dealing�with�an�
information�society�in�which�information�is�the�most�important�commodity�and�one�of�the�
most�valuable�assets�[22,�p.�95].
Due�to�technological�progress,�the�development�of�electronics�and�the�Internet,�the�ubiquity�
of�mobile�devices�and�the�rise�of�social�networks,�information�has�now�become�a�desired�
good,�a�key�factor�determining�the�level�of�knowledge,�authority,�and�also�the�security�of�
individual�citizens,�organisations�and�entire�countries�[23,�p.�11-12].
The�21st�century�known�as�the�age�of�information�has�brought�about�a�significant�change�in�
the�nature�and�shape�of�global�threats,�because�these�times�of�universal�access�to�state-of-
the-art�information�technology�are�conducive�to�the�emergence�of�new�dangers�[20,�p.�268].�
These�are�dangers�closely�related�to�the�use�of�IT�networks�and�information�systems�(com-
puter-mediated�crimes,�loss�of�information�due�to�computer�hacking,�espionage,�sabotage,�
vandalism�[23,�p.�24].�For�this�reason,�the�identification,�achievement,�maintenance�and�
improvement�of�information�security�have�nowadays�become�necessary�for�the�proper�func-
tioning�of�the�state,�economic�operators,�their�profitability,�financial�liquidity�and�compliance�
with�the�law�[24,�p.�22].
Information�security�of�a�state�is�directly�related�to�its�internal�and�external�security.�It�is�not�
a�new�security�area,�as�its�traces�date�back�to�as�early�as�the�6th�century�BC�when�Chinese�
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philosopher�Sun�Tzu�developed�the�first�strategies�of�information�superiority�and�not�neces-
sarily�conventional�warfare.�This�allowed�him�to�triumph�over�the�opponent�without�a�fight�
[25,�p.�163].�Today,�the�issue�of�information�security�is�of�interest�to�the�science�known�as�
securitology�which�studies�threats�to�the�existence,�development�and�normal�functioning�of�
people�and�social�organisations�[22,�p.�93].

Information�security�combines�procedures�and�tools�for�protecting�information,�data�and�
systems.�This�sphere�covers�concepts�such�as�information�security,�ICT�security�and�cyber-
security�[26,�p.�452].

There�are�many�definitions�of�information�security�in�the�literature�which�mainly�come�down�
to�the�protection�of�classified�information�or�to�the�security�of�ICT�systems.�This�is�confirmed�
by�the�definition�of�Krzysztof�Liedel,�according�to�whom�information�security�is�equated�to�
the�protection�of�information�against�unwanted,�intentional�or�accidental,�disclosure,�mod-
ification,�destruction�or�denial�of�processing�[27,�p.�19].

Information�security�can�be�defined�as�a�set�of�activities,�methods�and�procedures�under-
taken�by�authorised�entities�that�aim�to�ensure�the�integrity�of�information�resources�that�
are�being�collected,�stored�and�processed.�All�of�them�are�adequately�protected�against�un-
wanted�and/or�unauthorised�disclosure,�modification�or�destruction.�The�term�should�also�
be�understood�as�a�state�when�the�risk�of�a�threat�to�the�proper�functioning�of�information�
resources�is�reduced�to�an�acceptable�level�[28,�p.�150].

According�to�S.�Kowalkowski,� information�security�ranks�right�next�to�political,�economic,�
social,�military,�cultural�and�environmental�security.�It�addresses�the�issues�of�protection�
against�network�attacks�and�the�consequences�of�physical�attacks,�as�well�as�includes�concern�
for�maintaining�the�stability�of�contemporary�international�economic�systems�[29,�p.�13-15].

In�the�opinion�of�K.�Liderman,�the�term�“information�security”�is�accompanied�by�the�concept�
of�“information�security”,�encompassing�all�forms�of�the�exchange,�storage�and�processing�
of�information,�also�verbal.�It�determines�the�subject’s�(individual,�organisation)�confidence�
in�the�quality�and�accessibility�of�information�that�may�be�lost�or�distorted.�According�to�this�
author,�security�thus�defined�shall�not�be�regarded�as�an�object,�process�or�event�but�as�im-
ponderabilia�in�the�field�of�psychology.�Due�to�the�high�proportion�of�technical�measures�in�
the�transmission,�storage�and�processing�of�information,�information�security�is�becoming�
increasingly�vulnerable�to�cyber�threats,�especially�cyber-terrorist�attacks�[23,�p.�22-24,�109].�
It�is�not�without�reason�that�information�security�is�considered�to�be�part�of�an�IT�system,�
synonymous�with�telecommunications�[30,�p.�17],�computer�or�network�security�[24,�p.�22].

The�term�“information�security”�is�often�wrongly�equated�with�IT�security.�This�is�incorrect�
insofar�as�it�would�only�cover�the�protection�of�information�in�electronic�form.�Meanwhile,�it�
involves�many�other�processes,�leading�to�the�generation,�modification�and�transfer�of�data�
in�verbal�form�as�well�[23,�p.�22;�31,�p.�141].�IT�security�(ICT�security)�has�a�much�narrower�
semantic�scope,�drawing�attention�to�technological�developments�in�obtaining,�storing,�pro-
cessing�and�sharing�information�which�are�the�result�of�the�popularisation�of�digital�forms�
of�data�presentation�[32,�p.�18-19].

The�concept�of�information�security�is�also�applicable�to�information�appearing�on�standard�
media,�i.e.�outside�of�the�ICT�system�(e.g.�paper�documents�or�microfilms).�The�scope�of�in-
formation�security�policy�covers�processes�of�using�information�without�considering�the�way�
it� is�processed.�Therefore,�it�concerns�both�traditionally�operated�systems�(archives,�files,�
paper�documents)�and�computer�systems�[24,�p.�40].
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The�issue�of�information�security�comprises�the�process�of�protecting�information�and�per-
sonal�data�against�unwanted�interference�and�ICT�systems�against�the�destructive�activity�of�
hostile�external�and�internal�objects�[33,�p.�91].

According�to�P.�Bączek,�information�security�is�a�concept�that�describes�the�internal�and�ex-
ternal�state�of�a�country�in�which�nothing�threatens�the�strategic�information�resources�of�
the�state,�while�the�authorities�take�the�most�important�decisions�based�on�true,�verified,�
reliable�and�up-to-date�information�whose�flow�is�not�disrupted.�The�state�by�virtue�of�law�
guarantees�the�protection�of�citizens’�personal�data�and�ensures�the�security�of�public�ICT�
networks�and�legal�information�protection�systems.�Citizens�have�the�right�to�privacy,�and�
public�and�private�institutions�do�not�violate�the�applicable�legal�standards�when�collecting�
information�on�citizens�and�organisations.�Citizens�and�their�representatives,�including�media,�
parliamentarians,�non-governmental�organisations�and�control�bodies,�have�free�access�to�
information�on�the�activities�of�the�authorities�[19,�p.�74].

M.�Madej�indicates�that�information�security�concerns�efforts�directed�at�the�protection�of�
information�important�in�terms�of�security,�i.e.�having�a�significant�impact�on�the�smooth�
functioning�of�both�state�structures�and�society�as�a�whole,�as�well�as�on�providing�infor-
mation�advantage�by�acquiring�new�or�more�recent�data,�and�on�conducting�disinformation�
campaigns�against�possible�opponents�[32,�p.�18-19].

In�accordance�with�the�provisions�of�the�Information�Security�Doctrine�of�the�Republic�of�
Poland�of�2015,�state�information�security�is�a�trans-sectoral�security�area,�relating�to�the�
state’s�information�environment�and�cyberspace.�It�is�a�process�aimed�at�ensuring�the�secure�
functioning�of�the�state�in�the�information�space�by�controlling�its�own�national�infosphere,�
as�well�as�focused�on�the�effective�protection�of�national�interests�in�a�foreign,�i.e.�external�
infosphere.�This�is�possible�through�adequate�protection�of�available�information�resources�
and�protection�against�hostile�disinformation�and�propaganda�activities,�in�terms�of�defence,�
while�retaining�the�ability�to�carry�out�offensive�activities�against�possible�opponents�[34,�
p.�3].

In�another�view,�information�security�includes�ensuring�the�integrity,�completeness�and�reli-
ability�of�the�information�resources�of�an�entity�(state)�in�any�form�[35,�p.�194-197].

An�accurate�definition�of�information�security�was�proposed�by�W.�Fehler�who�regards�it�as�
a�state�and�a�process�that�ensures�free�access,�collection,�flow�and�processing�of�high-quality�
information�following�its�substantive�selection�combined�with�the�rational,�customary�and�
legal�separation�of�categories�that�are�protected�or�regulated�for�the�safety�of�the�interested�
parties�[36,�p.�29-30].

In�turn,�a�broad�definition�of�the�term�was�put�forward�by�E.�Nowak�and�M.�Nowak.�According�
to�this�definition,�information�security�is�a�state�of�external�and�internal�conditions�which�al-
low�the�state�to�freely�develop�its�information�society.�Among�the�conditions�that�guarantee�
this�state,�the�authors�include:

–�unthreatened�strategic�resources�of�the�state,
–�uninterrupted�flow�of�information�between�state�bodies,
–�decisions�of�the�authorities�based�on�relevant�and�reliable�information,
–��protection�of�classified�information�and�citizens’�personal�data�guaranteed�by�the�
state,

–��uninterrupted�operation�of�ICT�networks�comprising�the�critical�ICT�infrastructure�
of�the�state,
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–�free�access�to�public�information�for�all�citizens,
–��the�principle�that�public�institutions�shall�not�infringe�upon�citizens’�right�to�privacy�
[37,�p.�103].

When�considering�the�term�“information�security”�reference�should�also�be�made�to�the�stan-
dards�PN-EN�ISO/IEC�27000:2020-07�[38;�39].�These�standards�use�the�concept�of�information�
security�seen�as�maintaining�the�confidentiality,�integrity�and�availability�of�information.�This�
is�illustrated�in�detail�in�(Fig.�1).

According�to�the�authors,�state�information�security�should�refer�to�security�in�the�technical�
and�personal�space.�In�practice,� it� is� impossible�to�build�a�completely�secure�information�
protection�system,�since�man�is�identified�as�the�weakest�link�in�any�system.

Therefore,�maintaining�state�information�security�must�be�based�on�several�important�con-
siderations,�which�are:

–�increasing�the�protection�of�information�systems,
–��continuously�assessing�weaknesses�in�the�information�systems�of�potential�oppo-
nents,�the�possibility�of�intrusion�into�their�systems,

–��preparing�possible�responses�to�an�attack�using�informational�and�conventional�
means�of�destruction,

–��developing�methods� of� estimating� information� losses� and�damage� suffered�or�
inflicted.

Such�an�approach�requires�consideration�of�the�most�important�determinants�of�information�
security,�which�include:

–�treating�information�as�a�resource�of�strategic�importance�to�the�state,
–��treating�information�and�resulting�knowledge�and�information�technology�as�pri-
mary�production�factors,

–�the�information�sector�producing�a�significant�part�of�national�income,
–��treating�information�technology�as�an�essential�element�in�the�functioning�of�state�
security,�in�particular�the�Armed�Forces�[38,�p.�219].

An�information�protection�system�in�the�area�of�state�security�should,�according�to�the�au-
thors,�be�supported�by�legal�and�organisational�solutions,�the�whole�area�of�information�
security�policy,�thanks�to�which�the�state�will�be�able�to�effectively�and�efficiently�perform�
its�functions:�internal�and�external.

confidentiality integrity availability

Information security

authenticity accountability non-repudiation reliability

Fig. 1. Information�security�attributes
Source: Study based on [40].
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4. Legal aspects of information security in Poland

Freedom�of�expression�and�access�to�information�are�the�foundation�of�civilisation�stan-
dards�that�apply�in�democratic�countries.�Respect�for�free�access�to�information�is�the�basis�
for�creating�a�democratic�society�since�the�adoption�of�the�Convention�for�the�Protection�of�
Human�Rights�and�Fundamental�Freedoms�in�1950�[41].�Attempts�to�restrict�this�right�are�
considered�an�attack�on�fundamental�human�rights.�The�universal�principle�of�unrestricted�
access�to�information�is�also�expressed�in�acts�of�international�law,�particularly�in�the�UN�
Universal�Declaration�of�Human�Rights�(1948)�and�the�International�Covenant�on�Civil�and�
Political�Rights�(1966)�[42,�p.�109].

An�important�document�of�European�law�regulating�cybersecurity�is�Regulation�2019/881�of�
the�European�Parliament�and�of�the�Council�of�17�April�2019�on�ENISA�(the�European�Union�
Agency�for�Cybersecurity)�and�on�information�and�communications�technology�cybersecu-
rity�certification�and�repealing�Regulation�(EU)�No�526/2013�(Cybersecurity�Act).�ENISA,�by�
providing�advice�and�assistance�as�well�as�by�virtue�of�its�scientific�and�technical�indepen-
dence�and�transparent�operating�procedures,�has�become�a�centre�of�expertise�in�the�field�
of�broadly�understood�cybersecurity�[33,�p.�94].

Information�security�also�includes�a�personal�data�protection�system�which�is�part�of�the�
protection�of�the�right�to�privacy.�It�was�based�on�the�provisions�of�the�GDPR�and�the�Polish�
Act�of�10�May�2018�on�the�protection�of�personal�data.�Natural�persons’�rights�with�regard�
to�data�processing�are�subject�to�protection�under�administrative,�medical,�financial,�press�
and�copyright�law,�as�well�as�telecommunications�and�labour�law.�In�connection�with�the�
obligations�imposed�by�the�GDPR,�Polish�law�was�harmonised�with�European�law�and�regu-
lations�contradicting�or�duplicating�the�GDPR�solutions�were�removed�from�the�Polish�legal�
order.�In�February�2019,�The�Sejm�passed�a�law�amending�certain�acts�in�order�to�ensure�the�
application�of�Regulation�(EU)�2016/679�of�the�European�Parliament�and�of�the�Council�of�
27�April�2016�on�the�protection�of�natural�persons�with�regard�to�the�processing�of�person-
al�data�and�on�the�free�movement�of�such�data,�and�repealing�Directive�95/46/EC,�i.e.�the�
General�Data�Protection�Regulation�[43,�p.�27].

The�Polish�Constitution�grants�citizens�the�right�to�obtain�information�on�the�activities�of�
public� information�bodies,�as�well�as�persons�discharging�public�functions.�Furthermore,�
the�Constitution�establishes�a�clause�on�the�possibility�of�introducing�certain�restrictions�in�
the�event�of�circumstances�set�out�in�the�Act.�Based�on�Art.�61�sec.�3�of�the�Basic�Law,�two�
normative�acts�relevant�to�economic�operators�were�incorporated�into�the�Polish�legal�or-
der,�namely�the�Act�on�the�protection�of�personal�data�[44]�and�the�Act�on�the�protection�of�
classified�information�[45].

Information�security�issues�are�also�included�in�the�Act�on�access�to�public�information�[46],�
the�Act�on�counteracting�unfair�competition�[47]�and�the�Act�on�copyright�and�related�rights�
[48].

The�emergence�of�more�and�more�new�threats�to�information�security�generated�the�imple-
mentation�of�various�reservations�related�to�the�handling�of�information.�It�also�resulted�in�
solutions�related�to�criminal�liability�for�disclosing�information�to�unauthorised�persons.�For�
this�reason,�provisions�relating�to�the�protection�of�information�also�appeared�in�the�Penal�
Code�[49,�p.�13].

The�Penal�Code�sets�out�the�highest�sanctions�against�the�provisions�of�other�acts�which�reg-
ulate�matters�of�protection�of�state�and�official�secrets,�as�well�as�other�secrets�protected�by�
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law.�In�addition,�it�addresses�the�issue�of�acts�against�cybersecurity.�The�legislator�categorised�
these�risks�as�information�warfare,�grouping�the�provisions�in�Chapter�XXXIII�“Offences�against�
the�Protection�of�Information�in�Cyberspace”�(they�are�typified�by�Art.�267,�268,�268a,�269,�
269a�i�269b)�[50,�p.�19].

In�recent�years,�Poland�has�seen�an�increase�in�cyber-terrorism�threats.�Thus,�cybersecurity�
is�currently�one�of�the�most�important,�priority�challenges�of�Poland’s�security�policy.�The�
cybersecurity�system�of�the�Polish�state�is�built�on�the�provisions�of�the�Act�on�the�national�
cybersecurity�system�[51]�which�was�passed�by�the�Polish�Parliament�in�order�to�implement�
in�the�Polish�legal�order�Directive�(EU)�2016/1148�of�the�European�Parliament�and�of�the�
Council�concerning�measures�for�a�high�common�level�of�security�of�network�and�infor-
mation�systems�across�the�Union.�The�Directive� imposed�on�the�EU�Member�States�the�
obligation�to�guarantee�security�at�a�minimum�level�of�capacity�in�the�area�of�cybersecurity�
by�appointing�competent�authorities�and�a�single�point�of�contact�for�cybersecurity�issues,�
as�well�as�by�creating�special�response�teams�for�all�computer�incidents�(currently,�accord-
ing�to�the�Act�on�the�national�cybersecurity�system,�these�are�CSIRTs).�In�addition,�it�was�
recommended�to�adopt�national�strategies�concerning�cybersecurity�issues.�In�the�light�of�
the�Directive,�service�sectors�of�key�importance�for�the�maintenance�of�the�state’s�critical�
socio-economic�activities�were�obliged�to�ensure�the�cybersecurity�of�their� information�
systems.�The�person�responsible�for�building�defence�capacity�in�cyberspace�is�the�Minister�
of�Defence�[45,�p.�28-29].

Issues�concerning� information�protection� in�cyberspace�are�regulated�by�three�types�of�
documents:

–��conceptual�documents,�relating�to�cybersecurity�and�information�security�–�the�Na-
tional�Security�Strategy�[52],�the�Cybersecurity�Doctrine�of�the�Republic�of�Poland�
[53],�the�National�Framework�of�Cybersecurity�Policy�of�the�Republic�of�Poland�for�
2017-2022�[54]�and�the�superseding�Cybersecurity�Strategy�of�the�Republic�of�Po-
land�for�2019-2024�[55],

–��acts�on�the�protection�of�ICT�systems�against�cyber-terrorist�attacks:�the�Act�on�the�
computerisation�of�the�activities�of�entities�performing�public�tasks�[56]�and�the�
Telecommunications�Act�[57],

–��implementing�documents�having�the�status�of�regulations,�relating�to�cybersecurity�
issues:�the�Regulation�of�the�Council�of�Ministers�on�the�National�Interoperability�
Framework,�minimum�requirements�for�public�registers�and�exchange�of�informa-
tion�in�electronic�form�as�well�as�the�minimum�requirements�for�ICT�systems�[58].

The�Cybersecurity�Strategy�of�the�Republic�of�Poland�for�2019-2024�continues�and�extends�
government�administration�activities�aimed�at�increasing�the�level�of�cybersecurity�in�Poland.�
The�main�objective�of�the�strategy�is�to�increase�the�level�of�resilience�against�various�cyber�
threats�and�the�level�of�information�protection�in�key�sectors,�i.e.�in�the�public,�private�and�
military�sectors,�as�well�as�promote�knowledge�and�good�practices�which�will�allow�citizens�
to�better�protect�information.

Conclusions

The�analysis�of�selected�legislation�and�literature�on�the�subject�shows�the�validity�of�the�
addressed�topic�and�the�conducted�theoretical�research.�It�also�proves�the�importance�of�
the�problem�in�the�area�of�information�security�on�a�national�scale.
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Both�the�public�and�private�sectors�have�been�assigned�relevant�tasks�to�be�carried�out�as�
described,�for�example,� in�the�already�analysed�Cybersecurity Strategy of the Republic of 
Poland for 2019-2024.

The�tasks�of�the�public�sector�are�primarily�the�identification�of�real�and�potential�sources�
of�danger�through�the�international�exchange�of�information�about�threats�and�incidents;�
participation�in�the�international�response�to�cyber�threats�within�the�EU�and�NATO�struc-
tures;�cryptographic�and�cryptanalytical�activities�aimed�at�securing�domestic�ICT�systems�
and�their�information�resources;�ongoing�monitoring�of�all�critical�points�of�the�security�sys-
tem,�especially�those�most�vulnerable�to�cyber�attacks;�development�of�a�risk�assessment�
methodology;�responding�to�any�ICT�security�incidents;�conducting�audits�of�cybersecurity�
measures�and�mechanisms;�preparation�and�implementation�of�response�scenarios�in�the�
event�of�cyber�attacks�directly�targeting�the�digitised�tasks�of�the�state.

It�is�important�to�develop�emergency�response�plans�and�operational�plans�in�the�event�of�
specific�threats�and�war.�Active�cyber�defence�must�be�implemented,�including�offensive�op-
erations�in�cyberspace,�and�constant�readiness�for�cyberwar�must�be�maintained.�The�priority�
task�in�terms�of�information�protection�is�preventing�and�combating�cybercrime,�including�
espionage�and�events�bearing�the�hallmark�of�a�terrorist�attack,�as�well�as�informing�and�
educating�the�public�on�the�safe�use�of�cyberspace�and�the�threats�therein.

The�main�tasks�of�the�private�sector�in�the�field�of�information�security�include�close�coop-
eration�with�the�public�sector�in�the�area�of�countering�threats�in�cyberspace,�exchange�of�
information�on�cyber�threats�and�their�sources,�and�effective�protection�of�available�infor-
mation�resources�(safeguards,�passwords,�cryptography).

The�civil�sector�should�support�the�state�authorities�in�ensuring�information�security�by�par-
ticipating�in�social�initiatives�aimed�at�supporting�Poland’s�cybersecurity�(volunteering�for�
the�cybersecurity�and�cyber�defence�of�the�state),�taking�care�of�the�computer�systems�and�
ICT�equipment�used,�monitoring�proposals�for�legal�amendments�related�to�the�protection�
of�human�rights,�particularly�the�right�to�privacy�on�the�internet�[53].

The�trans-sectoral�tasks,�as�described�in�the�Cybersecurity Doctrine of the Republic of Poland,�
are�primarily�the�coordination�of�cooperation�between�various�public�and�private�sector�en-
tities,�the�creation�of�mechanisms�necessary�for�the�exchange�of�information,�as�well�as�cy-
bersecurity�standards�and�good�practices�(e.g.�cybersecurity�testing�and�audits,�certification�
of�ITC�products�and�services,�secure�hardware�and�software,�supply�chain�security).

The�national-level�documents�are�of�crucial�importance,�meaning�the�preparation,�mainte-
nance�and�development�of�operational�cyber-security�links,�rapid�response�to�emergencies,�
efficient�management�of�cybersecurity�measures�and�the�ability�to�conduct�proactive�op-
erations�in�cyberspace.�When�it�comes�to�the�military,�these�tasks�are�the�responsibility�of�
Ministry�of�Defence.�The�armed�forces�need�to�have�the�capacity�to�defend�and�protect�their�
own�ICT�systems�and�the�information�resources�stored�in�them,�as�well�as�the�capacity�to�take�
offensive�action�and�conduct�defensive�and�protective�operations,�i.e.�the�full�spectrum�of�
military�activities�in�cyberspace�in�the�event�of�a�cyber�conflict,�including�a�cyber�war�[53].

It�is�therefore�necessary�to�implement�NATO�standards�related�to�cyber�defence,�in�particular�
in�the�aspect�of�defence�and�operational�planning,�and�to�factor�in�the�minimum�standards�
of�the�North�Atlantic�Treaty�Organisation�in�the�area�of�protection�of�the�Alliance’s�own�
assets�and�national�mission-critical�infrastructure�assets.�In�the�field�of�cybersecurity,�it�is�
also�extremely�important�to�develop�the�competences�and�capabilities�of�intelligence�and�
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counterintelligence�services�to�counteract�espionage�and�effectively�neutralise�the�activity�
of�foreign�intelligence�services�in�cyberspace�[53].

The�acquisition�of�capabilities�and�competences�in�the�field�of�controlling�the�IT�subsystems�of�
foreign-made�weapons�and�equipment�used�for�national�security,�especially�the�possession�of�
the�necessary�source�codes,�is�also�considered�strategically�important.�Cryptology�also�is�also�
of�great�importance�in�this�respect.�The�state�should�work�on�developing�the�ICT�tools�and�
technologies�controlled�by�authorities�and�use�them�to�protect�and�defend�mission-critical�
state�systems,�while�remaining�compatible�with�NATO�tools�and�technologies�[53].

Significant� technological�advances� in� the� information�and�communication�sphere�entail�
a�number�of�new�threats�to�the�functioning�of�the�state�and�its�citizens,�as�well�as�to�the�
international�community.�These�are�mainly�dangers�associated�with�the�use�of�IT�networks�
and�information�systems�and�access�to�the�global�network.�For�this�reason,�particular�impor-
tance�is�placed�on�ensuring�information�security�which�combines�procedures�and�tools�for�
the�protection�of�classified�information,�data�and�network�systems.�Information�security�has�
now�become�one�of�the�most�sensitive�trans-sectoral�areas�of�national�security,�having�an�
impact�on�the�efficiency�of�Poland’s�entire�security�system.�This�includes�information�security,�
including�information,�ICT�security�and�cybersecurity.�The�authors�believe�that�these�are�the�
most�important�aspects�of�the�contemporary�security�area�of�each�state.

Information�protection�and�security�in�the�Polish�cyberspace�is�regulated�by�a�number�of�
legal�acts�and�other�documents,�both�European�and�national.�The�most�important�one�in�
this�regard�is�the�Polish�Constitution.�The�act�on�the�protection�of�classified�information�and�
the�act�on�the�protection�of�personal�data�are�also�important.�The�Penal�Code�penalises�acts�
committed�against�information�security�and�cybersecurity.�As�for�the�Polish�cybersecurity�
system,�it�is�based�on�the�provisions�of�the�National�Cybersecurity�System�Act.�Other�docu-
ments�of�relevance�in�this�regard�include�the�National�Security�Strategy,�the�Cybersecurity�
Doctrine�of�the�Republic�of�Poland,�the�Cybersecurity�Strategy�of�the�Republic�of�Poland�for�
2019-2024.

The�purpose�of�this�paper�was�to�attempt�to�analyse�the�matter�of�information�security�as�an�
element�of�the�security�area�of�the�Republic�of�Poland,�which�was�conducted�by�identifying�
written�sources�and�legal�documents�concerning�these�issues.�The�indicated/cited�authors�
of�monographs�and�articles,�but�also�footnotes�from�the�law�and�doctrinal�documents�of�the�
last�few�years,�confirm�the�authors’�assumptions�regarding�the�relevance�of�this�problem�and�
why�it�is�important�to�write�about�it.

The�aim�of�the�paper,�in�the�view�of�Authors,�was�achieved�and�the�hypothesis�adopted�at�
the�outset�was�also�confirmed.�Using�the�method�of�critical�analysis�of�the�literature,�the�
article�characterises�the�area�of�Poland’s�information�security�demonstrating�its�enormous�
role�in�the�overall�activities�of�the�state�aimed�at�ensuring�a�safe�and�peaceful�existence�for�all�
citizens�and�participants�of�social�life,�especially�those�connected�to�the�Internet�and�storing 
data�in�the�cloud,�i.e.�the�entire�5.0�community.
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Bezpieczeństwo informacyjne jako element bezpieczeństwa Polski

STRESZCZENIE Dynamiczny�postęp�technologiczny�i�informacyjno-komunikacyjny�niesie�wiele�nowych�
zagrożeń�dla�funkcjonowania�państwa�polskiego,�jego�obywateli,�a�także�dla�społecz-
ności�międzynarodowej.�Są�to�głównie�niebezpieczeństwa�związane�z�użytkowaniem�
sieci�informatycznych�oraz�systemów�informacyjnych.�Z�tego�powodu�wyjątkowego�
znaczenia�nabiera�zapewnianie�bezpieczeństwa�informacyjnego,�które�łączy�w�sobie�
procedury�i�narzędzia�służące�ochronie�informacji�niejawnych,�danych�oraz�systemów�
sieciowych.�Bezpieczeństwo� informacyjne� stało� się�obecnie� jednym�z�najbardziej�
wrażliwych�obszarów�bezpieczeństwa�narodowego�o�charakterze�transsektorowym,�
wywierającym�wpływ�na�efektywność�funkcjonowania�całego�systemu�bezpieczeń-
stwa�Polski.�Chodzi�o�bezpieczeństwo�informacji,�bezpieczeństwo�teleinformatyczne�
i�cyberbezpieczeństwo.
Celem�niniejszego�artykułu�jest�próba�analizy�zagadnienia�bezpieczeństwa�informacyj-
nego�jako�elementu�obszaru�bezpieczeństwa�Rzeczypospolitej�Polskiej.�Temat�podjęto�
z�powodu�jego�ważności�i�aktualności,�albowiem�w�ostatnim�czasie�nasilają�się�dzia-
łania�cyberterrorystów,�coraz�częściej�media�donoszą�o�atakach�na�systemy�informa-
tyczne,�wymierzone�w�infrastrukturę�krytyczną�państw.�Zagrożenia�bezpieczeństwa�
informacyjnego�stają�się�realne,�zaś�utrata�informacji�może�prowadzić�do�naruszenia�
żywotnych�interesów�różnych�podmiotów,�narażenia�bezpieczeństwa�ludzi�oraz�pod-
stawowych�wartości�życia�społecznego.
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